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NMPEAUCIIOBUE

Kypcel mo kpunrorpaduueckoit 3anute uHdopMaum B HACTOAIIEE
BpeMS YUTAIOTCA IPAKTHYECKH BO BCEX BEAYIIUX YHUBepcHUTeTaX Kak B Poc-
CHM, TAK 1 32 pyOeskoM. 3a4acTyio UX BKIIIOYAIOT B IPOrpaMMy MateMaTHye-
cKUX (haKyJIBTeTOB MM (haKyJbTETOB BHIUUCIUTENHHON TexHUKN. OgHaKo
B ITOC/IETHUE TO[bl MHOTHE TYMaHUTAPHBIE YHUBEPCUTETHI BUIAT HEOOXOIH -
MOCTb BKIJIIOUEHHS 3TOM IMCUUIUIMHBI B CBOM y4eOHbIe porpaMmbl. [leii-
CTBUTEJILHO, OTAENbHBIH Kypc Mo KpunTtorpaduu HeoOXOOUM CTYIeHTaM
BCEX YIMOMSIHYTBIX HATPaBJIeHW, HO TOATOTOBKA CIEIUATUCTOB HAa 3THX
(hakyneTeTax, KaK M LeU, CTOSIINE TIepe]l HUMH, pa3nuyHbl. HekoTopsiM
U3 HUX JOCTATOYHO KPATKOTO 0030pa CYLIECTBYIOIIUX KPUNTOr padhudecKux
aNTOPUTMOB U YMEHMS MX MPHUMEHSTh, B TO BpeMs KakK JIPYTUM HeoOxo-
OUMBI TIYOMHHBIE MaTeMaTUYecKHe 3HAHWS, TTO3BOJSIONINE TIPOHUKHYTh
B CYThb KPUIITONpPeoOpa30BaHUii, YTOOBI MOABECTH WX K TEepeJIHEMY Kpato
COBpPEMEHHBIX MCCJIEJOBAHNI B 00JIACTH CO3AaHUS 3TUX anTopuTMOB. Cre-
JIOBATEJIBHO, CYIIECTBYET MpPaKTUYecKass HeOOXOAUMOCTh B yueOHUKeE, Ha-
YHHAIOUIEMCS ¢ M3JTOXKeHUsT 0a30BbIX MaTeMaTHUeCKHUX TpeoOdpa3oBaHUIA,
WCITOTb3YyeMbIX B KPUTITOTpahuu, ¥ BeAylIeM CTYJeHTOB Yepe3 obiiue no-
HSATHSI U METOJBI K TOHUMAHUIO CYTH KPUTNITOTpadMuecKUX afropuTMOB.

B HacTosiiiee BpeMsI CYIIECTBYeT MHOXKECTBO KHUT, KOTOPBIE JAIOT 06-
1iee rnpeacTaBieHre 00 OCHOBHBIX HAIMPAaBIEHUSIX COBPEMEHHOW KPUIITO-
rpacuu. Jlyamume nz Hnx — kuuru Haiimxena Cmapra (N. Smarr)! u Bpioca
I Haitepa (B. Schneier)? epeseneHb! Ha pyccKHit 13bIK. OIHAKO CTYIEHTAM
ryMaHUTapHBIX (DAKYJIBTETOB T M3Y4YEHUS] 3THX MUPOBBIX KpUNTOrpadu-
yecKUX OECTCe/IepOB HE XBATAeT JOCTATOYHON MOATOTOBKH U OCOOEHHO
MaTeMaTH4YeCKHX 3HAHUA.

[maBHas uens MpemTaraeMoil YUTATENsIM KHUTU — JaTh 3HAHUS B 00-
JIACTU KPUNOTOTpahUUYECKOi 3alMThl MH(POPMAIIMK, a TAKXKe, YYUThIBAs
crienupUKy CTYIEHTOB TYMaHWUTApPHOT0 TPOMWISA, AOCTYITHO M3I0XUTh
HeOOXOMUMBII MaTeMaTMYECKHI arnmapar Kpunrorpadguu, He npuberas
B HEKOTOPBIX CJIy4asdAX K IMOJTHBIM TOKA3aTeIbCTBAM TEOPEM, TIPUBOIS JIUIITh
ux cxeMbl. Kaxnasi rnaBa opraHM3oBaHa TaKUM 00pa3oM, 4TOOBI CTYIEHT
MOT M3y4YaThb KHUTY CAaMOCTOSITENIbHO, TSl YeTO B KOHLIE TJIaB MPUBOIATCS
TECThl, MPUMEPBI U KOHTPOJIbHBIE 3aIaHUS, BBITIOJHEHHE KOTOPBIX AAET
BO3MOKHOCTb MPOKOHTPOJIHPOBATh KAayecTBO YCBOSIEMOCTH MarepHaia
o TeMe.

! Cmapm H. Kpuntorpacust. M. : Texnocdepa, 2006.

2 Hlnaiiep B. TpuxknagHasa kpuntorpadus. [1poTOKONBI, alrOPHTMbI, HMCXOIHBIE TEKCTBI
Ha a3eike Cu. M. : Tpuymdp, 2002,
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[Neppas raaBa KHUTH TTOCBSIIIEHA PACCMOTPEHUIO MaTeMAaTHYECKHX OC-
HOB Kpunrorpaduu, 4To MO3BOISET MOATOTOBUTH YMTATENEl K MOHUMA-
HUIO U aIEKBATHOMY BOCIIPHUSITHIO MAaTEPHAJIa OCTATTbHBIX TJ1aB KHUTH.

PeTpocmeKTHBHBIN B3I HA UCTOPUIO Pa3BUTHS KpUMTOrpacduu mo-
3BOJISIET YUTATEISAM HE TONIBKO MO3HAKOMUTBCS C KIACCHUYeCKMMHU Trupa-
MU 3aMEeHBI U TePEeCTAHOBKH, HO W 1aTh MIPEJCTABIIeHUE O TEX IBOTIOIIHMOH-
HBIX TIpolieccax, KOTOpPble TPOUCXOIHUIN B KpUNTOTpahuu HA MPOTSKEHUH
BEKOB.

B oTaenBHBIX TIaBax paccMaTpPUBAIOTCS OCHOBHBIE TpeOOBAHUSA, TIPEIb-
ABISIEMblE K MeTomaM IH(pPoOBaHHUA WHGOOPMALMK; TUIOBBIE 3ada4d
KPHUMTOAHAIM3a; TEOPETHUYECKAasds M TMpaKTHUecKass CTOHKOCTh MndpoB.
IMpuBoauTcst MoapoOHOE OMUCAHHWE HEKOTOPBIX CHMMETPUUYHBIX KPHIITO-
rpachUIecKHUX aTTOPUTMOB.

JI11 moHUMaHUsS MaTeMaTHYeCKUX TpeoOpa3oBaHUM, COCTABISIOMIMX
OCHOBY COBPEMEHHBIX METOIOB ACUMMETPUIHOTO MIUMPOBAHUSA, B OTAC/b-
HOIA TJ1aBe IPUBOAATCS OA30BbIE MOHATUS MOAYISIPHO# apU(pMETHKHU U BbI-
YUCIEHWIT B KOHEUHBIX MOMAX. PaccMaTpuBalOTCS alropuTMBI Haubosee
pacmpocTpaHEeHHBIX COBPEMEHHBIX ACMMMETPUYHBIX CHUCTEM ITHMPOBAHUS.

OtnenbHas TaBa MOCBAIIEHA MPUHIIMIIAM TTOCTPOEHHST ATTOPUTMOB
3MIEKTPOHHOM TONNMUCH M (hyHKIIMIA X3UIMPOBAHMS, a TAKXKe BOIMpOCaM
YTIpaBIeHUST KPUTITOTpAhUISCKUMHU KITIOYAMH.

Knura npennasHavyeHa O71s1 CTYJE€HTOB BBICHIMX Y4eOHBIX 3aBeleHMId,
r7ie YMTaeTcsa AMCHMIUTMHA « Kpunrorpaduueckue MeTOIbI 3a1ITUTHI UHGOP-
Maru», a TaKKe 06yJIaloMXCs 1Mo CIeNaTLHOCTSIM, BKIIOUAOIINM KOM-
MOHEHT 0 Kpuntorpaduieckoii 3ammrte nHpopmarnu. Matepuan KHUTH
afanTUpPOBaH MOJ MATUCTEPCKYIO MPOTPaMMY CIIEIIMATH3AlNK «YTIpaBiie-
HUe MHpOpPMAIMOHHON Ge3omacHocThio» HUY BIIIBD. ABTopamMmu KHUTH
MOATOTOBJIEH MPAKTUKYM 10 YKA3aHHOM TUCITUIUTHHE ', KOTOPBIi 1OTIONHSI-
eT TpeTaraeMblif YMTATESAM TEOPETUIECKUI KypC 1Mo Kpunrtorpaduu.

! Bapanoea E.K., Fataw A.B. Kpunrorpaduyeckie MeToIb! 3auiMThl nHbopmaunu. Jlabopa-
TOPHBIH MPakTHKYM : yued. nocobue (+ CD-ROM). M. : KHOPYC, 2015.



[TIABA 1

MATEMATUYECKUE OCHOBbI
KPUNTOrPA®UU

1.1. Onepauuu Hag MHOXeCTBaMu

[Tog MHOXKECTBOM TTOHHMMAIOT COBOKYITHOCTh OOBEKTOB JIH000iT mpupo-
JIbl, 00J1aNa0IIMX HEKOTOPBIM OOIIIMM CBOWCTBOM.

O06beKkThl, 06beIMHEHHBIE OAHUM OOIIIMM CBOMCTBOM, HA3LIBAIOT 3JIE-
MEHTAMM MHOXKECTBA M 0003HA4aIoT 4, b, ¢, ... x, y, Z. MHOXecTBa 0003Ha-
yaloT A, B, C, ... X, ¥, Z. 3anuck a € A 03HA4YaeT, 4YTO JIEMEHT «a» TPHHAI-
JIeJKUT MHOXKECTBY A, b ¢ A 03HayYaeT, YTO /MEMEHT «b» He MPUHAIIEKUT
MHOXECTBY A.

MHOXeCTBO, YMCIIO 3JIEMEHTOB KOTOPOTO, KOHEYHO, HA3LIBAIOT KOHEY-
HBIM M OECKOHEUHBIM B MPOTHBHOM ClIy4ae.

beckoHeyHBIe MHOXKECTBA pa3aesiOTCAd Ha CYCTHBIE M HECYETHBIE.
Ecnn aneMeHTH 6€CKOHEYHOTO MHOXKECTBA MOXKHO ITPOHYMEPOBATh C T10-
MOILIBI0 HATYPATBHOTO psia YUCceld, TO OHO HAa3bIBACTCS CUETHBIM, U He-
CUYETHBIM B TIPOTUBHOM ciy4uae. Tak, MHOXKECTBO YETHBIX YMCEI — CUETHOE,
MHOKECTBO JeiCTBUTEIbHBIX YHCET — HECUETHOE.

Ecnu Kaxaelit a1eMeHT MHOXKecTBa A IBISIETCS OIHOBPEMEHHO M 3J1e-
MEHTOM MHOXeCTBa B, To MHOXKeCTBO A Ha3bIBAETCS MOIMHOXKECTBOM (4a-
CThI0) MHOXKecTBa B u obo3Hauaercs A — B.

Ecnu A< Bu Bc A, To MHOXecTBAa A M B Ha3bIBAIOTCS PABHOCWIEHBIMH
(coBmamarmoimMu) U obosHavamTcsa A = B.

MHOXKeCTBO, HE comepiKalllee HH OTHOTO 3JIEMEHTA, HA3BIBACTCA ITY-
CTEIM ¥ 0o0o3HavaeTcs cumBoioM . [TycToe MHOXKeCTBO CUMTAIOT KOHEY-
HBIM MHOXKECTBOM 1 MOJAMHOXKECTBOM JTI000T0 MHOXECTBA.

Jioboe MHOXKecTBO A ecTh OMHOBPEMEHHO M MOAMHOXKECTBO CaAMOTO
ce0ga. Takoe MOIMHOXKECTBO A M MYCTOE MHOXKECTBO & HA3BIBAIOT HECOO-
CTBEHHBIMH TTOAMHOXECTBAMM MHOXeCTBAa A, B OTJAHMYME OT BCeX JPYTHX
MOIMHOXKECTB, KOTOPEIE HA3LIBAIOT COOCTBEHHBIMM.

Tpumeput

Ilycte A = {a,, a,, a;}. [lonmHOXecTBa {a,, a,, a;} U J — HecoOCTBEHHbIE MOJI-
mHoxecTBa A. CobcTBeHHBIE: {a,}, {ay}, {as}, {a,, a2}, {a,, a3}, {aa, as}. [lopsinok BbI-
MUCAHHBIX 2JIEMEHTOB B 3alTUCH MHOXKECTB YMepe3 €ro 3JeMEHTRI HE BaKEH.
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Yucno moaMHOXKecTB JI0O0r0 KOHEYHOTO MHOXKECTBA, COAEPHKAIIEro
«/» DJIEMEHTOB, paBHO 2",

B onpeneneHun onepaunii Hal MHOXeECTBaMU (PUKCUPYIOT HEKOTOPOE
MHOXeCTBO «{/» U paccMaTpUBAaIOT OMepaluy Hall ero MOJAMHOXEeCTBAMM.
W3nauanbHoe MHOXKecTBO U/ Ha3BIBAKOT YHUBEPCAIBHBIM.

Ha nmogmuoxectBax A, B, C BeiGOpaHHOTO MHOXecTBa U/ ompeneneHsI
CIeIyIoIINe OTepPaIluy.

Obfsedunenuem, WIN CYMMOI MOIMHOXKECTB A U B, Ha3bIBaeTCSA MHOXe-
ctBO C, 3NMIEMEHTBl KOTOPOTO TPUHAJIEXAT XOTSI OBl OMHOMY M3 TIOIMHO-
xKecTB A unu B.

C=AuB={c;:c;ec A unu ¢; € B}.
Iepecewenuem nomMHoXecTB A 1 B HazbiBaeTCst MoAMHOXecTBO C, 27IeMeH-
THI KOTOPOTO MPUHALIEKAT KAK MOIMHOXECTBY A, TAK U TIOMMHOXKECTRY B.
C=AnB={c;:c;ec A u c;c B}.
JHonoaneruem A monMHOXKeCTBA A HA3BIBAETCS MHOXKECTBO, JIEMEHTBI KO-
TOPOTO TIPUHAIEXAT YHUBEPCATBHOMY MHOXKeCTBY U M He puHamIexar A.

C=A={c:c;eUmn ¢ ¢A).

ﬂ,aHHbIe onepaumu obmamaioT CIEOyHIHMHA CBOICTBAMMU:

WIEMITIOTEHTHOCTD
AUA=A
AmA=A
KOMMYTaTMBHOCTh
AUB=BuUA
AnNB=BnA
aACCOLIMATHBHOCTD

(AuB)UuC=AUu(Bu()
ANBNC=An(BNC)
OUCTPUOYTUBHOCTh
ANn(BuCO)=(AnB)U(ANCO)
AUBNCO)=(AuB) N (AU0)

3aKOHBI I€ MopraHa

AUB=ANB
AnB=AUB
"

AolU=U
An@=0

AnU=4



1.1. Onepauwuun Hag MHOXeCTBamMK o 9

Aud=A
AUuA=U
ANA =0
A=A
2=y
U=¢g

A < BpasHocunsno Bc A .

Vka3zaHHbIE COOTHOIIEHMSI 00Magal0T CBOWCTBAMM ABOMCTBEHHOCTH:
€C/TM B OfHOM M3 (PopMYT TTOMEHATH OMHOBPEMEHHO MECTAMHU CHMBOJIBI
vunn, Und, cu o, To Noayd4uM Ipyryio GopMysy U3 3TOTO CITHCKA.

[MopsAnoK BLITIOTHEHUS OTIEPALIMiA CASAYIO I

— OomostHeHue (—);

— nepecedyeHHe (N);

— obbenuHeHMe ().

Ha3paHHBIe onepaliii ¥ CBOMCTBA K HUM MOTYT OBITh MTPOWJLTIOCTPHPO-
BaHbI AMarpaMMamMu Jitnepa-BenHa (puc. 1.1).

A B

AU B AnB A

Puc. 1.1. Iuarpammbl Ditnepa- BeHHa, WTIOCTPHUPYIOIIHE BLITIOIHEHHE
ollepauuii oObeIMHeHNs, lepeceyeH s, JOTIOMHEeHIUS

AbcTpakTHas anredbpanyeckas cucTeMa NOIMHOXKECTB HEKOTOPOTO YHH -
BEPCAJILHONO MHOXECTBA C BBEIEHHBIMH JISI HUX ONepauusaMu o0beanHe-
HUS, MIEpecedeHusl, JOMONMHeH!s, obnanaoiias rnepeuyrcieHHbIMU BhILIE
cBoiicTBamMu, obpasyet bynery anreGpy.

K onepanusm Hag MHOXKECTBAMH OTHOCSITCS TAKKe CIIEYIOLINE.

Pasznocmev muodxicecmeé A\ B — MHOXeCTBO, COCTOSIIIIEE U3 3JEMEHTOB
MHOXecTBa A U He TIPUHAIEXAIIUX MHOXKeCTBY B.

C=A\B={c;:c;e A n c;¢ B}

OueBuaHO, 4to cripasemmmba popmyna C =A\B= ANB.

Cummempuueckas pazocms AAB= (A \ B) U (B | A).

BTH omepaluu MOXHO TTPOMUTIOCTPUPOBAThL HA AuarpaMMax Ditnepa-
Benna (puc. 1.2).
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A B A B

A\ B AAB
Puc. 1.2. [luarpamMmel Ditiepa-BeHHa, MILTIOCTpUPYIOLIHE
DPa3HOCTh MHOXKECTB U CHMMETPHYECKYIO PA3HOCTh

Hexapmoso (npamoe) npouzeedenue muoxcecme An B: Ax B=C.
JlekapToBbIM Tipou3BeneHueM A x B sipiaseTcsa MHOXecTBO C BCeX yTO-
psaodYeHHsIX nap <a;, b;>, e a; € A, b; € B, te.
C=AxB={<a, b>:a,€ A n b e B}

Mnmoctpauueit ekaptoBa mpousBeaeHus1 MHOXecTB A = {a,, a»}
u B={by, b>, b3} sBnsercs puc. 1.3.

a <a|bl> ‘((Jpﬁz) <a|b3>

1

a, <ab;> <ayby> <ayby>
by by by

Puc. 1.3. MnmocTtpauus JlekapToea MpousseaeHMs
MHOXKeCTB A = {a, a;} u B = {b, b,, b3}

B ob6mem crnyyae JlekapTOBBIM MPOU3BEIEHUEM MHOXKECTB A, A5, ... A,
HA3BIBAETCSI MHOXKECTBO

Ay x Ay x...x A, ={<ay, a3, ...a,> a € A, a, € A, ... a, € A,}.

anBeﬂeM HECKOJIBKO }'Hpa}KHEHHﬁ, NOMOTalIIHX YCBOUTL NPpUBEICH-
HBIC BbIIIE MOHATHUA.

Vnpasicnenun
1) IlycTts 3amaHsl TpH YUCIOBLIX MHOXKecTBa A = {2, 3, 4, 10}, B= {1, 2, 10, 12},
C={1,9, 10}. TpebyeTcst yka3aTb 3/1eMEeHThLI MHOXKECTB

A)ANBUBNC=D, 0)AvO\N(BnA)=E

MHoxecTBo «D» ecTb 00begHHEHUE TBYX MHOXKECTB A M Bu B C, uto cineayeT
13 MOPSIKA BEIMOJIHEHUS TeHCTBHIA.

AnB=1{2,10}, BnC={1,10} n D={1, 2, 10}.

MHoxecTBO «E» €CcThb pa3sHOCTh MeXIy obbeauHeHueM A ' C U riepeceveHUeM
B A.

AuC=1{1,2,3,4,10,12}, BnA=1{2, 10} u E={1, 3,4, 12}.
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2) Ilycts MHOXecTBO A cocTouT M3 ToueK M (x, y) MIOCKOCTH, IS KOTOPBIX
|x|<3 u |y| <5, MHOXECTBO B — M3 TOUYEK IUIOCKOCTH, LISt KOTOpLIX X2 + y? < 25,
C — u3 TOYEeK MJIOCKOCTH, a1 KoTopsix x > (. TpeOyeTcs M300pa3nTh MHOXKECTBO

A B\C.
Kak ciemyeT U3 YCTOBUSI, MHOXKECTBO A eCTh MpAMOYTONbHUK, B — Kpyr, C —

MOYIIOCKOCTh. Pemenue npuBeneHo Ha puc. 1.4.

A

N

]

Puc. 1.4. MnnocTpauus peleHus 1isl ynpaxkHeHus 2

A M B — «o0pe3aHHBIH» NPAMOYTOJbHHMK, 0DBEICHHBIH HAa PUCYHKE XXMPHOI

JIMHUEI.

A B\ C — MHOXeCTBO TOUEK, TTOIYYEHHOE yaanreHueM u3 4 m B touek nomy-
rockocTH X > (). Pesynsrar uzo0paxkeH Ha puc. 1.4 ITpUXOBKOIL.

3) Ha nuarpamme Diinepa-Benna yOoenuTscs B cripaBeIMBOCTH (hOpMYII:

AvANB=Au (AUB) nA=A.

Puc. 1.5. Mnntoctpaiuust pelieHust 1isl yrpaxkHeHHus 3

Jauubie dhopmynbl HasblBalOT (opMmylaMu nortoumeHus, TK. A N B < A
B niepBoii hopmyine 1 A — A U B Bo Bropoii. @opMy/bl NOMIOMIEHHS TOMOTAIOT
B npeoOpa3’oBaHUsX, YIPOLIAIOLINX BEIPAXKEHHU, 3a0al0111He HEKOTOPhLIE MHOXe-

CTBa.
[MoMumo hopmMy MOrIoMIEHUS B TPe0obpa3oBaHMUAX HCITOML30BATHCE (DOPMYITHI

CKJIEHBAHUS AUANE=AUE " AUANE=AUE.
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1.2. OToOpaxeHne MHOXECTB

Ecnu KaxmoMmy 3/IeMeHTY X € X TIOCTaBlIeH B COOTBETCTBUE HEKOTOPHIi
3JIEMEHT ) € Y, TO rOBOpAT, YTO omnpeaeaeHo oTobpaxkeHue f MHOXecTBa X
BO MHOXecTBO Y. ODo3HauatoT y = f(x). DiIeMeHT y ecTh 00pa3 aMeMeHTa X
npH JaHHOM 0ToGpakeHUH f, X — OOMH U3 Ipoobpa3os aneMeHTa y. MHO-
JKECTBO Bcex npoobpasos y o6o3Hadawot f~'(y), ax e f~1(y).

YacTHBIM cyuaeM oToGpakeHHs] MHOXKeCTBa X' B MHOXECTBO Y sIBIS-
eTcsa oToOpaxeHue MHoxkecTBa X Ha MHOXecTBO Y. OTobOpaxeHue f MHO-
xkectBa X B Y siBnsieTcs oroGpaxkeHuem MHoXKecTBa X Ha Y, ecru KaxmoMy
3JIEMEHTY ¥ € Y 0BT MOCTABIEH B COOTBETCTBHE KAKOM -THOO0 371eMeHT X € X
npHu TaHHOM oToOpaxkeHuu f. Takoe COOTHOIIIEHHE HA3bIBAETCA CIOPBEK-
TUBHBIM, T.€. €CJTA KaXIbIi 2JIeMEHT MHOXKECTBa y UMeeT poobpas, To 0To-
6paxkeHue f CIOPBEKTUBHO.

[Mycte X ={a, b, c, d}, Y=1{2, 4, 6}. 3anagum otobpaxeHus f u f> Tak:

fira—>?2 frra—2
b—4 b—2
c—4 c—>06
d—6 d—0,
T.€.
Jita) = {2} [ @=lay  fla)={2 £ (2)={a, b}

}
Hi(b) = {4} [ @={bct fib)={2} L4 ={2)
Sile) = {4} [O)={d}y  fi(c) = {6} f7(6)={c,d} .
Sild) = {6} fi(d) = {6}
Orobpakenue f; X B Y aBasieTcs CIOpbeKTUBHBIM, T.€. 0ToOpaxkeHHeM X
Ha Y, T.K. KaXIelif 3IeMeHT MHOXeCTBa Y uMeeT nmpoobpas. OTobpaxkeHue
/> HECIOPBEKTHUBHO, 2JIEMEHT «4» He MMeeT rpoobpasa.
OtobpaxeHue X B ¥ Ha3bIBaeTCs MHBEKTUBHBIM, €CJTH T KAXI0TO 3J1e-

MeHTa y € Y cyuiecTByeT He Gonee omHoro npoobpasa. [IpuBeneHHbIe Bolle
oTobpaxkeHUs f; U f5 He SIBISIIOTCS MHBEKTUBHBIMHU.

X={x,x,xp Y={uLyy.yd i xion
X2 )2
X3 = Va
OtoGpakeHue f; — UHBEKTUBHO.

Ecnu 0T06pﬂ)K€HHefCIO]’J"be]CTPIBHO H MHBEKTHBHO, OHO Ha3bIBACTCHA
OMEeKTHBHBIM (BBaHMHO OJHO3HAYHBIM COOTBETCTBHEM).
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OueBHUIHO, OUEKTUBHOE OTOOPAKEHUE MEKITY KOHEUHBIMUA MHOXKECTBA-
MU X' 1 ¥ BO3MOXHO TOJBKO B CiTydyae, KOraa YUCIO 3JIEMEHTOB 3TUX MHO-
JKECTB COBMAIACT.

[Tpumepom OMEKTUBHOTO OTODpaKeHUsT ST DECKOHEUYHBIX MHOXKECTB
MOKET CITYKUTh 0TOOpakeHHe f, YCTAHOBIEHHOE MEXIY MHOXKECTBOM Ha-
TypansHoTrO psna uucen A = {1, 2, 3, ... u, ...} ¥ MHOXECTBOM YE€THBIX ITO-
JTOXKUTENBbHBIX uncenn B= {2, 4, 6, ...} o tTuny n <> 2n.

Ha pucyHke 1.6 moka3zaHa BO3MOXHOCTb YCTAHOBJICHUS GUEKTHBHOTO
OTODpaKeHUsT MEKIYy MHOXKECTBOM Z TOYEK TMOJTYOKPYXKHOCTH U MHOXKE-
CTBOM X TOUEK OTKPBITOTO OTpe3Ka (a, b), a TakKe MeXAy MHOXECTBOM Z
U MHOKECTBOM ¥ TOUEK MPSIMOil — MHOKeCTBOM Y.

7,7, € Z; Muoxectsa X, Y, Z — Hec4ueTHBIE
X, x; € X;
y': yl 1S }/-

0

ay, x X b ¥a

Puc. 1.6. Munioctpaiiust BO3MOXKHOCTH YCTAHOBJIEHHs] OMEKTHBHOTO OTOGPAXKEHUS MeXKILy
MHOXKECTBOM Z TOUEK MOTYOKPYXKHOCTH M MHOXECTBOM X TOUEK OTKPHITOTO OTpe3Ka
(a, b), a TAKKe MeXIy MHOXKeCTBOM Z 1 MHOXKECTBOM Y TOUeK MPsSIMOil — MHOXeCTBOM Y

Hpumeput

1) VcraHoBuTE OMEKTHBHOE OTODpaXKeHHEe MeXIy MHoxecTBom A = {1, 6, 11,
16, 21, ...} ¥ HaTYpaNLHLIM PAIOM YHCE.

OQueBHIHO, 3TO MOXKHO CIE1aTh, MOCTABUB B COOTBETCTBHE BJIEMEHTY HATYPATb-
Horopsma «u» a,=l+5mn—-1)ed, te.nes1+5m-1).

2) ¥YcTaHOBUTHL OMEKTUBHOE OTODpaKEHHE MEKIY MHOXKECTBOM TOUEK IUIOCKO-
CTH MU MHOXECTBOM ToueK chephl, U3 KOTOPOil BRIOpOIIIeHA OMTHA TOMKA.

OueBHOIHO, 3TO MOXKHO ClIelaTh reoMeTpuiuecKH (puc. 1.7).

B

Puc. 1.7. buektuBHOe oTOOpaXkKeHHe MEXIY MHOMKECTBOM TOUEK IJIOCKOCTH
H MHOXECTBOM ToueK cephl, H3 KOTOPOIl BEIDPOIIEHA OHA TOYKA
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O003HAYMM MHOXECTBO TOUEK IJIOCKOCTH P, MHOXKecTBO Touek cdepbl — M,
TouKa A BoiOpoiieHa u3 ceprl, x € M,y € P.

Yr1oOs! yCTAHOBUTE DMEKTUBHOE oToOpaxkeHue Mexkny M u P, noctaTo4HO co-
€IMHUTBL TOUKY B ITy4oM € TOUKOH «X» U MONYYUTL COOTBETCTBYIOUIYIO TOUKY «V»,
WM TOYKY B COeIMHUTHL C TOUKOH «)» M MOJTYYUTh COOTBETCTBYIOLIYIO TOUKY «X»,
T.C. «X» <> (<y>>.

1.3. MowHOCTbL MHOXECTB

JIBa MHOXKecTBa HA3bIBAIOTCH KOJNMYECTBEHHO 3KBUBAJIEHTHBIMU (MU
MPOCTO KBUBAJIEHTHBIMH), €CJIH MEXIY HUMH MOXHO YCTAHOBHUTH OHMeK-
TUBHOE OTODpakeHWe.

Wcxoms w3 3TOrO OmnpeneneHusi, MOXKHO JIaTh APYTYyI0 (OPMYTUPOBKY
CYETHOTO MHOXECTBA: CYETHBIM HA3BIBAETCSI MHOXKECTBO, 9KBUBAJIEHTHOE
HATYPaJIbHOMY PSIIY YHCET.

O4eBUAHO, YTO CIPABEIIUBLI CIETYIOIINE YTBEPKIEHHUS.

1. KoHeuHble MHOXeCTBA SKBUBAJEHTHBI TOT/AA M TOJIbKO TOTAA, KOTAA
OHM COfIepkaT OMMHAKOBOE YMCIIO JIEMEHTOB.

2. JIBa MHOXeCTBa, MOPO3Hb 3KBUBAJIEHTHBIE TPEThEMY, SKBUBAIEHTHBI
MEKIY CODOIA.

3. Bce cueTHbIe MHOXECTBA KBUBAJIEHTHBI MEXIY CODOIA.

4. Bcakoe MHOXKECTBO, 9KBUBATIEHTHOE CUETHOMY MHOKECTBY, CYETHO.

O 1BYX 3KBHBAJIEHTHBIX MHOXKECTBAX TOBOPSIT, YTO OHW UMEIOT OMHHA-
KOBYIO MOIIIHOCTb.

MoinHoCTh — 3TO TO OOIlIee, YTO €CTh ¥ IKBUBATIEHTHBIX MHOXECTB.
Yto 00111ero UMEIOT IKBUBATIEHTHBIE MHOXecTBa? OOIIUM 11T HUX ABJIS-
€TCS YUCJIO 37IeMEHTOB. MOIITHOCTh KOHEYHOTO MHOXKECTBA ECTh YHUCIIO €ro
3JIEeMEHTOB.

Bce cueTHble MHOXKECTBA UMEIOT MOIIHOCTb, PABHYIO MOIITHOCTH HATY-
paibHOTO psiaa yrcesl. MolIHOCTh HATYPaTbHOTO PsAa YHCes 0003HAYaeTCs
N, — aned-HyIb.

Mor1tHOCTh KOHTHHYYMa 0b03HauaeTca rotuueckoit 6yksoit C. Mexmy
STHMH MOLLHOCTSIMH CYILECTBYeT ciieayiommast csizb: C =2

Kaxk cpaBHUBaOTCS MOITHOCTH?

PaccmoTpum nBa MHoxectBa A u B. Ecu MexXmy HUMU MOXKHO YCTaHO-
BUTh OMEKTHBHOE 0TOOpaXKeHHE, TO MOILTHOCTH JAHHBIX MHOXKECTB PABHBL.
Ecnmu mexay MHOXKeECTBOM A M 4acThl0 MHOXeCcTBa B MOXHO YCTAHOBUTH
OMEeKTHBHOE OTOOpaKeHWE, a MeXIy MHOXECTBOM B M 4acThio A Henb3s,
TO MOILHOCTb MHOXeCTBa A MeHbIlle MOITHOCTH MHOXecTBa B.
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JI1s1 KOHEYHBIX MHOXKECTB 3TO 04eBUAHO. [/ GeCKOHEUYHBIX MHOXECTB
OHO TaKXKe CTPaBeTUBO.

MoIIHOCTh HATYPANIBHOTO PSAAA YHUCENT — MEHbIIAS CPeH MOIIHOCTEH
Bcex DecKOHeuHbIX MHOXxecTB. Cleayionias mo BelTMYWHE — MOIIHOCThb
KOHTUHYyMa. [IbITasich HAMTH MHOXKECTBO, MOIIHOCTh KOTOPOTO ObLIA ObI
MPOMEXXYTOYHOM MeXAy MOMIHOCTSIMM KOHTMHYYMAa W HATypaJlbHOTO psiaa
uncen, [eopr KanTtop', ocHOBaTenb TEOPUM MHOXKECTB, C(HOPMYIHPOBAI
TaK Ha3bIBAEMYI0 THIIOTE3y KOHTHHyyMa — TIPelUIOKEHHe, OTpULaloliee
MHOKECTBO MPOMEXYTOYHOM MomniHocTH. [lonmbiTkKu mokazaTe 3TO Tipen-
JIOXKEHUE TIPHUBENTH K CEPhE3HBIM TEOPETUYECKHUM HUCCIEIOBAHUSAM, CBSA3aH-
HBIM C TIEPECMOTPOM OCHOBAaHWI MaTeMaTUKH.

MHoxecTBa HauOOMBIIEH MOITHOCTH HE CYIIECTBYET, T.K. MOILIHOCTh
MHOKECTBA TTOJMHOXKECTB UCXOAHOTO MHOXKECTBA Bceraa 00bIlle MOIIIHO-
CTH MCXOIHOTO MHOXKECTBA.

Hpumeput

1) Hoxkazats, uto ecnu A \ B skBuBaneHTHO B\ A, T0 A U1 B 3KBMBAICHTHEL
(puc. 1.8).

Pemrenne: A= (A\B)uA~B B=(B\A)wAnB.

A B

A\B B\A

Puc. 1.8. Pemenue npumepa 1

Ecnu (A \ B) u (B | A) sKBUBa/NeHTHEI, TO MEXIY 3€MEHTAMH 3THX MHOXECTB
CYIIECTBYeT OMEKTUBHOE OTOOpaxeHHe. DneMeHThl MHOXecTBa (A M B) moctaBum
B COOTBETCTBME caMuM cebe. ClenoBaTe/bHO, MEXTY 3IeMeHTAMH MHOXeCTB A 1 B
CyIIeCTBYeT OMEKTUBHOE oToOpaxkeHue, T.e. A 1 B 3KBUBATIEHTHLI, T.€. MOIIHOCTH
MHOXeCTB A U B ONTMHAKOBBLI.

CcdhopmynupyeM HEKOTOpPbIE OCHOBHBIE TEOPEMbBI, CIPaBeIIUBbIE IS
CYETHBIX MHOXKECTB.

Teopema 1. Beskasi yacTh CUETHOTO MHOXKECTBA €CTh JIMOO KOHEYHOE,
O CUETHOE MHOXKECTBO.

! Teopr Kantop (Georg Ferdinand Ludwig Philipp Cantor, 1845—1918) nanbonee u3BecteH
KAK CO31aTeNlb TEOPHHM MHOXECTB, CTABLIEH KPAeYTONBHBIM KAMHEM B MaTeMaTHke. KaHnTtop
BEEJI [TOHATHE B3AMMHO-OJHO3ZHAYHOTO COOTBETCTBHI MEXKIY 3MEMEHTAMH MHOXECTB, 4
onpeeneHs OECKOHEUHOTO H BIIOJIHE-YIOPSI0YEHHOTO MHOXKECTBA.
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Teopema 2. CymMma KOHEYHOTO WJIM CUETHOTO YHMC/IA KOHEUHBIX MJIH
CUETHBIX MHOXKECTB €CTh CUCTHOE MHOKECTBO.

Teopema 3. Besikoe 6ecKOHEUHOE MHOXKECTBO COAEPKUT CUETHOE TOMI-
MHOXECTBO.

Teopema 4. Ecnu M — HecueTHOE MHOXKECTBO, a A — M ecThb KOHEUHOE
WJIW CYETHOE MHOXECTBO, TO MHOXecTBa M u M | A SKBHBaJIEHTHBI.

Teopema 5. llpucoenuHaa K HEKOTOPOMY OECKOHEYHOMY MHOXKECTBY M,
CUETHOMY WJIH HECUETHOMY, CUETHOE MM KOHEYHOE MHOXECTBO A, MOmy-
YUM MHOXeCTBO M U A, 5KBUBaJeHTHOE MHOXKeCTBY M.

Teopema 6. Bcaxkoe BeckoHeuHOe MHOXKecTBO M comepkut yacte A = M,
KBUBAJIEHTHYIO BCEMY MHOXKeCTBY M.

Teopema 7. MHOXeCTBO BCeX Map HATypaTbHBIX YMces cueTHo. [loa ma-
PO HaTypalnbHBIX YMCE] MMOHUMAIOT ABa HATYPAJbHBIX YMCIA, PACTIONO-
JKEHHBIX B OTIPEeIEHHOM TOPSIIKE.

Teopema 8. MHOXECTBO BCEX pallMOHAIBHBIX YHUCEJ CHETHO.

Teopema 9. MHOXeCTBO BceX KOHEUHBIX IMOCIeI0BATENBHOCTEH, COCTAR-
JIEHHBIX U3 3JIEMEHTOB TaHHOTO CYETHOTO MHOXECTBA, eCTh CUETHOE MHO-
JKECTBO.

Teopema 10. MHOXecCTBO Bcex anredpaniecKux YHCe CUeTHO.

Teopema 11. MHOXeCTBO KOHTMHYYMa HECUETHO.

1.4. OTHOLWEHNS HA MHOXEeCTBaxX

[pennoxeHus: «x — 6par y», «x < y» BBIPAXAIOT OTHOLIEHUS MEXIY
00BEKTAMH HEKOTOPOTO MHOKECTRA.

[TepBoe mpennokeHue CBUAETENBCTBYET, YTO ABA 0OBEKTA «X» U «)» [IPH-
HaaIexar 00IIeMy KJIacCy — CHIHOBBS 001MX ponuteneii. Bropoe npenno-
JKE€HHUE BHIPAXKAET OTHOCUTENIBHBIN MOPSIOK B CUCTEME.

06 OTHOIIEHHHM MOXHO TOBOPHUThL TOTAA, KOTIAa MOXKHO BBIIAEIUTE MHO-
JKECTBO 0OBEKTOB, HA KOTOPBLIX 3TO OTHOILIEHHE OTIPeIe/IeHO.

[MpuBeneHHBIE TPUMEPHBI €CTh OMHAPHBIE OTHOIIEHUS (OHM BBITIOJTHS-
I0TCH 71 TIaphl 00beKTOB). TepHapHBIC OTHOILIEHUS OTIPEaeIeHBI IS TPEX
00BEKTOB, H-apHbIe — 17151 1 OOBEKTOB.

Omuouteruem A Ha MHOXXecTBe M Ha3BIBAIOT MTOAMHOXECTBO A MPSIMOTO
npoussenenuss MxM muoxectBa M. Ecnu <x, y> BxoguT B A, TOo 0603Ha-
yaloT xAy (unmu <x, y> € A). DT1a 3anmMCch YUTAETCA TAK: «X HAXOIUTCHI B OT-
HOLLIEHUH A C y».

Mrtak, oTHOIIEHHEM HAa3BIBAETCSA yIopsamodeHHasd mapa <A, M>, rme
A c MxM, M — MHOXecTBO, Ha KOTOPOM OTpeAesieHO OTHOIeHue; A —
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MHOZKECTBO Tap, 151 KOTOPBIX 3TO OTHOIIIEHUE OTpeieNieHO (paccMaTpuBa-
€M OMHApHbIE OTHOIIEHHS).

O6paTtumcs K mpuMepy. 3aganuM OTHOIIEHUE «X; — MODEIUTENb Xj»
B IIIAXMATHOM TYPHHPE U3 TISTH UTPOKOB X|, X, X3, X4, X5, TYDHUP HUTPAICS
B OmMH Kpyr. JlaHHBIE TpUBeneHbI B Ta0m. 1.1.

Tabmuua 1.1
X Xy X3 X4 Xs
Xy 0 1 1 0 0
X 0 0 1 | 1
X3 0 0 0 0 0
X4 1 0 0 0 0
X5 0 0 1 0 0

i* cTPOKaA COOTBETCTBYET IEMEHTY X;, /2L cToN0eL 371eMEHTY X;, Ha MX Ie-
PECEUEeHHMH CTaBUTCS 1, eCIi OTHOIIEHHUE X;AX; BLINONIHEHO, U 0, eciu HeT.
Tax, enuHM1A, cTosAIIAA Ha nepecedeHun 4% crpoku 1 12 cronbua, cooT-
BETCTBYET TOMY, UTO UTPOK X4 BEIUTPAJ Y UTPOKA X1, T.€. <xydx,>.

WTtak, na MHOXecTBe M (X|, ... X5) OTHOLIEHHE «X; — MOOETUTEND y;» 3a-
JaHO MaTpulleH

1, eciv BBIMTOHEHO X; AX;

. =
!0, ecm He BBITIOTHEHO X; AX; -
Takast MaTpuLIa TTOTHOCTBIO 33[1a€T OTHOIIEHUE A Ha MHOXecTBe M.
[Mpsimoe mpoussenenne MxM mpencTaBieHO MBAAUATBHIO TSThHIO -
MEHTAMH MaTpuisl (Tabmn. 1.1).

Ecima; =0 (i, j=1,n), To uMeeM MyCTOE OTHOLIEHUE, T.€. TAKOE, KOTO-
poe He BBIMTOJHEHO HM IS Kakoii mapsl xx;. Ecmu ay = 1, nmeem nomHoe
OTHOIIIEHHUE, T.€. OTHOILLIEHWE, BBIMIOJTHEHHOE /151 BceX nap. EmuHuunas ma-
Tpuua £ 3amaeT OMAaroHadbHOE OTHOILIEHWE, OTHOIIEHWE pPaBEHCTBA:
<xAx; >, ecnu x; = Xx;.

3amaguM OTHOIIEHHE IPYTUM COCO0OM, 2 MMEHHO: 3IeMEeHThI MHOXKe-
CTBa M300pa3uM TOYKAMM, MPOBENEM CTPEJIKY OT X; K Xj, ECITH BBIOJIHEHO
X;Ax;, mony4um urypy — OpueHTUpOBaHHBIi rpad (puc. 1.9).

Toukw xy, x5, X3, X4, X5 — BEPIINHBI rpacda, HalpaBIeHHbIE IMHUM — Pe-
Opa rpada.

DreMeHTHI TeOpHH TpacoOB PACCMOTPHM BO BTOPOLi YACTH AAHHOTO TO-
cobus.
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X2

X3

Xy
Xy

X5

Puc. 1.9. 3ananue OTHOILIEHHS B BUIe OPHEHTHPOBAHHOTO Tpada

CBoiicTBa OTHOLLEHUIA

1) OtHomenue A pedIeKCHBHO, €CTH OHO BBITIOTHEHO MEXIY 00BbeK-
TOM M UM CAMUM, T.€. XAx.

2) OtHomeHUs «OBITh TOXOXKHUM», «OBITh 3HAKOMBIM» — peqUIEKCUBHEI.
OTtHotreHue «ObITh OpaTOM» — HepedIEeKCHBHO.

3) Ecnu oTHomeHue A MOXKET BBITIOJHSITHCA JUIIb IS HECOBIMATAIO-
IMX 00BEKTOB, TO OHO aHTUPedIEKCHBHO, T.€. U3 XAy CIEIyeT, 4TO X # ).

4) OtHoleHHe A Ha3bIBAETCS CUMMETPUYHBIM, €CJTU TP BBIMOJTHEHUH
XAy BBITIOJIHEHO yAX.

5) OtHomeHus1 «OBITh PONCTBEHHUKOM», «ObITh MTOXOXKUM Ha» — CHM-
METPUYHBI.

6) OtHomeHue A Ha3bIBAETCSH ACMMMETPUYHBIM, €CITH U3 IBYX OTHOIIIE-
HUii xAy U yAx XxoTs Obl OMHO He BbIMOAHEHO. Tak, MpuBeIeHHBIN BhIIIE
MPUMEpP: OTHOLIEHHE «X — MOOEANTENb }» — ACUMMETPHUYHO.

7) CnpaBemiuBa TeopeMa: €ClId OTHOIIEHME ACMMMETPUYHO, TO OHO
aHTUpehIeKCUBHO.

8) OtHomeHWe HA3bIBAETCS TPAH3UTHBHBIM, €CJIM MPU BHIMOJIHEHUH
XAy 1 yAZ BBITIOTHEHO XAZ.

9) IMpumepom siBIsIeTCS OTHOLUEHHE «OBITH OOMBIIE (MeHBbIIe)». Tak,
ectux<yumy<z,Tox<z

10) OtHomeHue A HAa3BIBACTCA AHTUCUMMETPHUYHBIM, €CIH 00a COOTHO-
meHust XAy U yAx BBITIOMHSIOTCS TOJIBKO TOTAA, KOTIA X = ).

Ixeusarenmnocmsy. Ecnim OGuHapHOe oTHOIIeHHWe A Ha MHOXecTBe X
pedekcuBHO (xAx ana moboro x € X), cummeTpudHo (U3 xAy ciemyet
yAX), TpaH3UTHUBHO (U3 XAy, YAZ cnenyeT XAZ), TO OHO HA3BIBAETCS OTHOILIE-
HUEM 3KBUBAJIEHTHOCTH Ha MHOXecTBe X.
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OTHOLIEHWIO YKBUBAJIEHTHOCTH COOTBETCTBYET pa36H€H]r‘I3 MHOXKECTBa
X Ha knacchl. MHOXecTBO X pa36HT‘0 Ha KJdaccChbl, €CJIH €ro MOXKHO TIpen-
CTaBHUTL B BUOE CYMMEI HEMEPECCKANMIMXCH MOIMHOAKECTB

X=XjuX,u..ulX,
rie X,c X (k=Ln) u X;nX;=V(i=)) (i,j=1n).

Tpumeput

1) MHoxecTBo X ydauimMxcs necsiThlX KJIACCOB HEKOTOPOil MIKOMLI pa3bupa-
eTcsl Ha ABa Kiuacca: X; — yuamrmecs 102 knacca, X> — yuammecs 108 knacca, X =
X,uXou X, n X, =V, T.K. HeT YUeHHKOB, 06yualolnXcs ofHOBpeMeHHo u B 104,
u B 108 knacce.

Jlpa sneMeHTa MHOXeCTBa X SKBUBAJIEHTHBI, €C/IM OHU TIPUHAIEKAT OMHOMY
1 TOMY 2KE KJ1accy.

Kaxnaa napa yuammuxcst 102 knacca — 3KBHBATEHTHBIE 3JIEMEHTBI MHOXKE-
cTBa X) (Tak xe, Kak ¥ napa 108 — X3).

Paz0ouBasg MHOXeCTBO X Ha KJIacChl, Mbl OCYILIECTBHIIH CIOPLEKTUBHOE 0TOOpa-
JKEHUE MHOXKECTBA BCEX yUalTUXCS X HAa MHOXKECTBO Y, cocTosIIee U3 ABYX IeMEH-
ToB ¥, = 102, y, = 108, Mpuuem f~'(y) = X, /(1) = Xa.

2) CocrasneHue Karanora rno andasuty. MHOXeCTBO BCeX KHUT B Oubnuoreke X
pa3duBaeTcs Ha KOHEYHOE YHC/IO KIIAcCcoB — Koau4vecTBo OyKB andasura Y. KHuru,
HAYMHAIOIIUECS C OMHOI 1 TOil XKe OYKBBI, MPHUHALIEKAT OMHOMY KJIACCY, M MEXKITY
000# Mapoii TaKUX KHHT CYIIECTBYET OTHOLIEHHE SKBUBATIEHTHOCTH.

B 1o e BpeMsi, COCTARMANA KATATOT MO ATABUTY, MBI OCYIIECTBIISIEM CHOPBEK-
THUBHOE OTOOpaXKeHHEe MHOXKECTBA BCeX KHUT B OMO1MoTeke X Ha MHOXECTBO OYKB
andapura Y.

Wrak, oTHOIIEHNE SKBUBAJIEHTHOCTH — pedIeKCMBHO, CHMMETPUYHO
¥ TPAaH3UTUBHO. DTH CBOICTBA ABISIOTCS HEOOXOIUMBIMHU M JOCTATOYHBI-
MU YCJIOBUSIMU Pa30MEeHHsT MHOXKECTBA Ha KJIACCHI.

OtHomeHue A Ha MHOXecTBe M Ha3bIBAETCH MOAEPAHMHOCHIbIO, ECITH
OHO pedIeKCMBHO U CHMMETPUYHO.

Tak, oTHOIIEHHE «OBITh 3HAKOMBIM» COOTBETCTBYET OTIPENEIEHUIO TO-
JIEPAHTHOCTH.

OTtHomeHue A Ha MHOXeCTBe X HAa3bIBACTCS OMHOUleHUEeM HOPAOKA, ECITH
OHO TPaH3UTUBHO U AHTUPeGIIEKCUBHO.

OTHonleHUE TIOPSIIKA XApaKTePU3YeT COOTHOIIEHHE OOBEKTOB OpPYyT
K JIPYTY 1O CTAPIIUHCTRY, [0 BaXXHOCTH, OHO HE SIBJISIETCS] CHMMETPUIHBIM.
OTtHourenue x < y HA MHOXKECTBE JIEHICTBUTEIBHBIX YHUCET €CTh IIPUMEpP OT-
HOILIIEHUS TIOPSAIKA.

MHoXecTBO, HAa KOTOPOM 33aJaHO OTHOIIIEHWE TOPsSAKA, HA3bIBAETCS
YNOpAOOYEeHHbBIM MHOXecTBOM. [loHATHE KOHEYHOTO YMOPSIOYeHHOIrO
MHOKECTBA COBITANAET C MOHITHEM KOHEYHOH TMOCIEIOBATETbHOCTH, CO-
cTosiilel M3 pa3mu4yHbIX anmeMmeHTOB. [Ipocreiimumu npumepamu Gecko-
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HEYHBIX YIIOPSAI0YeHHBIX MHOXKECTB SIBJISICTCS MHOXECTBO BCEX LIETBIX YH-
ceJl, MHOXKECTBO pallMOHAIBHBIX YUCET.

3aMeTuM, YTO OIHO M TO K€ MHOKECTBO MOXKHO YITOPSAI0YUTE MHOTH-
MU pa3MUYHBIMH criocobamu. Tak, HampuMep, HaTypaJIbHBIE YHUCIA MOXKHO
YIOPSAOOYUTE «€CTEeCTBEHHBIM 00pazom»: 1, 2, 3, 4, ... . DT0 3Ke MHOXEeCTBO
MOXKHO YIOPSZOYHUTh TAK, YTO OTIAEIBHO HEYETHBIE M OTIAEIBLHO YETHBIC
YHCIIa PACTIONOXKEHBI B MOPSIAKE BO3PACTAHHUSA, 4 BCe HEYETHBIC YHCTA CUH-
TaTh MPEANIECTBYIOIIUMY YeTHEIM, T.€. 1, 3, 5, ... 2, 4, 6.

BbuekTuBHOE oTOOpakeHHE «f> YITOPAIOUEHHOTO MHOXKECTBA X Ha yIo-
PAIOYEHHOE MHOXKECTBO ¥ HA3BIBAIOT COOTBETCTBUEM TTOA00MS WK Moa006-
HBIM COOTBETCTBMEM, €CITH OHO COXPAHSET MOPAIO0K.

JIBa ynmopsimoueHHbIX MHOKECTBA HA3bIBAIOTCA TTOMOOHBIMU , UTU UME0-
ITUMH OUH U TOT K€ MOPSAKOBBII TUIT, €CTM OOHO U3 HUX MOXKHO MOI00HO
oTo0pa3uTk Ha apyroe. Tak, IBa KOHEUHBIX YIIOPSIOYEHHBIX MHOXecTBa X
u ¥, cocToAmmx u3 0IHOrO M TOTO K€ YUCTIA IEMEHTOB, MOTOOHBI MEXKIY
coboii. YkazaHHOE BhIIIE OMEKTUBHOE 0TODpakeHHe MeKIy BCeil YUCTIOROI
MpsSIMOI U UHTEPBAIOM (a, b) IBNIETCA COOTBETCTBUEM MOOOOMS, M YKa3aH-
Hbl€ MHOXKECTBA MOJ00HHI.

3aMeTuM, YTO NMOJO0OHEBIC MHOXKECTBA MMEIOT OTHY U TY K€ MOLIHOCTb.

VnopsinoueHHOE MHOXECTBO HA3BIBAETCH BIOJHE YIIOPSIIOYCHHBIM,
€CITM KaXIO0E €ro HemycToe MOAMHOXKECTBO COAEPXKWUT TEpPBBIA 37EMEHT.
Tak, Bce KOHEeUHBIE YIOPSAIOUeHHBIE MHOXKECTBA — BITOJIHE YIIOPSIOUCHEI.
[MpuMepoM GecKOHEYHOTO BITOJIHE VITOPSIOYEHHOTO MHOXKECTBA SABISCTCS
MHOXECTBO BCeX HATYPATLHBIX YHUCE]T.

Tectkrnaee 1

1. Eydem au nycmoe muodxcecmeo V kaxum-au6o nooMHoxdcecmeom Heko-
H10P020 MHONCECBA:

1) ©yner coOCTBEHHBIM MOJAMHOXKECTBOM;
2) Oynet HecOOCTBEHHBIM TTOIMHOXECTBOM;
3) He OyzmeT HUKAKHUM MOIMHOXKECTBOM.

2. YUmo ecmv muoxcecmeo A\ B, ecau A — muoxcecmeo ecex mamema-
muyeckux Knuz 6o ecex dubauomexax Poccuu, a B — mnoxcecmeo acex
KHUuZz 6 Oubauomexe yHugepcumema no paziuMHvIM omoeiam HAyKu
I ucKyccmea:

1) MHOXecTBO MaTeMaTHdecKuX KHHMT B Poccuu 6e3 matematuue-
CKUX KHUT B GUGIHOTEKe YHUBEPCUTETA,;
2) MHOKeCTBO KHHT 10 MCKYCCTBY B 6MOIMOTEKE YHUBEPCUTETA;
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3) MHOXeCTBO KHHMT B OUOIHMOTEKE YHUBEPCUTETA MO MCKYCCTBY
M HayKe, KpOMe MaTeMaTHIeCKHUX.

Cosnadarom au ducmpuidymuensie 3axonst byieeoii aizefpot u arzedpui

deiicmeumenbHbIX Hucen:

1) oba coBmanaroT;

2) oba He COBMANAIOT;

3) oauH coBmamaet, APYroii — HeT.

Boimexaem au u3 pasencmea A\ B=C, umo A= B U C:

1) ma;

2) Her;

3) BOOOIIE HET, HO B YACTHOM ClTydyae ja.

Ecmb au 3axonbt 045 donoanenui ¢ aizedpe delicmeUmMebHbIX HUCE:

1) na;

2) Her;

3) HEKOTOpbIE €CTh, HEKOTOPBIX HET.

Cnpagedausnl au 3axonst udemnomenmuocmu byaeeoii arzedpui ¢ aaze-

Ope delicmeumenbHbix HHcen:

1) crpaBeMTHBEIL;

2) HecmpaBeIIUBHI;

3) omMH cripaBelUTUB, IPYTOii HET.

Moxcno au nocmagums 8 coomeenmcmeue eOUHULY WAl HOAb, COOMEEN -

CIMBEHHO, YHUBEPCAALHOMY U HYCIMOMY MHONCECINBY, HCX00A U3 CROliCME

onepauuii:

1) MOXHO;

2) emMUHUIlY — MOXHO, HOJIb — HET;

3) HOJMb — MOXHO, eIMHUIY — HET.

Bydem au kaxcooe uz muoxcecme A, B, C, D nodmnoxcecmeom dpyezozo,

ecau A — mMHoMcecmeo delicmeumensvhsix vucea, B — muoxcecmeo pa-

uuoHaavHvix duced, C — muoxcecmeo ueavix yucet, D — muoxcecmeso

HaMmMypaabHbIX Huce.:

1) na;

2) Her;

3) nuIIh HEKOTOPbIE M3 MHOXKECTB ABIISIOTCS TTOAMHOXECTBAMU Te-
peYHCIeHHBIX MHOXKECTB.

3adano omoopaxcenue [ muowcecmea X ¢ Y. X = {x;, x5, x3, x4} ¥ =

{1, y2, p3b: f(x1) = y1, f(x2) = 2, f(x3) = y2, f(x4) = y3. Bydem au 3mo

omodpaxcenue f:

1) CIOpPBEKTHBHO;

2) UHBEKTHBHO;

3) OHEKTHBHO.
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10.

11.

12.

13

.

14.

15.

16.

17.

Mosicro au 6 11060M GeckoneHHOM MHOMCECHBE GbIOCAUMb CHEeMHoe N0 -
MHOMCECTBO:

1) Henb3s;

2) MOXKHO;

3) MOXKHO, HO He BCeraa.

Omuowenue «Gbimp cmapuie» : «x cmapuie y» A6A31enca:

1) pedneKCUBHBIM;

2) CHMMETPUYHBIM;

3) acMMMETPUYHBIM.

OmHuouenue «x — nobedumens y» aei1aemcs:

1) aHTHpedhIeKCUBHBIM;

2) CUMMETPHYHBIM;

3) TpaH3UTHBHBIM.

Kako6o maxcumaibho 03MONCHOE HUCAO KAACCO8, HA KOMOPOE MOMC-
HO pasoumov cymmy mpex nepeceKarouixci MHoMcecme, He npubezasn
K Npou3eo.abHOMYy OeaeHlilo omoeabHbiX obaacmeil Ha duazpammax -
aepa-Benna:

1) 3;

2) 5;

3) 7.

Ecau omuowenue A na muoxcecmee M pegpaexcusno, cummempuyno
U MPAH3UMUGHO, MONCHO AU pazbunms mroxcecmeo M na Kaaccol:

1) na;

2) HerT;

3) MOXHO, HO HE BCEraa.

Ilycmb na muosxcecmee M 3adano omuouienue A: «x snaxom c y». Ilo-
uemy Heab3a pazbums muoxcecmeo M na xaaccor:

1) otHOmIeHME A HEe pedJIEKCUBHO;

2) oTHouIeHWEe A HE CUMMETPHUYHO;

3) orHouieHHE A He TPAH3UTUBHO.

ITouemy MHoMceCmEo OelCBUMEAbHBIX HUCeA 1 MHONCECHIG0 HAmMy-
PAABHBIX HUCeA He ABAAIOMCA NOOOGHbIMU:

1) MHOXeCTBO HATYPATbHBIX YHCES HEYTIOPSIOYEHO;

2) MHOXeCTBO AeHCTBUTEIBHBIX YUCEN HEYTTOPSIIOUEHO;

3) HeT GMEKTMBHOTO COOTBETCTBHUST MEXKIY MHOXKECTBAMH.

Ilouemy muomncecmeo M mouex ompesxa [0, 1] ne asiaemca enoane
YHOPAOOHEHHBIM MHONCECTBOM:

1) M He ynopsmo4eHoO;

2) He Bce moAMHOXecTBa M comepXKar NMepBblil 3IEMEHT;

3) HM OTHO U3 TOAMHOXECTB M He COMEPKUT MEPBLIH 3IEMEHT.
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18.

19.

20.

21.

22.

23.

CK04bK0 HecoGcmeeHHbIX NOOMHONCECING UMeen KOHeMHoe MHOMCe-
CIME0, COCHoAWee U3 N I1eMeHIO06:

1) 1;

2) 2;

3) n.

CK04bK0 COOCMBEHHBIX NOOMHONCECTE UMeem KOHeHHOe MHONCECINEo
X={x1, X2, eeey Xy}

1) n—1;

2) nxn=n%

3) 27 -2,

B kaxom nopadke HydXdcHO npouzeooumv onepauiu, npeodpazosviéas
gopmyay S=ANBUCNBUA:

1) (An(BUC)NB)u 4;
2) (AnB)U(CA(BUA));
3) (ANB)U(CNB)UA.

Iycmb n (A W B) — mownocme Mioxcecmea, agasiouiezocs oosedune-

Huem KoHeunbix muoxcecme Au B, m; = n (A L B), ecau muoncecmea

nepecexaiomcs, me. AN B#@umy,=n (A0 B),ecitudn B=0.

Pagnbt au MowgHocmu my u m;:

1) my=my;

2) my > my,

3) m; <m,.

Mowrocmv kakozo muoxcecmea doavuie X uan 'Y, ecau X — ucxoonoe

KoHewHoe MHodXcecmeo, Y — MHOMCECMB0 NOOMHONCECE MHOMNCe-

cmea X:

1) mourHOoCTh X OoMNbIlIe MOMIHOCTH Y

2) MOUIHOCTBL X MEHEBIIIe MOIIHOCTH Y,

3) momHocTh X paBHA MOLITHOCTH Y.

Cymecmeyem au cpeou OecKOHEHMHBIX MHONCECHIE MHONCECHBA Hali-

Menbuiell i Hauboavuwiell MOWHOCMU:

1) cylIecTBYIOT MHOXKECTBA KaK HauGOMbIIei, TAK U HaUMEHBIIEH
MOIIHOCTH;

2) CYIIeCTBYET MHOXKECTBO HaubGombIiueil, a HAUMEHBIIEH MOIIHO-
CTH HET,;

3) cyllecTByeT MHOXKECTBO HAMMEHbIIIEH, a HAaubOIbIIeH MOIIHO-
CTH HeT.

24. Seasemca au ClOp&seKmueHoe omoﬁpaatceaue HUHBCKMUBHBIM.

1) clopbeKTHBHOE 0TOOpaxKeHHe BCErIa HHbEKTHBHO;
2) cHOpPBEKTHBHOE 0TOOpaKeHHE HEMHBEKTHBHO;
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3) clOpBeKTMBHOE OTODOpakKeHWe MOXKeT OBITh WHBEKTUBHBIM,
HO MOXET U He OBITb M.
25. Bcezoa au buexmugeHoe omodpaiiceHue ClopseKmugHo:
1) Bcerna;
2) HMKOrna;
3) MOXeT OBITh CIOPBEKTHBHBIM, HO MOXKET U He OBbITh UM.
26. Kozda cymma koHeuH020 Ul CHEMHO20 HUCAA KOHEHHBIX UAU CHENHBIX
MHOMCECINE AGAACMCA KOHEHHBIM MHONCECBOM:
1) B cmyyae KOHEYHOTO YMCTa CYMMBI CYETHBIX MHOXKECTB;
2) B cCIy4yae CUETHOTO YHMC/Ia CYMMBI KOHEUHBIX MHOKECTB;
3) B ciyyae KOHEYHOTO YHMCTIa CYMMbI KOHEUHBIX MHOXKECTB.
27. Moxcem au KoHeunoe MHOXNcecneo A cooepxcams codcmaeHHoe NOOMHO-
HceCcmeo, IKGUBAIEHMHOE 8ceMy MHoNcecmey A:
1) Bceraa ComepKuT,;
2) HUKOTIA He CONEPIKMUT;
3) MHOTOA COMEPKUT, MHOTMA HET.
28. Omcymcmeuem KaKo2o u3 ceoicme OMHOWEHUI OMAUYAIOMCA OMHONe-
HUE MOAEPAHIMHOCHIN OM OMHOUWEHUS IKEUBAACHNIHOCINU:
1) pednekCUBHOCTH;
2) CHMMETPHUH;
3) TpaH3UTHBHOCTH.

Tabnuua oTBeTOB Ha TecT K rnase 1

Howmep Bonpoca 1 2 3 5 6 7
[MpaBUNBHBIH OTBET 1 1 3 3 2 2 |
Homep Bonpoca 8 9 10 11 12 13 14
[TpaBUNBHBIH OTBET 2 1 2 3 1 |
Homep Bompoca 15 16 17 18 19 20 21
[TpaBUNBHBIH OTBET 3 3 2 2 3 3 3
Homep Bonpoca 22 23 24 25 26 27 28
[TpaBUNBHBIH OTBET 2 3 3 | 3 2 3




MTABA 2

aBoJsilound CMMMETPUYHOI O
LLUNDPPOBAHUSA

2.1. Knaccuyeckue wmopsl

B uctopun kpunrorpaduu, Kak B cnenuduueckoit 061acTi yenopeye-
CKOi1 1esITeTbHOCTH, BBIIESIETCS TPU OCHOBHBIX repuona. [epssiii, Hanbdo-
Jiee TPOAOIKATENBHBIN, — 3TO 3I0Xa «pY4HOil Kpunrorpaduu». Ee Hagano
TepsieTcsl B Ty6OKOI IpeBHOCTH, a OKOHUaHUe MpuxonuTcs Ha 30-e romasl
XX B. Kpunrorpadus mporia myTb OT Mari4ecKoro HCKyccTBa 40 BITOJTHE
Mpo3anyeckKoi TMPUKIATHON CIEeIUATbHOCTH YHHOBHUKOB AUTUIOMATHYE-
CKWX ¥ BOGHHBIX BEOMCTB.

Btopoii nepuoa — co3gaHue v HIMPOKOE BHEAPEHUE B MPaKTHKY cHava-
Jla MeXaHMYeCKHUX, 3aTeM 3JIeKTPOMEXaHUUSCKHX U JTeKTPOHHBIX YCTPOHCTB
i poBaHMS, OPraHU3aIMs LENbIX ceTeil 3acekpeueHHoI cBsa3u. Ero Ha-
YaJIOM MOXKHO CUMTATh pa3padorky [ndeprom Bepramowm (Gilbert Sandford
Vernam) B 1917 rony cxembl TenerpadHoil Mg poBaibHOM MAIIMHBL, HC-
MOJIb3YIOLLEH 00Hopa3osyto eammy (puc. 2.1).

OTnpaBUTEND [Monyuatens
HcTounux Brison
cooDiIeHNs cooOLIeHHS

l Cymmatop CyMMmarop

3ammdpoBaHHBIH l

Komou TOTOK Kmiou

CyHTHIBATENb CYMTHIBATED

L -l
OD.HODEI.SOBEI.FI JIEHTA OHHDDESDBEH JICHTA

Puc. 2.1. linBepr BepHam u ero cxema tenerpadpHoil g posarbHOI
MALUHEI, UCTIONB3YIOLIEN OJHOPAZ0BYIO TAMMY

K cepenmune 70-x romor XX B. ¢ pa3BUTHEM Pa3BeTBICHHBIX KOMMEpYE-
CKHX CeTell CBA3M, 3JIEKTPOHHON MOYTHI ¥ TIO0ATbHBIX MH(POPMAITMOHHBIX
CHCTEM Ha MEPBBIN MJIaH BBILLIA HOBbIE PO0aeMbl — npobyieMbl cHabOxe-
HUSI KJTI0YaM# U TIpo0IeMbl MOATBEPKAEHWS MOLTHHHOCTH.
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B 1976 rony amepukanckue yueHble Yurduna luddu (Whitfield Diffie)
u Maptun Xennman (Martin Hellman) npennoxunu 1Ba HOBBIX MPUHIIMIIA
OopraHu3alnu 3aceKpedeHHOl CBA3M 6e3 MpemBapuUTeNbHOTO CHabGXKeHMs
abOHEHTOB CEKPETHBIMM KTIOUYaMU IIH(GPOBAHUSA — TIPHHIIMM TaK Ha3bI-
BAEMOTO OMIKPbIMO20 KAlOYA WHEPoganus W TIPUHILIAIL OMKPbIMO20 pachpe-
denerus Katodeli. ITOT MOMEHT MOXKHO CUMTATh HAYATOM HOBOTO MEpPHUOIa
B pa3BuTUM Kpuntorpadhuu. B HacTosiiee BpeMs 3TO HaMpaBleHHe COBpPE-
MEHHOM KpunTorpadu oueHb UHTEHCHBHO Pa3BUBAETC.

[MoHsATHE «BE30MacHOCTh» OXBATHIBAET IMIMPOKUI KPYT MHTEPECOB Kak
OTHENbHBIX JIHII, TAK U 1IeJBIX rocyaapcTB. Bo Bce HcTopuueckue BpeMeHa
CYILIECTBEHHOE BHMMAaHUE YIAeTaI0Cch mpobneme mHbopMallMoHHOU Ge3-
OMacHOCTH, ObecrevyeHWIo 3alIUThl KOH(MHUAESHIMATbHOH WHMOpMaIuu
OT O3HAKOMJIEHUS , KPaXXu, MOAU(pUKAIINK, TooMeHbI. PellieHeM 3THX BO-
MPOCOB 3aHUMAETCS Kpunmoapagus.

Puc. 2.2. Ixon Bannuc (John Wallis)

Kpunmoezpaghua — raitnomuces. Tepmun Been [Ixxon Bannuc (John Wallis,
1616—1703), anrmuiickuii MateMaTHK, OOWH M3 OCHOBATEICH M MEPBBLIX
yreHoB JIOHIOHCKOTO KOpPOJeBCKOro 0011ecTBa, mpodeccop reoMeTpuu
Oxkcdopackoro yausepeureta (1649).

[Morpe6bHOCTL MM poBaTh M TepeaaBaTh HIMMPOBAHHBIE COOOIIEHMS
BO3HMKJIA OYCHB OaBHO. Tak, eute B V—VI BB. 10 H.3. rpeKu TIPUMEHSLTH
crienuanbHOe wHdpylomiee ycrpoiictso. [lo ommcanuio [lnyrapxa, oHo
COCTOSITO U3 ABYX HMIMHAPHIECKUX CTEPXKHEH OMMHAKOBOM ITHHBI U TOJ-
mHel. OnuH octaBisimu cebGe, a OpYTOit OTAABATH OTbe3XKAlOIIEMy. DTH
CTEPKHU HA3BIBATU cyumaramu (0T rped. okutdin — xkean) (puc. 2.3). [Ipu
HeO0OXOTUMOCTH MepeIaui coobIIeHHs IUTMHHYIO JISHTY Tanupyca HaMaThl-
BaJTM Ha CIIMTAITY, HE OCTABIISIA HA Hel HUKAKOTO MPOMEXYTKA.

3aTeM, OCTaBIsIs MMATTMPYC Ha CIIMTANE, 3aTTUCHIBAIM HA HEM BCE, UTO HE-
06xonMMo, a HamucaB, CHUMAJTH TTATTMPYC ¥ 6e3 CTepsKHS OTIPABIISIN afpe-
caty. Tak Kak GYKBBI OKa3bIBAIUCH pa3bpocaHHBIMU B GecTiopsiaKe, TO MPo-
YUTATh COOGIIEHNWE MOT TOJIBKO TOT, KTO MMEJ CBOIO CIUTATY TAKOM XKe
[UTMHBI ¥ TOJIIIIAHBI, HAMOTAB Ha Hee Marupyc.
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N/A/P/R/AASN/SASLZ fA
S/ T|F|R|{T|[R|A[N

JNENSANKN TNTY\AN\L

Puc. 2.3. Cuurana

Keadpam Iloaubus'. B [pesneii Ipeuun (Il B. 1o H.3.) GbUT U3BECTEH
mwndp, HaspIBaeMblit «kgadpam [loaubus». DTO yCTPOMCTBO MPEACTABIISIO
co00i1 KBaapaT 5x5, cTONOLBI U CTPOKH KOTOPOTO HYMepoBalu LudpaMu
ot | 1o 5. B kaxayio KieTKy 3anuceiBaiach 0fHa OyKBa (B rpe4eckoM Ba-
pUaHTe OJHA KJIETKA OKA3bIBAIACH ITYCTOIl, & B TATHHCKOM — B OJHY KJIETKY
nomelany ase 6yksel /, J). B pesynsraTe kaxnoit Oykse oTBeuasa napa qu-
CeJl IO HOMEPY CTPOKH U CTOI01A.

1 23435

ABCDE|1

FGHIJK|2 13 34 22 24 44 34 15 42 22 34 43 45 32
LMNOP|3 -

QR ST U|4 Congito ergo sum — (nat.) «fl mMbIc/I0, CnEAOBATENBHO,
VWXY Z |5 cymectsyto». (P. lekapr).

HTughp Ilezapa. B 1 8. 1.5. Tait Onuii Le3aps Bo BpeMsi BOMHEI ¢ raiia-
MU, TIEPEMMCHIBASCh CO CBOMMHM IPY3bsiMU B PuMe, 3aMeHsIT B cO0B1IeHUM
nepByio OYKBY TaTMHCKOTO andasuta (A) Ha ueTBepTyio (D), BTOpYIO (B) —
Ha naTy1o (£), HAKOHell TTOCeIHIOI — Ha TPETHIO.

ABCDEFGHIJKLMNOPQRSTUVWXYZ | YHQLYLGLYLFL

DEFGHIJ KLMNOPQRSTUVWXYZABC Veni vidi vici (J"IﬂT.) — «anLI.ICﬂ, YBHIET,
Mode I,

(f0. Lezaps. Nonecenune CeHaty
o nobene HA MOHTHICKHUM LIapeM).

[udp Lesaps oTHOCUTCS K TaK HAa3bIBAEMOMY KJIACCY MOHOAApasum-
HbIX HOOCMAHO80K U UMEET MHOXECTBO MOTU(DUKATIHIA.

Pewmemrxa Kapdano. 1llupoko wm3BecTHbl WMQPBI, TIPUHAIIEXALINUE
K KJIACCY nepecmaHoeékd, B YaCTHOCTH «peuemxa Kapdano»2. DTo mpsiMo-
yroJbHasi KapTodka ¢ OTBePCTHSIMH, Hallle BCEro KBaapaTHasl, KOTopas pH
HaJIOXKEeHWH Ha JIUCT OYMaru OCTABJISAET OTKPBITBIMHU JTHIIIb HEKOTOPHIE €T0
yacTu. Yucmo cTpok U cTondLoB Ha KapTrouke yeTHO. Kaprouka cnenana

! Tlonu6wit (ap. rpey. [okvPoa, 200—120 rr. 10 H.3.) — IPEBHETPEYECKHIT HCTOPHK.
2 Kapanano Txeponamo (natr. Hieronymus Cardanus, 1501—1576) — uTanbsHCKMIT MaTeMa-
THK, thunocod u Bpay.
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TaK, YTO MPHU MOCICTOBATEILHOM €€ MOBOPAYMBAHWHT KaXkIas KJIETKa JIexKa-
IIeTo MO/ Hell THCTa OKakeTcs 3aHATOH. KapTouky moBopa4ynBaloT cHavana
BIOTb BEPTUKATBHOM 0cH cuMMeTpuH Ha 180°, a 3aTeM BIOIb TOPU30HTATb-
HOI ock Takke Ha 180°. 1 BHOBB MOBTOPAIOT Ty ke mpoueaypy (puc. 2.4).

Puc. 2.4. [Ixeponamo Kapnaxo (nar. Hieronymus Cardanus). Pemietka KapnaHo

Juck Aavbepmu. Utanesiven Jleon bartuct Anwbeprtu (utan. Leone
Battista Alberti, XV1 B.) BriepBble BEIIBUHYJ HICIO «IBOHHOTO MIM(MpPOBa-
HUSI» — TEKCT, TOMYYeHHBII B pe3yIbTaTe MepBoro mudpoBaHus, MOIBEp-
rajcsi TOBTOPHOMY 3amrudpoBanuio. B Tpakrate AnbGepTu Obl1 IpUBEaeH
ero coOcTBeHHBIH IHU(P, KOTOPBI OH Ha3Bal <«IIH(MPOM, HOCTOHHBIM
Kopodeit». OH yTBepxknmam, uto 3ToT mmdp Hememmdpyem. Peanuszaims
mmrdpa OCylIeCTBISIACH C TIOMOLIBIO TH(PPOBATIBHOTO AUCKA, TIOJOMXKHB-
IIeT0 HAavaslo LEN0d Cepuu MHO20aAdasumubix ROOCmaHoeok. YCTpOHCTBO
MpeacTaBiIsio cobOi mapy OAMCKOB — BHEIIHWM, HEMTOABMXKHEINA (Ha HeM
ObUTM HaHeceHbl OYKBBbI B €CTECTBEHHOM TOpsiake W mudpsl ot 1 mo 4)
¥ BHYTPEHHWI1 — TIOJIBMKHBII — Ha HeM OyKBbI ObLTH mepecTaBieHsl. [1po-
necc mudpoOBaHUA 3aKITIOYAICS B HAXOXIEHHH OYKBBI OTKPBITOTO TEKCTa
Ha BHEIITHEM JIMCKEe W 3aMeHY €€ Ha COOTBETCTBYIOIIYIO (CTOSIIIYIO MO/ Hell)
OykBy mucposanHoro Tekcra. [locne mmdpoBaHUs HECKOTBKHX CJIOB BHY-
TPeHHUI TUCK CABUTAJCS Ha oauH wmar. Kimodom nanHoro mudpa sBisics
MOPSIIOK PAcTIONOXXeHUs: OYKB Ha BHYTPEHHEM JIMCKE U €r0 HaYalbHOEe T0-
JIOJKEHHE OTHOCHUTEJIBHO BHEIIHETO AucKa (puc. 2.5).

3amMeTuM TakxKe, UTO OfHA U3 MEepBbIX B EBpOTe KHUT, MOCBSILIEHHBIX
KpunroaHanusy «TpakrtaTt o mmdpax» (1466), Hanucana Jleonom barru-
cta Anb0epTH — UTANBIHCKHUM YUYEHBIM, TYMAHUCTOM, MTUCATENEM, OMHUM
W3 3a4MHaTelIeil HOBOH eBPOMeCKOoll apXUTEKTYPhl U BeIYIIUM TEOPETH-
KOM HcKyccTBa 3moxu Bospoknenus. Ceoeii paboToil OH BHEC CYILIECTBEH-
HBIii BKJIAJ B pa3BUTHE KPUTITOTpahuu.

Tabauua Buxcenepa'. Heyno6cTBO paccMOTPEHHBIX BhIIIIE IIPU(PTOB MO-
HOa1(haBUTHBIX MOACTAHOBOK OYEBHIHO, TAK KAK B CTy4ae UCTIOJIb30BAHUS

! bres ne Buxenep (thp. Blaise de Vigenére 1523—1596) — thpaHLy3cKHil TUILUTOMAT, KPHIITO-
rpach 1 anxummk, Hanucan Goneioi Tpyn o wndpax. Ksagpatueiii mmdp BukeHepa Ha npo-
TsekeHun nout 400 net He 6bU1 nemHbpoOBaH, CUMTAICA HeaendpyeMbIM HIHbpPOoM.
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cTaHmapTHOro andaBuTa Tabauila 4acTOT BCTpeuaeMOCTH OYKB andaBuTa
MO3BOJISIET OMPEAeTUTh OMMH MW HECKOJIbKO CUMBOJIOB, a 3TOTO WHOTAA
IOCTAaTOYHO a7151 BeKphiTud mmdpa («Insmymnme yenopeukn» Konan Joii-
1 unu «30m070i JKyk» arapa [To). [ToatoMy HCTTONB30BANTKCE Pa3THYHBIC
MpPHUeMBI TS TOTO, YTOOBI 3aTPYIHUTS AetindpoBaHne, HATpUMep Tabiauia
BuskeHepa, KoTopast ipeicTaBisgeT coO0 KBAAPAaTHYI0 MAaTPUILY C YHCIIOM
CTPOK U CTOJIOLIOB, pPABHEIM KOJTMUECTBY OYKB andaputa. [ng nmdpoBaHus
M0 3TOI CXeMe MUCIONb3yeTcs Tabnula, Tae NepBast CTpoKa COCTOUT U3 26
OyKB JTaTHHCKOTO andaBuTa (HUXKe B TIpUMepe MPUBOAUTCS KUPHIUTHYE-
ckast Tabmuua g mudpa BiskeHepa), a Kakmash TMOCIEAyIONIasi CTPOKa
npeacTaBisieT coO60i IMKINYECKUi CABUT MPeAbIIYIEeH Ha OMHY MO3UIIHIO.

Lo/

o>
\\..;_ //Q
NS

Puc. 2.5. duck Ansbepru. Cratysa Ansbept B KonoHHane Ydduuu (@nopenims)

[MTapob WK JTO3YHT ¢ MOBTOPEHUSIMU BHITTUCHIBAETCSI OYKBA K OYKBE O
ucxonHeIM coobmenmnem. Kaxmas 6yksa sammdpoBaHHOro Tekcra bepeTrcs
13 TabIUIBI HA MEPEeCceUeHU COOTBETCTBYIOIIEH GYKBBI MCXOMHOTO TEKCTA
¥ cTON01IA, COOTBETCTRYIOLIETO TeKyIei OykBe no3yHra. [TomoOHBIN mudp
MOJTYYMST Ha3BaHHe MHOTOaI(aBUTHOM 3aMeHBl. KpoMe HemocpeacTBeH-
HOTO YBeJIMUeHUs CTOMKOCTH mndp BuskeHepa npuBHec B KpUnTorpaduio
JIBé KAaYeCTBEHHO HOBbIC WAeH. Bo-mepBhIX, mpolecc MmubpoBaHUs CTAT
3aBUCETh B MEPBYIO 0depenb OT HeOOMBIIOTO He U3BECTHOTO TPEThE CTO-
poHe cioBa — yo3yHTa. KoHeuHO, COKPBITHE OT 3TOYMBIIIIEHHHKA BCei
TaGaUIBl 3HAYUTEBHO YCIOXKHAET TPOLEAYPY B3noMa 1udpa, HO Tenepb
cilydaifHOE €€ pacKpbITHE He HECET TAKOTO KPUTUUECKOTO TS BCeit CUCTe-
MBI 3HaUeHHS, KaK, Hanpumep, B mudpe Lleszaps.

Bo-BTophix, cama Tabmuila, WMCIoOAb30BaHHasi BrokeHepom, HeceT
MO CBOEH CYTH IepBble HAMEKHW Ha uaeto 1udposoro mmdposanus. Eciu
BCe OYKBBI TATHHCKOTO alnaBUTa MIPOHYMEPOBATh 10 nopaaky ot 0 go 25,
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TO mpoleaypa mudpoBaHUS MO TAaKOH Tabiuile TIPeBpaTUTCS B OOBIYHYIO
OTIEepaIHuIo CIIOXKEHUS 10 MOIyIio 26.

Yrtobel 3amudpoBaTe Kakoe-muGo coobiiieHue, BHIGUPAIOT CITOBO —
JTO3YHT (HATIpUMEP, «MOHACTHIPb») U HAAMUCHIBAIOT €ro Hal COObIIeHHEM
¢ HEOOXOAMMBIM TIOBTOpeHHeM. UTOOBI MOMYYUTh HIM(MPOBAHHBIN TEKCT,
HAXOAT OYEPETHON 3HAK JIO3YHTa, HAYMHAS C TIEPBOTO B BEPTHKATHLHOM
ancdaBuTe, a eMy COOTBETCTBYIONINI 3HAK COOBIIEHNS B TOPH30HTATBHOM
andasure. Ha nepeceueHUM BbIIETEHHBIX CTOJIOIA U CTPOKHM HAXOIUM Tep-
BYI0 OVKBY mindpa. OueBUIHO, UTO KITIOUOM K TAKOMY IIUQPY ABISAETCS UC-
MOJIb3YeMBIii TO3YHT.

MOHACTBIPbMOHACTBI PbMOH

PACKMHYITOCBMOPEIMHPOKO

DOSAKMANBIHIOHUI0BYd I Tb B

Tabauua Buxcenepa (012 Kupuiiieckozo aipacuma)

ABBIUIEX3MHKIMHOIPCTY®X LY LI IBBIDIOA
BBIIEXK3UMKIIMHOIPCTY®XIY LIIIBBIDIOAA
BIAEX3UAKIMHOIMPCTY®XIYIIIIBLIDIOSIAB
[IEX3UHAKIMHOIIPCTYDX Y ILIBBIBIOSAEB
JEX3UAKIMHOIMPCTY®X YL bBIBIOSGEBT
EXK3UMKJIMHOIPCTY®X Y bbIDIOSI®EBI/]
K3UMKIIMHOITPCTY®X LY BBISIOSDEBIIIE
3UMKJIMHOIPCTY®XIIY LI bbIBIOSABBIIIEXK
MAKJIMHOIPCTY®XYIIIIBBIDIOAABBIIEK3
MKJIMHOTPCTY®XIYILIIbbIDIOSABBIIEK3N
KJIMHOITPCTY®XYILIIbBIDIOAABBIAEK3 U
JMHOMPCTY®X YIS IOAABBIIEK3UMK
MHOITPCTY®XLY LI BbIBIOAABBIIEKIUIKIT
HOTTPCTY®X YL DIOSABBTIEX3U KM
OIPCTYDX YIS IOAABBTAEX3 U KJIMH
MPCTY®OXUYIIBBIDIOAABBIIEK3UAKIMHO
PCTY®XUYINIILEI DI0AAEBIIEXK3UAKIMHOI
CTYOXLYIIIBLIDIOAAEBIIIEXK3UIMKIIMHOITP
TYOXLY LB IOAABBIIEXK3UAKIMHOIPC
VOXLHIIIBBIDI0AABBIIEX3HHKIMHOIPCT
OXIYIIIbIBIOAABBIIEK3UAKIMHOITPCTY
XUYIIIIbbIDIOAABBIIEK3UAKIMHOIIPCTY®
YIS IOAABBIAEXK3MAKIMHOIIPCTY®DX
YU bBIDIOAABBIIEXK3HAKIMHOMPCTY®XI]
LIIbBISIOAABBIIEX3MAKIMHOITPCTY®XIY
LIbbIDIOAABBIIEK3UMKJIMHOTT PCTYD XYL
bbIDIOAABBIIEX3UMKIMHOMPCTY®XIIYILILL
BISIOAABBIIEXK3MAKIMHOIPCTYOX YLD
DIOAABBIIEAX3UMKIMHOITPCTY®X YL bbI
IOSABBTIEAK3UMKIMHOITPCTY®XYILLIBbID
AABBTIEX3UMAKIMHOTIPCTY®OXLYILIIBEIDIO
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Oonopasoevtil wugposaavhblii 6aoxknom. IlpyMepoM HepacKpbIBagMO-
ro mudpa MOKET CIYKUTh TAK HA3LIBACMBIIH 00HOPA308bIl WLHPPOBAAbHDYIIL
faokHom — mmdp, B OCHOBE KOTOPOTO JISXKUT Ta XKe uiaes, 4To B mmdpe
Lezapa. Hazoeem pacuiupennsim aaghagumom MHOXKECTBO OYKB anchaBUTA
¥ 3HAKOB npenuHaHug {. , : ;! ? () — “ < mpoben >}, YMCIO CUMBOJIOB
paclIMpeHHOTO KHPW/UTMYECKOTO aiihaBuTa B AaHHOM BapuaHTe Gymer
paBHO 44. 3aHyMepyeM CUMBOJIBI PACHIUPEHHOrO ancaBuTa yuciaaMu ot ()
no 43. Torna mo6oit epenaBaeMblii TEKCT MOXHO pacCMaTPHUBAaTh Kak TO-
CJeIoBaTeNbHOCTD {a,} yncen mHoxecTBa A = {0, 1, 2, ..., 43}.

[Mpeanonoxum, 4TO0 UMeeM Kaioy — CIY4aliHy10 TMOC/IeJ0BaTENbHOCTD
{c,} umcen U3 MHOXeCTBa A TOI Xe MIMHBI, YTO M MepeaaBaeMblil TEKCT.
CknaneiBast 1o MOIymio 44 YUC/IO U3 TIEpe1aBaeéMOro TeKCTa d, C COOTBET-
CTBYIOITUM YHUCIOM M3 MHOXECTBA KITIOYA C,,:

a,+c,=b,(mod44),0< b, <43,

MOJIYYUM TIOCNIeJOBATEIBHOCTS {b,} 3HAKOB IIM(pOBAaHHOTO TeKcTa. YT0OH
MOJIYYUTh MePeNaBaEMblil TEKCT, MOXKHO BOCIIO/Ib30BATHCS TEM XKe KITIOUOM:

a,=b,—c,(mod44), 0<a,<43,
ecth b, —c, <0, 1O a,=b,—c,+44.

YV nByx abOHEHTOB, HAXOMSMIMXCH B CEKPETHOI Mepenucke, MMeEIT-
cs IBa OJMHAKOBBIX O0KHOTA. B KaXkIoMm M3 HUX Ha HECKOJIBKMX JIMCTaX
HareyaTaHa ciy4daiHas TOCIeqoBaTeJbHOCTh 4ucel MHoxecTBa A. OT-
npaBUTETh CBOM TEKCT MIMMPYET YKA3aHHBIM BBIIIE CITOCOOOM € TTOMOIITBIO
nepBoit cTpaHuilel 6J0KHOTA. 3amudposaB coobilieHHe, OH YHUUTOXKAET
MCITOTb30BAHHYIO CTPAHUILY M OTIPABJSET TEKCT COOOIIEHHSI BTOPOMY a00-
HEHTY, TIOJIy4aTesb MMdPOBAHHOTO TEKCTa paciinGpOBBIBAECT €TO U TAKKE
YHHUTOXAET UCTIOIb30BaHHBIH TUCT 610KkHOTA. HeTpyaHo BUAETh, YTO OM-
HOPA30BbIH MU HEPACKPBIBAEM B TIPUHIIUTIE, TAK KAK CUMBOJI B TEKCTE
MOKET ObITh 3aMeHEeH JTI0OBIM APYTUM CHMBOJIOM M 3TOT BBIOOD COBepIlIeH-
HO CJTy4yaeH.

Oonoaagpasummnstii memoo wughposanua. [laHHBIN MeTOI, TOXKANYiA, ca-
MBI TpeBHUI U3 BCEX M3BECTHBIX METOMOB. B ero ocHOBe JeKUT MpoCTOii
crocob mdpoBaHUs: OTIIPABUTENb U MOMYYATe/Tb 3aliM(pOBAHHOTO 10-
KyMEHTa 3apaHee I0roBapuBaloTcs 00 orpeieeHHOM CMeIleHUH OYKB OT-
HOCHTEIbHO MX 00BIYHOTO MECTOMOTOXeHU B andasute. Hanpumep, ams
KUPWUTKLIBL, €ClTH CMellleHUe paBHO 1, To «A» cooTBeTcTBYeT OYKBe «b»,
«b» — «B» u Tak majee, a Korga angaBuT MOAXOAUT K KOHILY, TO HAYHMHA-
10T OpaTh OVKBBI M3 Havyana cnucka. M BBIXOOWT, HATIpUMep, CIeAyioliee:
3 cinosa «KOJJUPOBAHUE» nonyuaercst <JITTEMCITTBOM XK.
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YacTHBIM clyyaeM JaHHOTO METOJa SABJSETCS paHee PacCMOTPEH-
Helit mudp Lesapsa. OueBMaHO, YTO MPOU3BOJIBHBIN IKUGpP U3 KiIacca
ogHoan(aBUTHBIX METOAOB He sBNsieTcs mndpom Llesapsa (ecau momr-
HOCTh andaBuTa TEeKCTa paBHa K, TO yuciao mudpos llesapsa pasHo A,
a YHUCJI0 BCeX ogHoamaBUTHEIX mHdpoB paBHo n!). OgHaKO U A1 Ta-
KHUX METOJOB JIETKO MPeIOXUTh CIoco0bl AeiudpoBaHusl, OCHOBAH-
Hble HA CTATUCTUYECKHX CBOMCTBAX MIM(GPOBAHHBIX TEKCTOB, MOCKOIb-
KY OTKPBITBII U 3aKPBIThIH TEKCTH HMEIOT OJIHHAKOBBIE CTATUCTHYECKHE
XapaKTEePUCTUKHU.

Ilugpposarnue memodom nepecmanogku cumeoa08. CyTh 3TOTO METOIA
3aKJII0YAETCsA B TOM, YTO CUMBOJIBI TEKCTA MEPECTABIAIOTCS IO OMpeie-
JIEHHBIM [PAaBUJIaM, TIPY 3TOM UCIIOIb3YIOTCH TOJBKO CHMBOJIBI HCXOJIHO-
ro (HesammdgpoBaHHoro) Tekcra. [lepecTaHOBKHM B KiTacCUYECKONH KPUII-
Torpacul OOBIYHO TIOIYYAIOTCSA B Pe3y/bTaTe 3alHucH UCXOTHOTO TEKCTa
W YTEeHHS IMHU(PPOBAHHOTO TEKCTA MO Pa3HBIM MYTAM TeOMETPUYECKON
¢urypet. [IpocTeiiuM NMpUMEpPOM MepecTaHOBKH SIBISIETCS 3aMHCh MC-
XOTHOTO TEKCTA M0 CTPOKAM HEKOTOPOil MATPUIILI U YTEHHE €T0 MO CTOJD-
aMm 3Toi MaTpuusl (puc. 2.6). [NocnenosatenbHOCTE 3aNOTHEHUS CTPOK
W YTEHUS CTONOII0B MOXKeET ObITh 1000 U 3amaeTcs Ki1ro4oM. Takum obpa-
30M, M7 MATPHUIIBI pa3MepoM 8x8 (mmuHa 610Ka 64 cMMBO/IA) BO3MOXKHO
1.6 x 10° koueii, 9TO MO3BOIAET HA COBPEMEHHBIX KOMIIBIOTEPAX ITYTEM
nepebopa nemndpoBaTh 3anaHHbIA TeKcT. OmHAKO [T MAaTPUILLl pa3-
mepoM 16x16 (aimHa 6roka 256 cumBponos) umeercsa 1.4 x 1026 xioueit,
1 nepebop UX ¢ TOMOILBIO COBPEMEHHBIX BEIYMCIMTENIBHBIX CPEICTB BECh-
Ma 3aTPyIHUTENIEH.

1 u E — mn
2 E P E C
3 0 B A H
4 T A H o}
5 4| W u ® P
6 B K 0 7}
kK 1 2 3 4

Omicpeimbiit mexem: < LTHOPOBAHWE_TIEPECTAHOBKOM».
Marpuia u3 uetwipex ctonbuos. Kmoun: ky {5-3-1-2-4-6}; k; {4-2-3-1}.
Sanucs no cmpokam npouzsodumes 6 COOMEEMCMELUL ¢ KAoHoM K.
YmeHue no cmoafyam 6 coomeemcmeauu ¢ Kaovom k.

Hlugppomexem: <TICHOPUEPBAMK _EAH®OMWEOTILB»

Puc. 2.6. [pumep mwndpoBaHUsl METOIOM YCJIOXKHEHHOM NepecTaHOBKU
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[MTpumepom mpumMeHEHUST METOJA TMEPEeCTAHOBKH MOXET ObITh TaKXKe
BOChbMH3NIeMeHTHasA Tabnuna (unu rpad), obnanamolinas COBOKYITHOCTBIO
MapuipyToB, HOCSIIUX Ha3BaHue mapmpytoB lamunerona. [locnemosa-
TeNBHOCTh 3alOMHEHMS TaOMULIBl KaKblil pa3 COOTBETCTBYET HYMepaluu
ee snemeHTOB. Ecnu [utiHa mmdgpyeMoro TekcTa HeKpaTHa YHCITY 3/IeMEH-
TOB, TO MpPU TMOCTETHEM 3al0IHEHUH B CBOOOAHBIE 37€MEHTHI 3aHOCHTCS
MPOU3BOILHBIN CUMBOJ. BhiOOpKa U3 TAOMMIIBI A1 KaX/I0r0 3aroHeHUS
MOZKET BBITIOJHATHCSI MO CBOEMY MaplIpYTY, IMPH 3TOM MapIIPYThl MOTYT
MCIIONb30BaThCsl KaK TOCIeI0BaTeNIbHO, TAK U B MOPSAKE, 3a7aBaeMOM
kmouoM. Hanbonee coxHblie nepecTaHOBKH OCYIIECTBIISIIOTCS TTO TAMMITb-
TOHOBBIM TYTSIM, KOTOPBIX B rpacde MOXKeT ObITh HECKONIBKO. [amuabmonos
Hymb — TYTh, COAEPKAIIMI KaXKIyi0 BepUIMHY rpada poBHO oauH pas. He-
00XOIUMO OTMETHTH, YTO, HAmpumMep, 118 rpada Ha puc. 2.7 U3 BOCbMHU
BEPIIMH MOXHO TMPEII0XHUTh HECKOIBKO MaplLIPYTOB 3allMCH OTKPBITOTO
TEKCTa U HECKOJBbKO TAMWIBTOHOBBIX MYTEN IS YTEHHA KPUIITOTPAMM.

090 OO ®
©O— Orn0) @O0

>0 H—Q) D0
N ® D@ &

O6wmit BUI Mapiupyr 1 MapuupyT 2

Puc. 2.7. [lepecTaHOBKH ¢ UCTIONIb30BAHMEM FAMUJIETOHOBEIX IyTeil Ha rpade

Hnst METOIOB TMEepecTAHOBKM XapaKTepPHBI MPOCTOTA alIrOpUTMa, BO3-
MOXKHOCTB MPOTPaMMHOI peaanu3allii 1 HU3KHI YPOBEHB 3alIUTHI, TAK KaK
rpH OONBIION ATMHE UCXOTHOTO TEKCTa B €ro 3amu(poBaHHOM BapHaHTe
MPOSABISAIOTCS CTATUCTUYECKHE 3aKOHOMEPHOCTH KITI0Ya, YTO U TTO3BOJISET
ero OBICTPO pacKphIThk. Jpyroii HEMOCTATOK 3THUX METOAOB — JIETKOE pac-
KPBITHE, €CJIN YAAE€TCS HATIPABUTh B CUCTEMY IS INM(MPOBAHUST HECKOJIBKO
CMenUaTbHO Moa00paHHBIX coobmenuii. Tak, ecmu miuHa 6/10Ka B UCXO-
HOM TeKcTe paBHa K CUMBOIAM, TO TSI PACKPBITHUS KJII0Ya JOCTATOYHO TPO-
MYCTUTh Yepe3 1 poBanbHYI0 cucteMy K — 1 GII0KOB MCXOTHOTO TEKCTA,
B KOTOPBIX BCE€ CUMBOJIBI, KPOME OTHOTO, OMMHAKOBBI.

Iucpposanue unsepcuvivu cumsoaamu (no donoanenuro do 255). lan-
HBIH MeToa HMIM(POBAHUS SBISAETCA YACTHBIM CIydyaeM OIHOaI(aBUTHOM
3aMeHBI B andabute MomtHocTH 256. CyTh MeToAa 3aK/II0YAeTCsl B 3aMeHe
cuMmBosia ASCII-konupoBKH ¢ HOMEPOM i Ha CUMBOJI ¢ HOMepoM 255 — .
AHaJIO0TUYHO TIPOBOIUTCI W OTIEPALIUSA PacUIH(POBAHUS.
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Mhnuozoaaghasumrnnie memoost wughposanusa. MuoroanhasuTHoe mHd-
poBaHue (MHOroancaBUTHas 3aMeHa) 3aKJII0YaeTCsd B TOM, YTO M4 M0~
CNeOBATEeIbHBIX CUMBOJIOB IIH(PYEMOro TEKCTAa UCIOIb3YIOTCA OOHO-
andaBUTHBIE METOABI C pa3TWYHBIMU Kmiouyamu. Hampumep, nepsbrii
cUMBOJ 3aMmeHsieTcs no Mmetoay llesaps co cmemenuem 14, BTopoii —
co cmemeHueM 10 U Tak ganee 10 KOHIA 3aIaHHOTO KJIl04Ya. 3aTeM mpo-
neaypa mpojoikaeTcs nepuoguuecku. bomee obuieil aBnsieTcs cuTy-
anusi, Korma ucnonbs3yercs He wugp Llesaps, a mocnemoBarenbHOCTH
MPOU3BOJNILHBIX MMOJACTAHOBOK, COOTBETCTBYIOIIMX OJHOAN(ABUTHBIM
METOJaM.

bonee HarnagHeIM IpUMepoM MoA0OHOTO MG POBAHUS SIBISIETCS Me-
mod eammuposarus. JlanHbIi crocob npeobpa3oBaHUS 3aKJIIOYAETCH B TOM,
YTO CHMBOJIBI 3aKPBIBAEMOTO TEKCTa MOCIEIOBATEIbHO CKJIAABIBAIOTCS
C CUMBOJIaMM HEKOTOPO# CTIEIMAIbHOM MMOCIeI0BATEIbHOCTH, UMEHYEMOH
ramMmoii. Takoe nmpeobpazoBaHKMe MHOTrIA HA3BIBAIOT HATOXKEHUEM TaMMBI
HA OTKPBITHIA TEKCT.

CoOcTBeHHO, MpoLeaypa HAOXEHUS MOXKET OCYHIECTBISTHCS OJHUM
M3 IBYX CI0CO0O0B.

1. CUMBOBI 3aKPBIBAEMOTO TEKCTA U TAMMbI 3aMEHAIOTCS LU POBBIMH
IKBUBAJIEHTAMHU, a4 3aTeM CKiansiBatoTcs 1o Moaymio K, rne K — konuye-
CTBO CUMBOJIOB andaBuTa

Tw=(T,® T,) mod K,
rae T, — mdporekcT, T, — OTKpBITEII TeKCT, T, — raMma.

2. CUMBOJBI TEKCTAa W TaMMBbI MPEJCTABIAIOTCS B JTBOUYHBIX KOMAAX,
a 3aTeM KaxJas mapa JBOMYHBIX Pa3psiIOB CKJIAAbIBAETCS 110 MOJIYJIIO 2.

CroiikocTs 1MM(pPOBAHUS METOIOM TaMMHUPOBAHUS OIpeessaeTcs,
rTaBHBIM 00pa30M, Ka4YeCTBOM raMMbl, KOTOPO€ OMNpeIeNsaeTcs ABYMS Xa-
paKTepUCTHKAMH: JUTHHOIO TIEPUO/IA U CTYYaHOCTBIO pacripeie/IeHUs] CUM-
BOJIOB T0 mepuony. [nnHoio mepuoma raMMBI HA3BIBAETCH MUHMMATBHOE
KOJTMYECTBO CHMMBOJIOB, TIOCJIE KOTOPOTO TOCEeI0BaTEIbHOCTh HAYMHAET
noBTOpAThes. CNydyailHOCTh pacripeie/ieHuss CHMBOJIOB TI0 TIEpPUOAY O3Ha-
YaeT OTCYTCTBME 3aKOHOMEPHOCTEH MEXTY TMOSIBIeHUEM PA3TUYHBIX CHM-
BOJIOB B MpeJieiax nepuoaa.

OcHOBHble TpeGoBaHUsA, KOTOpble NPeaAbLIBNAITCS
K MeTogaM wudposaHna uHdopmaumn

1. CnoxHoCTh M TPYAOEMKOCTD ITpoLeayp wndpoBaHus U pacindpo-
BaHMsI JOKHBI ONPEAesATECS B 3aBUCHMOCTH OT CTEIEHH CEKPETHOCTH 3a-
IIMIIAEMBIX JaHHBIX.
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2. HamexXHoCTBh 3aKpBITUSI JOJDKHA OBITH TAKOi, YTOOBI CEKPETHOCTh
He Hapyllajach Jake B TOM Ciydae, KOTda 3JI0YMBIIUIEHHUKY W3BECTEH
crnocol 3aKphITHS.

3. Cnocob 3akpbiTusi M1 HabOP HCMOIb3YeMBIX CHYKEOHBIX JaHHBIX
(KJTFOUEBBIX YCTAHOBOK) HE JTOJKHBI OBITh CITMILIKOM CITOXKHBEIMH. 3aTpaTtsl
Ha 3allMTHBIE MPeodpa30oBaHUA JOKHBI ObITh TPUEMIEMbIE TIPU 3aJaHHOM
YPOBHE COXPAaHHOCTH MH(OPMALINH.

4. BrimonHeHWe MOpOLEIYp MPAMOro M o0paTHOro mpeo0pa3zoBaHMS
JIOKHO OBITE POPMATBEHBIM M KAK MOXKHO MPOIIIE.

5. TMpouenypbl IpsIMOro U 06PATHOTO MPeodpa3OBaAHUs He JOJIKHBI 3a-
BHCETH OT [UTHHBEI COODIIEHHS].

6. OmubdKu, BOZHUKAIIINE B MPOIIECce Mpeodbpa3oBaHUs, He TOKHEI
pacIpOCTPaHATLCS MO0 CUCTEME M BBI3BIBATH MOTepr mHpopmauuun. HU3-
3a TTOABIEHUS OMIMOOK TMepeaadu 3aindpoBaHHOTO COODIEHUS TTO0 KaHa-
JIaM CBSI3U HE T0DKHA MCKITIOYAThCA BO3MOXKHOCTE HAZIEKHOIM paciugpoB-
KU T€KCTa Ha TIPUEMHOM KOHIIE.

7. M30BITOYHOCTE COOOIIEHUI, BHOCUMAS 3aKPBITHUEM, MOJKHA OBITh
KaK MOXXHO MEHBILIEH.

8. O6neM KiI0Ya He JOJDKEH 3aTPYIHSITh €T0 3aIIOMHUHAHKE H ITEPECHLUIKY.

Tucmozpamma mexcma. OnHUM 13 Hanboee U3BECTHBIX METOIOB KPUTI-
TOAHAIN3A ABMSETCS M3YYCHHWE CTATHUCTHMYECKHX XapaKTepUCTHK IIud-
pOBaHHBIX TeKCTOB. Ipaduueckoe oTOOpaxkeHHE COBOKYITHOCTH YacTOT
BCTPeYaeMOCTH CUMBOJIOB B TEKCTE Ha3bIBalOT FTMCTOTPAMMOI 3TOTO TEKCTA.
[Mpenmonoxum, 9To MBI UMEEM JIEJIO ¢ METOAOM OIHOAN(ABUTHOTO LIH(-
poBaHMA. 3Hasi YaCTOTY BCTpedyaeMOCTH OYKB B andaBuTe, MOXKHO MPEaIo-
JIOJKWUTh, Kakas OykBa Obl1a 3aMeHeHa Ha maHHy0. Harmpumep, ecnu yacto
BCcTpeuyaeMas OykBa «O» 3aMeHeHa Ha penKo Berpevatolnyiocs 0ykBy « 1y,
TO B THCTOrpaMme g poBaHHoro Tekcra oykea «IL» BcTpetuTes ¢ Toit ke
YaCTOTOM.

2.2. OCHOBHbIE NOHATUSA TEOPUU
Knaccuyeckux wueppos

B 1963 r. Knon Illennon' B kuure «PabGoTel o Teopuu WHGOPMALIMH
u kubepHeTuKe» (pasnen «Teopust cBSA3M B CEKPETHBIX CHCTEMAX») OJHUM
13 MEPBBIX BBEJI U CUCTEMATHYECKH UCCIIEOBAI MPOCTYIO U eCTECTBEHHYIO
MaTeMaTH4ecKyr Moaens mudpa. OH paccMaTpUBal TaK Ha3bIBAEMBIE «Ce-
! Ilennon Kmon Dnsyn (anrn. Claude Elwood Shannon, 1916—2001). K. llennony yoanock

pelnTh (pyHIaMeHTATbHBIE TPOOIeMEl B TeopeTHUecKoil kpuntorpadun. Ero paboTer ctumy-
JMPOBATH GYPHBLI POCT HAYMHLIX HCCIEI0BAHMI 1o Teopuu HHGoOpMaLni 1 KpunTorpadmn.
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KPETHBIE CUCTEMBI», B KOTOPBIX CMBICIT COODIIIEHUsT CKPBIBAETCA TIPH TIO-
Mol mudpa uiu Koda, HO caMmo rndpoBaHHOE COODIIEHUE HE CKPBIBA-
€TCST M TIPETOIAraeTcs, YTO MPOTUBHUK 06IanaeT J00bIM CTIeITMaTbHBIM
obopynoBaHueM, HeOOXOMMMBIM IS MEpPeXBaTa U 3aMUCH TIepeIaBaeMBbIX
CUTHAJIOB.

B momenu umndppor o K. [lleHHOHY paccMaTpuBaeTCs TOIBKO TUCKPET-
Hag WH(opMaIus, TO eCTb CYUTAETCH, YTO COOOIIEHHE, KOTOPOE NOJIKHO
6BITh 3alIU(POBAHO, COCTOUT U3 TMOCIEMNOBATETLHO-
CTH TUCKPETHBIX CUMBOJIOB, KAXIbIil U3 KOTOPBIX BbI-
6paH M3 HEKOTOPOTO KOHEYHOTO MHOXKECTBA. DTH
CHUMBOJTBI MOTYT OBITH OYKBAMM MJTH CIIOBAMH HEKOTO-
pOTO f3bIKA, AMIUTUTYIHBIMM YPOBHIMHU KBAHTOBaH-
HOH peun WK BUAeOoCcUTHanA. flnpom cekpeTHOil cu-
CTEMBI SIBJISIETCS COGCTBEHHO MIHpp.

Arzebpauneckas modeav mughpa. Iycte X, K, ¥ —
HEKOTOpPble KOHEUHbIE MHOXKECTBA, KOTOpbIe Ha3Ba-
HbI, COOTBETCTBEHHO, MHOXECTBOM OTKPBITHIX TEK-
CTOB, MHOKECTBOM KJTIOYEH M MHOXECTBOM IMIM(POBAHHBIX COOGIIEHUI
(xpunrorpamm). Ha mpsimom npoussenenuu X x K muoxects X u K 3amaHa
byuxkuusa £ Xx K— Y(f(x,x) =y,x e X,y € K,y € ¥). ®yukuuu f coot-
BETCTBYET ceMelcTBO oTobpaxkeHui fx: X — ¥, y € K, kaxaoe otobpaxeHnue
3aMaHo TaK: 1A x € X

Srx) = f(x, %)

Takum obpazom, fy — orpaHnueHue f Ha MHOXecTBe X x {y}. 3mech {y} —
MHOKECTBO, COCTOSIIIEe U3 OJHOTO DNIEMEHTa. 3aMeTUM, YTO 3a/laHHe ce-
MmelicTBa otobpaxkenwuit (fy) ¥ € K, fy: X — YomHo3Ha4yHO onpenenser 0To-
opaxenue f: X x K— Y, f(x, ) = fr(x).

Brenennas uetBepka A = (X, K, Y, f) onpenensier TpeXOCHOBHYIO YHH-
BepcalbHYIO anreGpy, CHTHATYpa KOTOPO# COCTOMT W3 (hYHKIIMOHATBHOI
eIMHCTBEHHOI omeparum f.

OITPEOEJIEHHME. Brenennas tpoiika MmHOXecTB X, K, ¥¢ dyukumeii f;
XxK—>Y

A=W, K, Y, [)

HA3BIBAETCS ANTeOpanyecKoil MoIeNbIo Mudpa, KOPOTKO — MIMGPOM, ECITH
BBITIOJTHEHBI [IBA YCIOBUS: 1) yHKIMS f — CIOPBEKTHBHA (OCYIIECTBIISIET
oTtobpaxeHue «Ha» Y); 2) nng moboro y € K dyHKuMA f ”HbeKTUBHA (00-
pasbl IBYX Pa3IUYHBIX 3JIEMEHTOB PA3THYHBI).

W3 ycrnosust 2) maHHOTO onpenefaeHus BeiTekaet, uyto | X| < | ¥|. 3amuce
f(x, %) =y Ha3biBaeTcs ypaBHeHHeM iudposanus. UMmeeTcs B BULLy, 4TO OT-
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KPBITOE COODIIeHHE X 3aM(poBbIBaeTCs MMAPOM A HA KITIOYe Y U TIOTy-
yaeTcs MKUMPOBAHHBIN TEKCT Y. YpaBHEHUEM paclinpOBaHUS HA3BIBAIOT
sarmuck fy — 1(y) = x(f — 1(y, ) = x), noapasymesasi, 4yTo WK(POBAHHBIN
TeKCT y = f(x, %) pacuindpoBLIBAETCS HA KIIIOYE ¥ M ITOIY4aeTCsl HCXOAHOe
OTKpBITOE coobuieHue x. J[7191 KpaTKoCTH B psifie cyyaeB UCTIONb3YIOT U 00-
Jilee TIpocThie 0003HAYEHUs ypaBHeHU MndpoBaHusa U paciiudpoBaHus,
a MMEHHO COOTBETCTBEHHO: yXx =y Uy — ly =x.

TpeGoBaHne MHBEKTUBHOCTH OoTOOpaxeHuit (fy) y € K B onpenene-
HUW WHUdpa paBHOCHIBHO TPeOOBAHHWIO BO3MOXHOCTH OJHO3HAYHOTO
pacuidpoBaHUST KPUOTOTPAMMBI (OHO3HAYHOTO BOCCTAHOBIEHUS OT-
KPBITOTO TEKCTa MO M3BECTHBIM IIH(POBAHHOMY TEKCTY W KiItouy). Tpe-
0oBaHUE XKe CIOPheKTUBHOCTH 0TOOpaXeHus f He UrpaeT CylIeCTBEHHOMH
PO, U OHO OOBIYHO BBOAMTCS IJIsl YCTPAHEHUS HEKOTOPBIX TEXHUYE-
CKMX, C TOUKH 3peHUSI MAaTEMAaTUKH, TOMOTHUTEIbHBIX HEYI0OCTB, TO €CTh
I ynpouleHus usnoxeHus. [loguepkHeM, yTo MHOXecTBO X Ha3BaHO
MHOXECTBOM OTKPBITBIX TEKCTOB. Er0 MOXHO MOHUMAaTh KaK MHOXECTBO
TEKCTOB, BO3MOXHBIX JUIsl 3alIU(pOBaHUS Ha faHHOM K pe. BeenenHas
MoJenb mudpa oTpaxaeT IUlIb (YHKIMOHAIIbHBIE CBOICTBA MIHU(pPOBa-
HUS W paclii(poBaHUS B KJIACCUYECKUX, C TOUKH 3PEHUSI HCTOPUU KPUTI-
torpaduu, cucteMax mupoBaHUs (B CUCTEMaX ¢ CHMMETPUYHBIM KJIIO-
yoM). B 3T0#t Moaemu OTKPHITHIH TEKCT (WIH HIHMGPOBAHHEBIM TEKCT) — 3TO
JIVIIb 37eMeHT abcTpakTHOro MHoxecTBa X (unu Y), He ydUThIBAIOLIMI
0COOEHHOCTEN #A3bIKA, €r0 CTATHCTUYECKHMX CBOWCTB, BOOOLLE roBops,
He SABIAINIHICS TEKCTOM B €ro NMPUBBIYHOM MmoHuMaHuu. [lpu meramu-
3aUMH MoJenu mudpa B psle ciydyaeB YKasblBAlOT MPUPOIY 3JIEMEHTOB
MHOXECTB.

PaccMoTpuM mpuMepsl.

O6o3HauuM yepes [ HeKoTopelit andasuT, a yepe3 [*— MHOXKECTBO Bcex
cnoB B andasute [, TO €CTh MHOXECTBO KOHEUHBIX MOC/IEI0BATENIbHOCTEH
(i), by eosip), e Ljedl, .., L}, Le{l, 2, ..}

Ilughp npocmoii 3amenst. I[ycte X = M — HekoTOpoe MOIMHOXKECTBO
u3 I*, a K — MHOXecTBO Bcex nmoactaHoBoK Ha [, T.e. K= S(/) — cumme-
TpUYecKasl rpyrnmna rojcTaHoBoK Ha [. [lns kaxgioro g € K onpenenum f,,
MONOXKWUB 14 (i, i, ..., ij) U3 M

_f‘;r(jl'.‘ -*.21 rera ':L} :g(':l)'s g(Iz}'s LREE] g("lﬁ.)
[Tomoxum JOIMOTHHUTEIBHO
f(fl': 'i2‘ bis ] 'iﬁ.‘ g) :f;{('i]'s 521 meey fi)

uY=fM={(i, i, .., i, g:gec S, (i, i, ..., i;) € M}. Takum oGpa3zom,
HaMmu onpenened mmdp A = (M, S(1), Y, f) npoctoii 3ameHbI, Goslee TOUHO:
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anrebpanyeckas Mofeb mKdpa MPOCTOil 3aMeHbI ¢ MHOKECTBOM OTKPbI-
ThIX TeKCTOB X = M.

Iughp nepecmarnoexu. Ionoxum X — MHOKECTBO OTKPHITHIX (comepKa-
TENBHBIX) TeKCTOR B andasute [ nmuHbl, KpatHoit T. K = St — cuMMmeTpu-
YecKas rpyrina nojacTaHoBOK cTeneHu T, Wi g € St OnpeaenuM f,, MoIoXKUB
I (.".1., f.z., . IT) eX

.fg‘{(i]'s f‘z, weey ET) = ('ig(lj's jgiz}» reey ':g(T}};

JOOTIpeNeuM fg Ha OCTAIIbHBIX 3JieMeHTax U3 X 1Mo MmpaBuiy: TEKCT X € X
JOEUTCS Ha OTPE3KH MIMHBI T M KaXmblil oTpe3oK mIuHBL T mmdpyetcs
Ha KJII0Ye g 10 yKa3aHHOMY BbIllie 3aKoHy 1mudposanus. [lociaenoparenb-
HOCTb, COCTaBJIeHHAst 13 OYKB 06pa30B 3amndpoBaHHBIX CIIOB, SBISIETCS
M poBaHHBIM TEKCTOM, COOTBETCTBYIOIIUM OTKPBITOMY TEKCTY X M KITIO-
uy g. Takum obpazom, HaMu onpeaeneHa dyHKIuA f: X x K — Yu mmdp ne-
pectanoBkH (X, Sy, Y, f). lng mmdposanus Tekcra IUIMHBL, HE KpaTHOM T,
€r0 JOTIONMHSIOT GYKBaMU 10 ITUHBL, KpaTHO 7.

Hughp eammuposanus. Iycts OykBol andaputa / yrmopsanodeHsl B HEKO-
TOPOM €CTECTBEHHOM TMopsiake. « OTOXIeCTBUM» HOMEPA 3TUX OYKB ¢ caMi-

mu 6ykBamu. To ects popmanbHo mogoxum F={1,2, ..., n— 1,0}, |I|=n.
IMonoxnm X — HEKOTOpPOe MOAMHOXECTBO MHOXecTBa /£, K = IL. [lns kimio-
4a Y = vy, Y2, ..., ¥z U3 K M OTKPBITOTO TEKCTA X = iy, iy, ..., i; U3 X TIONOXKHUM

Sy, by oy i) = Y1, Y2y ooy Yo, TAE Y; = i+ y;mod (n), j € {1, ..., L}. Unorna
no/ mupoM raMMUPOBAHUSI MOHUMAIOT U CJIEAYIONIHE CIIOco0B! mudpo-
BaHMS: y; = [; — y; ¥, = ¥ — [;mod (n).

Homounoti wugpp. Hluhp nomounoii 3amenst. Beenem cHauana BCro-
morateneHselit mmdp (1, I, ¥, /) nna mmdbporanus 6yks andasura [. s
Kiwouay, € I' 1 6ykBeI (oTKpBITOTO TeKeTa) { € /1 poBaHHEIN TEKCT UMe-
et B fy (/) = y. O603HaunM uyepe3 K — MHOXECTBO KITIOYEH MOTOYHOTO
mwngpa. s HatypaabHoro uucna L BeegeM otodpakenue ®@: K — It s
(hukcuposantoro kmova y € K nomoxum ©(y) = vy, v, ..., 1. Homounuwiii
wughp (1L, K, F, Y') nns senomoratenbHoro mwmdpa (X =1, K=T, Y, f) mud-
pYeT OTKPBITBIH TEKCT #1, i, ..., iy Ha Kimode ¥ € K o mpasuiy

FX(‘:IS 1.25 reey If_) :ﬂl(fl)eﬂZ(‘:E)e '"'!f{ﬁ.('iﬁ.}s
rae fy(i) = f(, y).

Homoumnbim wiugpom 3amervl Mbl HA3bIBAEM IMOTOYHBIH U P, AT KOTO-
poro onopHslii wndp umeet Bun (X=1, K=1, Y= 1 f), a (ff)yer — cemeii-
CTBO ToACTAaHOBOK Ha /. [TpuMepaMu MOTOYHBIX MIUGPOB CIYKAT MIHGPEBI
raMMHpOBaHuUs, IHPLI IPpOcToii 3amMeHbl. [loTouHblil IU(P ¢ OMOPHBIM
mncdpom Buna: 1= K= {1, 2, ..., n}, f(i,y) =i + ymod | /| TaK e Ha3bIBAIOT
mmdpoM rammupoBanus. [Ipu 3ToM ycioBHO pa3nmuyaloT MporpaMMHBIN
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i p rammuposanud, B cayuae | K| < | I|F, u cayuaitnsiit mmmdp raMmupo-
BaHus, B crydae K= I', ® — ToXIecTBEHHOE 0TOOPaXKEHHE.

Bosnee obiiiee MOHATHE MOTOYHOTO ITH(pa COCTOUT B TOM, YTO B Kaue-
CTBE MHOXKECTBA OTKPBITBHIX TEKCTOB PACCMATPUBAIOTCS BCE MTOCIEI0BATEhb-
HocTu andasuTa I AIWHEBL, He peBocxoasmieit Hekotoporo L(0).

Hna mmdposanus TekcToB AMMHEL L ucnone3yerca ramma D, (y) = vy,
Y2, --» Y- Takum o6pasom, ucnonssytores L dyuxkumit @, j € {1, ..., L(0)}.

Ilpouzeedenue mugpos. [1poussenenuem mudpos A, = (X;, K|, ¥, /1),
A, = (X,, Ky, Vs, f5), Y < X, waseiator mmgp A = (X}, KixKs, Y, f), nna
kotoporo f (X, (X1 %)) = A (A6 %2)s (i, 02 € Kixk.

Tpanzumuenocms wmughpa. lubp A = (X, K, Y, f) HazwiBaloT mpan3su-
MUSHbLIM, €CIIN TIpU MI00bIX X € X n y € Y Haiinercsa y € K, npu koTopoM
f(x, ) =y. Ucxons u3 BBeleHHBIX OINPENENIeH I, IETKO J0KA3bIBAETCs, YTO
[UTS TPAH3UTUBHOTO 1Mchpa

|X|<|Y|<|K].

Ocnoeubte napamempnt wughpa. Pan tpebopanuii K mudpam hopmMyam-
PYIOTCS € HCIIOIB30BAHKEM [IOHATHI{, TOYHOE OMpeAeAeHHE KOTOPBIX OyaAeT
JaHo mo3nHee. Tem He MeHee, HA KAYeCTBEHHOM YPOBHE MOHMMAaHUSA 3TH
nmapaMeTpbl MOXKHO TPAKTOBATh CICAYIOMNIMM 06pazoMm.

Cmoiikocme wughpa. Pan muppoB gBASIOTCS COBEPLIEHHBIMH B TOM
CMBICITE, UTO MOJT0XKEeHHUE TIPOTHBHUKA, CTPEMSIIIETOCcs K UX aemmndposa-
HUIO, He ob/lerdaeTcs B pe3yibTaTe rnepexsaTa MHdpoTeKeTa, TO eCTh Ha-
JUYHE KPUIITOTPAMMBI HE YMEHBIIIAeT HEOTIPEASTeHHOCTH B BO3MOXKHOM
BEIOOpE OTKPBITOTO TeKCTa. Takue mudpbl OTHOCAT K TaK HA3BIBAEMOMY
Knaccy meopemuyecku cmolikux g pos. Paa mmdpos, a 3170 MHOTHE TPaK-
TUYECKH MCTIONb3yeMble N PHI, TAKOBBI, UTO 3Ta HEOTIPEIeIEHHOCTh TIPH
nepexBadeHHON KPUMITOTPAMME TOTHOCTBIO MCYE3aeT, TO €CTh CTAHOBHUTCS
W3BECTHBIM, YTO JaHHAas KPUITOrpamMMa MOKeT OBITh MofydeHa mudgpo-
BAaHMEM TOJBKO €IWHCTBEHHOTO OTKPBITOTO TeKCTa (HEM3BECTHO TOJIBKO
KaKOro). ¥YpoBeHb CTOMKOCTH TAaKMX CHUCTEM OILIEHMBAETCs TI0 3aTpaTam
BpeMEHHM U CHJI, HEOOXOAMMBIX [Tl TIOTYYEHUST 3TOTO eAMHCTBEHHOTO OT-
KpBITOro TekcTa. [1pu Gombiux 3aTpaTax MM Manoil BepOSTHOCTH ycriexa
B genrcpOBaHUU TOBOPAT, UTO UMD HpaKmuuecku cmolKui.

Obsem karoua. Kitrou mmdgpoBaHus (OH e K04 paciindpoBaHus) 01~
JKeH OBITh He U3BECTEH MPOTHBHUKY U HAXOMUTHCA KAK B TTepeaatoleM myH-
KTe CBSI3M, TAK U B MpUeMHOM nyHKTe. QOOBIYHAS MPAaKTHKA UCTIOTb30BAHHUS
KJIIOYa COCTOUT B TOM, YTO OH UCIOJB3YETCs KAK OMHOPA30BBIN IITIPHIL —
€AMHOXIBL, MPU MWHEGPOBAHUH JTULIE OTHOTO OTKPBITOTO TeKcTa. [Lis pery-
JIIPHOM CBSI3U KOPPECTIOHACHTOB, CIeI0BATENBHO, HAO0 UMETh B UX TTYH-
KTaxX CBSI3M JOCTATOYHO OOJIBIIIOE KOJIMUYECTBO KJTIOUEi, TO €CTh MOJIKHA
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peraThbes 3a1a4a CeKPeTHOM NOCTAaBKM KITI04eil. DTa 3amada pemaercs 60-
Jiee TIPOCTO, €CU 00beM KaXKI0TO KII04Ya CPABHUTEIHLHO HeGOBIIOIH.

CroxcHocmb 8bINOAHEHUA Onepayuil wugposanua u pacuiugposanus. DTH
omnepanny J0JKHBI OBITh TIO CTTOCO0Y BBITTOMHEHUS MO BO3MOXKHOCTH TIPO-
cThIMHM. EC/TM OHM BBHITIOTHSIOTCS BPYYHYIO, TO UX CJOXKHOCTH TMPUBOIMUT
K GOJIBIIIMM 3aTpaTaM BpeMEHH HA UX BBITTOJIHEHUE U TIOSBICHWIO OMINOOK.
IMpu ncnons3oBaHUM MGPOBATLHON amMMmapaTypbl BOZHUKAKOT BOMPOCHI
0 MPOCTOTE TEXHUUYECKOW peannu3aliii anmnaparypsl, e CTOMMOCTH U O JI0-
CTUKEHUH HEeoOXOAMMOI CKOPOCTH BBIMTOJTHEHUST OMepalinii, CBI3aHHBIX
¢ TIpolieccaMy U POBAHUS U paciIu@poBaHus.

Paspacmanue uucaa owubok. B HexkoTopeIx THMax mudpos ommudka
B 07HOI OyKBe, AOTYIEHHAS MPU MHdPOBAHUM, TPUBOIUT K GOIBITOMY
yuCTy omuboK B paciindpoBaHHOM TeKcTe. Takue ollIMOKYM pa3pacTaioT-
cs1 B pe3yJibTaTe omnepaiuii pacirndpoBaHus, BbI3bIBas 3HAYUTEIbHYIO TTO-
Tepio MHGOPMAIIUK, U YacTo TpebyeT MOBTOPHOTO 3amindpoBaHus TEKCTA
u Tiepegauu HOBOM KpunrorpaMMbl. EcTecTBeHHO, ipH BeIbope mudpa as
CBSI3M CTAPAOTCI MUHUMU3MPOBATh BO3pAaCTaAHUE YHCJIA OITHOOK.

Ilomexoycmoituugocms wiughpa. Ilpu nelicTBUM NoOMeX B JTHMHUSIX CBA3U
MPOUCXOTUT UCKAXKEHUE TeKCTa KPUINITOTPAMMBI, YTO MPUBOIUT TIPH pac-
i poBaHUN K UCKAXKEHUSIM OTKPBITOTO TEKCTa, a 3aUacTyi0 U K HEeUHMTa-
eMocTH TekcTa. CBOMCTBO mIHdpa MPOTHBOCTOATH pa3pacTaHUIO OMIUOOK
npH paciinpoBaHUHM TEKCTOB HA3BIBAIOT HOMEXOYCMOUHUBOCIIBIO.

Hmumocmoiixocms wiughpa. K akTHBHBIM IeHCTBUSM MPOTHBHUKA B Ka-
HaJle CBSI3M OTHOCAT €T0 TOMBITKA HABSI3aTh A00HEHTY CETH CBSI3U JTIOKHYIO
uHbOpMaALHI0. DTO AeNaeTcs MyTeM UCKAXeHUs MMU{POBAHHOTIO TEKCTa
B KaHaJle CBA3H, TMOO0 eTO 3aMeHe Ha paHee MepeaaHHbli mudpoTekcT. bui-
BAIOT W [IpyTHe AeCTBUS MPOTUBHUKA, BEIyIIHE K MPUHSITHIO JIOXKHOW WH-
opmarnu. [Iudpsel, obnagaoiire cBOMCTBOM MPOTHBOCTOSITE MOTBITKAM
HaBsI3bIBAHMS JIOXKHOM MHGMOPMAIIUK, HA3BIBAIOTCS UMUMOCMOUKUMU.

Yeeauuenue obsema coobugenus. Jlng HekoTophiX mHbpoB obbeM co-
0D1IeHUs YBETMYMBAETCS B pPe3yJbTaTe Orepaluu Mu@poBaHus. JTOT He-
JKeJlaTenbHbIH 3¢ deKT MposiBisgeTcs, HAMPUMeEp, TIPU TTOTIBITKE BEIPOBHSATH
CTATUCTHUKY COOBIIeHUs TyTeM T00aBIeHUS HEKOTOPBIX BCITIOMOTATENbHBIX
CHUMBOJIOB («ITYCTHIIIIEK») MU TIPU PAaHAOMU3AIIUN OTKPHITOTO COOBIIEHMS,
TO €CThb, IO CYTH, IPUMEHEHUS K HEMY HEKOTOPOTO MPOMOPIIMOHATBHOTO
Koza.

OcnogHubte ceolicmea Modeau wugpa. BaxHeiM K1accoM MIUGMPOB SBIISI-
€TCs BBEIEHHBIE BbILLE TAK HA3bIBAEMbIEC MPAH3UMUGHbIE WUDPbI, TO €CTh
mndpbl, 4151 KOTOPBIX ypaBHeHHe f(x, }) = y pa3pelliuMO OTHOCHTEIbHO
¥ € Knpu mob6six mapax (x, ¥) € X' x Y1 Tak Ha3bIBaeMble /-TPaH3UTUBHBIE
mudpel, WHOPL, IS KOTOPEIX CUcTeMa ypaBHeHWH f(x(j), ¥) = ¥(j),
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je{l, ..., f UMeeT pellieHUe OTHOCUTENBHO ¥ € K 117151 TI0OBIX MTOIMHOXECTB
{x(1), x(2), ..., x(f)} < X MmourHOCTH 1 MOGKBIX moaMHOoXecTB {V(1), ¥(2), ...,
y(1)} < ¥ momHocTH 1.

Hpyroii BaxHBIH K1ace LKH(POB MPeacTaB/sAI0T TaK Ha3blBaeMble IHOO-
mopghubie wiughpur (TepmuH npennoxun K. [lenHoH), To ecth mmdpsr (X,
K, Y, f), nnst KOTOpPBIX MHOXECTBO OTKPBITHIX TEKCTOB X COBMamaeT ¢ MHO-
kecTBoM Kpunrorpamm Y. [ng takux mmdpos (X, K, Y, f) Kaxnoe mipe-
obpazoBanue fy, y € K siBnsiercsa 6uekuueii X B X (momcrtaHoskoii Ha X).
MHoxecTBo Takux dOnekuuii obosznaqaiot yepes [1(K, /) = {fy: x € K}, acam
sHnoMopdHsIit mmndp — yepes A = (X, [1(K, f)) u Ha3BIBAIOT HOJCMaHOB0Y -
Hoit Modeawio dHIOMOpdhHOTO mHdpa. [Tpu 3TOM TToa KiTF0uoM 3Toro mudpa
noHuMaroT ouekuuio n € (K, f). ¥paBHeHue mmndporaHUA 3aNMHUCHIBAIOT
B BHJE TX = y, ypaBHeHUe pacuiindoBaHMs 3aMMCHIBAIOT B Buie 'y = x.

DHaoMopdHEIH 1HdP, ¥ KOTOporo MHoXkecTBo moncraHoBok [1(K, f)
SIBITSICTCST CMEXKHBIM KJIACCOM TI0 HEKOTOpoit moarpymre u3 S(X), Ha3sBaloT
2PYHROBBIM WUDPOM.

TpauzutuBHBIH WP, 1151 KoToporo | X| = | K| Ha3bIBAIOT MUHUMAALHBIM
wughpom.

Hnst sndomopghnvix wiughpos A, = (X, [1(K,, f)) A, = (X, [1(K5, f3)) ucnons-
3YIOT TOHATHE Hpouzeedenus wugpos A, x A, = (X, II(K,, f)) x II(K,, f»)), rae
(K., f) x TI(K,, /) ={nny: w, € (K}, 1), T, € [I(K,, f5)}. OueBuaHO, mipo-
u3BeAcHUE 3HIOMOPGHBIX HTU(POB GYIeT TPAH3UTHBHBIM ITHMPOM, €CIH
TAKOBBIM SIBISETCS XOTsI OBl OTUH M3 HUX.

Kmoun 5, ¢ wudpa (X, K, Y, f) naseiBatotcs skeueasrenmubimu, ecim
npu 10bomM x € X

SO 0) =70 o).

Beposmuocmuas modeav wughpa. OqHo M3 BAXXKHEHIINX NPEANTON0KEHUI
K. llleHHOHa MpH MCCNETOBAHUM CEKPETHBIX CUCTEM COCTOSITIO B TOM, YTO
KaKIOMY BO3MOXHOMY Iepe1aBaeMoMy COODIIEHHIO (OTKPBITOMY TEKCTY)
COOTBETCTBYET alpHUOpPHAasi BEPOATHOCTD, OTMpeaeseMas BepOsSTHOCTHBIM
MPOLIECCOM TIONMYyYeHHUs COOOIIEHUA. AHATIOTUYHO UMEETCS M arlpUOPHBIE
BEPOSATHOCTH MCIIO/Ib30BAHUS PA3TUYHBIX KII0UeH 1mudpa. DTH BeposT-
HOCTHBIE pacTpeneeHus] Ha MHOXKECTBE OTKPBIThIX TEKCTOB M MHOXKECTBE
KJIIOUeil XapaKTepu3yloT alpUOPHBIE 3HAHUS KPUTITOAHATUTHKA TTPOTHUB-
HUKA OTHOCUTENbHO ucnonb3yemoro mugpa. [pu stom K. [llenHon npen-
moJiaraj, 4To cam mrudp U3BeCTeH MPOTUBHUKY.

OITPEOENEHHWE. Beposmuocmuoii modeavio witighpa HA3BIBAETCS €ro
anreOpanyeckass MOMeNb C 33JaHHBIMH TUCKPETHBIMH, HE3aBUCHMBIMH
BEPOSITHOCTHBIMU pactpeneneHuaMu P(X) = (p(x), x € X), P(K) = (p(y),
v € K) Ha mHOXecTBax X u K.
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EctecTBeHHO, BeposaTHOCTHbIE pacrnpedeneHus Ha X u K uHmyuupy-
10T BepoaTHOCTHoe pacrpeneneHue P(Y) = (p(y), y € Y) Ha Y, coBmect-
Hele pacnipeneneHus P(X, K), P(X, Y), P(Y, K) u ycinoBHBIe pacripeneieHHs
P(X/y) = (p(x/y), x € X) u P(K/y) = (p(1/y), 7, € K).

BepositHOCTHOI Momenu mmdpa COOTBETCTBYET TAaK Ha3bIBaeMast Md-
mpuua (p(y /x)) pasmepa | X| x | Y| nepexoonsix eeposmuocmeii wugppa, co-
CTaBJIEHHAsI U3 YCIOBHBIX BEPOSITHOCTEH p(y /X) — BepOSITHOCTH 3aurud-
POBaHMSA OTKPBITOTO TEKCTA X B KPUIITOTPAMMY Yy TIPH CIy4aifHOM BbIOOpE
kmoda y € K B cootBeTcTBHM ¢ P(K).

Cosepuiennvie wugppet. Tlpu onpeneneHUM TEOPETUYECKOH CTOMKOCTH
g pa UCTIONB3YIOT BEPOSITHOCTHYIO MOJENb MKU(pa U CIeIyollHe pac-
CYXKOeHUs.

3Has mdp 1 anpuopHbIE BEPOSATHOCTH OTKPBITBIX TEKCTOB W KJIIOYEH,
obyagas repexBaroM WU(PTEKCTa ¥ € Y, MTPOTUBHUK MOXET BBHIYMCIUTH
VCIIOBHBIE BEpOSITHOCTH p(x/y) npu Beex x € X. Ecmu npu 3TOM oKaxkeTcH,
4yTOo OOuMH U3 3neMeHTOB X(0) ux X WMeeT 3HAYWTENBHYIO BEPOATHOCTb
p(x(0)/y) = 1 — &, a Bce ocTanbHBIEC 3JIEMEHTHI HX X, BMECTE B3AThIe, MMEIOT
BEPOSITHOCTh 2 P(X/Y) = g, TO 9TO O3HAYAET, YTO C HANEKHOCTBIO 1 — &

xEx(0)

HaAKIEHO UCTUHHOE OTKPBITOE coobuieHue. B 3TOM cMbIcie TOBOPAT, 4TO
nemnd)poBaHUE CBOAMTCS K BBIYMCIEHUIO allOCTEPHOPHBIX BEPOSITHOCTEH
p(x/y) nmpu Bcex x € X. Hanpotug, ecnu okaxertcs, 4To npu doboMm x € X
BBITIOJIHSIETCS PABEHCTBO p(X/y) = p(x), TO mepexBadeHHAast KPUIITOTpaMMa
V He HeceT HUKAaKoi nHhopManun o6 oTKpbIToM coobieHuu. Ecnu ato pa-
BEHCTBO BBITIOIHSIETCS JOTIOJIHUTENILHO W TIpH J1I000M y € ¥, TO 3TO cBUAE-
TETBCTBYET O BBICOKOH CMOCOOHOCTH MIM(pa MPOTHBOCTOSITH MOTBITKAM
nemnd)poBaHMS, TO €CTh O BBICOKON KpunrtoctoiikocTu 1udpa. [Mocnen-
Hue mmgpst K. [lleHHOH Ha3Ban «coBepIIEHHBIMUY HIM(pPaMU.

OIMTPEOENEHHME. Wudp (X, K, Y, f) ¢ BepoITHOCTHBIMU pacripeaese-
HusiMu P(X) = (p(x), x € X), P(K) = (p(y), x € K) Ha3bIBaeTcs cosepuieHHbIM
(mpu HamageHun Ha x € X mo mepexsarty y € Y), ecnu npu mio0bix x € X
uyeVt

p(x/y) = p(x).
HMcrnons3ys hopMyIy YCIOBHBIX BEPOSITHOCTEIH
p(x, y) = p(y/x)p(x) = p(x/y)p(y),
JIETKO MOKA3BIBAETCH, YTO COBEPIUEHCINEO H{Hd)pﬂ PABHOCUABHO VCAOBUNWD
py/x)=p(y)

npu mobeix x € X,y € V.
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HecnoxHo noka3eIBacTCA, YTO CBOMCTBO coBepleHHOCTH mindpa (X, K,
Y, f), y xotoporo | X| = | K| = | Y|, paBHocunbHO aByM yeioBusm: 1) p(y) =
ﬁ, 1 € K: 2) ypaBHeHue f(x, y) = ¥ ODHO3HAYHO pa3pelliuM0O OTHOCHUTETb-
HO 7 € Knipu miobbixx € Xuy e Y.

OnHUM W3 IPUMEPOB COBEPIIEHHBIX ITHU(POB SABASIETCH MIU(P TaMMHU-
poBanus X = Y= K = I' ¢ paBHOBEPOSTHBIM BEIOOPOM KITIOUA — TAMMEIL.
B kauecTBe coBepiieHHBIX HIM(MPOB BHICTYNAIOT CIEAYIOIINE IUMPHI TIPO-
cToil 3aMeHbl ¢ MHOXecTBOM Kmouelt K = S(/) (S(/) — cummerpuyeckas
rpynmna MnoacTaHOROK Ha [ ¢ paBHOBEPOSATHLIM BEIOOpOM Kimioua: 1) X= [ —
andaBuT TekcTa; 2) X — MHOXKeCTBO Beex ciioB andgaeuta [ inuHel L, He co-
JepkaIIuX ONUHAKOBBIX OYKB.

Cnocobovt npedcmagaenusn pearuszauuii mughpos. B coBpeMeHHOM MHpe,
roBOpS O peanu3aluax MUdPoB, OOBIYHO YIOTPEOISIOT TEPMUHBL: HD-
patop, mudpocucTeMa, aaropuT™ MUdpoBaHus, mporpamMma mudpo-
BaHus. [locnenHue nBa nMBa MOHATHS 0OIIEU3BECTHBI U HE TPEOYIOT 00b-
acHeHuii. [lepBeIit TepMuH yroTpebnserca Mg yKazaHMS COOCTBEHHO
yCTpOiicTBa, peaqu3yloliero mpolecc ugpoBaHusg M paciiudpoBaHus
3anaHHoro mwmdpa. TepmuH ke mudpocucTeMa uUcmonb3yeTcss B Oosee
IIMPOKOM CMBIC/IE KaK 00O3HAUYeHHEe BCEero YCTPOMCTBA, BKIIOYAKOIIETO
B ce0s M yCTpoiicTBa, NpeHA3HAYEHHbIE IS [TpelBapUTe/IbHON 00paboT-
KM ITHGPYEMBIX «TEKCTOB», TAK M PAI APYTUX BCITOMOTATETBHBIX YCTPOHCTB
BBOJA U BbIBOAA WHGopMaliu. TepMHUHBI K€ KPUNITOCXeMa, IIHUPYIOINi
aBTOMAT SIBIAOTCA crieMUIeCKUMH 1 Manon3BecTHBIMU. JI1s 3amucu 3a-
KOHOB (DYHKIIMOHUPOBAaHHUSI IU(paTopa UCIONb3YIOT CXeMHOE OIUCAHUE,
cocTosIlLee M3 NPSIMOYTOIbHUKOB ¢ HAANMUCSAMHU Y3710B U 0I0KOB 1udpa-
topa. [Tpu 3amaHHOM X MaTeMaTUYECKOM OMUCAHUH (DYHKIITHOHUPOBAHUS
omnucaHue (QYHKIIMOHMPOBAHUS MMMpaTopa 3agaeTcsl yKasaHUeM CBsI3eH
MEXKIy OTAeNbHBIMM OokaMu U y3naMu. COBOKYIMTHOCTh OJIOKOB ¢ 3alaH-
HBIMHU CBSI3SIMM W OTTMcaHHeM (DYHKIIMOHUPOBAHUS KaXI0T0 OJIoKa 00bIv-
HO W Ha3bIBAIOT Kpunmocxemol mudparopa. B Takux onucaHusx npecie-
IYIOT 11eJIb YKa3aTh NPUHIUI (DYHKITMOHUPOBAaHUA U@ paropa U 0ObIYHO
HE YKa3bIBalOT KOHKPETHBIE, YUCIEHHBIE 3HAYEHUS BCEX MapaMeTPOB Y3108
1 OJI0KOB.

B takom Buae MOXKeT ObITh MpeACTaBIeHA MPUHIIMITHATIBHAS KPUTITO-
cxema nomouHoz2o wugpamopa (puc. 2.8).

Vrpapnaiomuii 610K TpegHa3HauYeH UIS BHIPAOOTKM VIIPABIAIONIEi
nocienoBaTeNbHOCTH WHdpyonmM omokoM. [Hudpyommii 610k nipen-
Ha3Ha4yeH s 3ainpoBaHUSA CHMBOJIOB OTKPBITOTO TEKCTA C TTOMOIIbIO
YTIPaBJISIONIEH MOCTeN0BaTeIBHOCTH.
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OTKpPBITHIIT
l TEKCT
VTIPABIIAIOLUIMH BJIOK > MHOPYIOUIUMA BIOK | —»
v Kpunro-
TIPABRISAOIIAS R

MoOCNEI0BATEIbHOCTD

Puc. 2.8. [IpHHIUIHANLHAS KPUIITOCXEMA TTIOTOUHOTO WHppaTopa

Karovom kpunmocxembt MOXET SIBIATHCH, HATIPUMep, 3aTTOTHEHHE TTaMsI-
TEH y3710B K OJIOKOB, COCTaB/SIIIKMX YIPaBIAKIIWI OM0K, a B pAle Cly-
yaeB M 3aKOH UX yHKIMoHUpoBaHus. Hike 6ymeT ykazaHa KpUIITOCXeMa
U APYroro kiacca mrmdpoB — GJ0YHBIX HTH(POB.

g onucanus GYHKIIMOHMPOBAHUS TUCKPETHBIX YCTPOIMCTB, peannsy-
FOIITMX Mpoliece MudpoBaHUS WIH PEaTU3YIONINX OTAeTbHBIE 610KHU -
patopa, 3a4acTyio TPUMEHSIOT A3BIK MEopUU agmomMamos.

OITPEAEIIEHHE. Tpu KoHeYHBIX HEMYCTBIX MHOXKecTBa X, 5, Y, npa
ceMelicTBa otobpakeHuit () €y, (fi)v€x, i S— S, fi: §— ¥V, x € Xunpu-
BOOWMMBII HUXe 3aKOH (DYHKIIMOHWUPOBAHUS HA3BIBAIOT KOHEYHbIM AGHO-
mamom (Koneunbim asmomamom Muau) n obo3Haualor uyepe3 A = (X, §, ¥,
(h.t).tc)(-: (f;r)ch)-

[MonaratoT, 4TO aBTOMAT MOAETUPYeT pabOTy MHOTHX JMCKPETHBIX
YCTPOMCTB, MPU 3TOM MHOXECTBO X Ha3bIBAlOT BXOAHBIM aidaBUTOM aB-
TOMATa, .5 — MHOXECTBOM COCTOSTHHI, Y — BBIXOOHBIM andaBUTOM aBTO-
mata GYHKUUM (A ).y, (fi)rex HA3BIBAIOT, COOTBETCTBEHHO, YACTHYHBLIMHU
(hyHKIIMSIMH TTepexoa0B U BLIXOTOB aBTOMara. ABTOMAaT A (hyHKIIMOHHMpYET
B TUCKpeTHOM BpeMeHHu I € {1, 2, ...}. [Ipu BXomHOI1 mocienoBaTeTLHOCTH
P=2Xx1, X, ..., X; € X 1 HAYATLHOM COCTOSIHHHU § = 5| € S aBTOMAT BbIpabaThI-
BaeT MOCAeI0BATEIbHOCTb COCTOSTHUI Ay (s, P) = sy, 85, ... (mocaeqoBaresb-
HO HAXOMMTCH B COCTOSTHHSAX Sy, §3, ...) M BBIXOOHYIO TIOC/IEIOBATETbHOCTE
A(s, PY=y, ¥, ... . [IpaBuna momyueHHs 3TUX TOCTEA0BATEIBHOCTEH TAKOBHI:

8§ = hy1s| — 0o0pa3s s, Ipu oTOOpaXeHUH Ay, i1 = hys;, j € {1, 2, ...},

Y1 = fus1 — obpa3 5| Ipu 0TOOpaXeHUHU fy, ¥y = fys, j € {1, 2, ...}

B cnyuae f, = f,- s mo0ObIxX x, x' € X aBTOMAaT A HA3LIBAIOT A8MOMAMOM
Mypa.

A8MoHOMHBIM KOHEUHBIM A8MOMAMoM Ha3bIBAIOT TBOWKY KOHEUHBIX MHO-
xkecTB S, Y'u nBa otoOpaxkenus: h: S — Sudi: S — Yu obo3Hauator yepes A =
= (5, ¥, h, 1). B pange caydaeB UCTIONB3YIOT U IPYTOE OTpeneaeHue: ABTOMAT
A= (X, 8, Y, (h).cx, (fo)ccx) HA3BIBAIOT ABTOHOMHBIM B caIydae, korga | X| = 1.

Jl;11 aBTOMATa OTIPEAENSIIOT €r0 2pagh nepexodos. COBOKYITHOCTh TOUEK
Ha TUTOCKOCTH, 0603HauYeHHBIE COCTOSTHUSIMM aBTOMATa, HEKOTOPhIE U3 KO-
TOPBIX COEMMHEHBI OPUEHTUPOBAHHBIMU pebpamu (cTpenkamu —). Ha pe-
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6pe, COeMMHAIOIIEM COCTOSTHUE § C COCTOSTHUEM §', CTABATCS IBE TIOMETKH:
x/y, Toe X ¥ y onpeneacHsl U3 COOTHOIIeHui A, s = s', f,5 = y. [lepexon u3 co-
CTOSTHUSI B COCTOSIHME TIO CTPEKaM HasbIBaeTcd Hymem B Tpade mepexo-
noB aBToMmaTta. [1yTh ompeaensieT mocaeq0BaTeNbHOCTE COCTOSTHUM Ay(s, P)
¥ BRIXOIHYIO TOCIeO0BaTeILHOCTE A(S, P), OTBeYarOLIyI0 BXOIHOI mocie-
nJoBaTebHOCTH P aBToMaTa A 1 ero HauaaTbHOMY COCTOSTHHIO §; = 5 € .S.

OTMeTHM, 4TO 3agaHKe ceMelicTBa oToOpaxenuit (A,), v, ((f.), x)) paBHO-
CUJILHO 3anaHuio oTobpaxkeHud h: X x § — S, h(x, 5s) = h(s) (aHATOTUYIHO,
fXx85->Y,f(x,s) =f(s)). B cBa3u ¢ uem yaiie aBToMaTt A OMpeneasaior
tpems mHOXkecTBamu X, S, ¥, neyms orobpaxkenusmu b, f A= (X, S, ¥, h,f)
¥ 3aKOHOM (DYKIIMOHHPOBAHUSL.

O6o3HauuM yepe3 X* MHOXKECTBO BCeX CJTIOB KOHEUHOM MTHHEI B anda-
BUTe X. ABTOMAT A ¢ HAYANBLHBIM COCTOSTHUEM § 331aeT OTOOpAXKEHUE (@
X* — Y* umenno, ooa P e X*

(\DAs(P) :A(S'! P)

Takue oTobpakeHH HA3bIBAIOTCS KOHEYHO-ABTOMATHBIME, MJTH TIPOCTO
agmMoOMamHbIMU.

[Tpu ¢pukcupopaHHeIX MHOXecTBax X, .5, Y aBromar 3amaetcsa otoOpa-
xeHusaMu A, f. Tlpu momenupopaHun GYHKUIMOHUPOBAHMA HIndpaTopa,
WJIM €TO KPUTITOCXEMbI KOHEUHBIM aBTOMATOM HAaYalbHbIE COCTOSHUS ABTO-
MaTa MOJIEJIUPYIOT TAK HAa3bIBAEMbIE YACTH KJTH04a, HHOTIA U BECh KJTIOY,, 3a-
KJTIOUEHHBIH B MAMATH KPUIITOCXEMBI, YaCTh K€ KITI0Ya «TOTMKH KPUIITOC-
X€MBblI», MHOT/IA M BeCh KJTI0Y, MOACTUPYETCs BBIGOpoM (hyHKITHI TTepexoa1oB
h, fasTomaTa. [1pu 3TOM MoNarawT, YTO BXOAHBIMHU ITOCIEN0BATENBHOCTAMHA
aBTOMATA SIBISAIOTCH OTKPBITHIE TEKCTHI, MOAIEKAINE TH(PPOBAHUIO, a BbI-
XOMHBIE TMOCIEI0BATEIBHOCTH aBTOMATa TPAKTYIOTCSl KakK 1M pPOBaHHBIE
TEKCThl, COOTBETCTBYIOLIME OTKPBITBIM TEKCTaM M Kiovam. [Ipu mone-
JUPOBAHUU GJIOUHBIX MNGPOB OTKPHITHIMU TEKCTAMM SIBISTIOTCS HAYallb-
HbIE COCTOSIHUSI aBTOMATa, KITFoUaMK (PayHIOBBIMU KJTIOUAMH) SIBISTIOTCS
anemeHThl aidhasuta X. [llndpoBaHHBIM TEKCTOM, KOTOPBIH COOTBETCTBYET
OTKPBITOMY TEKCTY M TTOC/IEIOBATEIbHOCTH P payHIOBBIX KIIOYeil, SIBIsIET-
s 3aKJTIOYMTEIBHOE COCTOSTHUE aBTOMATA, COOTBETCTBYIOIIEE HAYATBHOMY
COCTOSIHMIO M BXOZHOI nocienoparesbHocTH P. bonee nonHoe npeacras-
neHre 06 aBTOMAaTax YMTATE/Ib MOXET COCTAaBUTh, O3HAKOMMBIIUCE C M3-
JaHHBIMU MaTepuajaMi aBTopa.

[Mousatue wugpyrowezo agmomama TpakTyeTCsl HEOAHO3HAYHO.

Ilepsoe onpedenerue COCTOMT B TOM, UTO WUGPYIOWUi agmomam ecTb
MHOXECTBO aBTOMATOB A(F), F € R ¢ HAYAIBHBIMM COCTOTHUAMMU S(¥) € S(F).
Takoe omnpenaenreHUe paBHOCHIBLHO TOMY, YTO IO ITH(PYIOIIIUM aBTOMATOM
MOHUMAIOT HEKOTOPOE MHOMNCECHB0 AGMOMAMHBIX OMOOpadCceHUlil MHOXKe-
CTBA OTKPBITHIX TEKCTOB B THM(GPOBAHHBIE.
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Bmopoe onpedenenue nnpyioiero aBToMara COCTOMT B TOM, UTO aBTO-
MaT A = (X, S, Y, (h)rex. (F)eex) ABASICTCH WikhpYIOWUM GGMOMAMOM, ecal
e2o agmomamusie omodpaxcenus ¢, s X* — Y* s € S asaaromes unsexmus-
HbiMy 0TOOpakeHusMU. Takoe omnpemeneHne COTTACYeTCs ¢ OMpeneaeHueM
udpa (X, K, Y, f) B TOM cMBICIIE, YTO B KauecTBe 0TOOpaxkeHU i fy OepyTes
aBTOMATHBIE HHBEKTHBHBIE OTOOpaKeHUSI.

Hns Gonblreii oOIIHOCTM MHOTIA BTOpPOE oOmpeaeneHue 0006IIaoT.
HMmeHHo paccMaTpuBaloT aBToMaThl, Yy KOTopeiX X =T x [, rme I' — andasur
BHEIHEN 4acTH KITI0Ya, 4acThb KI0Ya: ¥ = Y, Y2, ..., Y1, ¥; € [ 1 — andasur
oTKpbIToro TekcTa. [Tpu ukcupoBaHbIx yacTax kmouay € 'L us € Stpeby-
IOT MHBEKTHBHOCTB 0TOOpaxkeHus /X B YL, To eCTb NpU BXOIHBIX Pa3IMIHbIX
nocnenoBaTensHOCTAAX BUuga P = (ay, 11), (a2, v2), ..., (@, yo) 1 P'=(a', v1),
(a%, v2), ..., (a', y;) TpebyioT, uTOOHI A(S, P) # A(s, P') npu mobom Haty-
pansHOM L.

BrisicHuM ycnoBusd, nmpu Kotopeix aBToMaT A = (X, S, Y, A, f) asnaeTca
G pPyIOIIUMM aBTOMATOM, TO €CTh ABTOMATHBIE OTOOpaXeHUs @4 s X* —
— Y*, 5 € S aBngoTCcs MHBEKTUBHBIMHM 0TOBpaxkeHusiMu. Jlms oTrobpaxke-
Hus f: X x § — Y obo3nauum uepes f; otobpaxkenue X B V: fi(x) = f(x, 5). Ue-
pe3 .S, 0603HaYUM MHOKECTBO COCTOSTHHIT aBTOMATa A, comepKaliee s U Bce
COCTOSIHMSA §' € §, MOCTHKMMBIE M3 § B Tpade MmepexooB aBToMaTa A, T €CTh
IUTSE KOTOPBIX €CTh TTYTH U3 § B §. Ha MHOXecTBe S; ompeeneH noqaBToMar
A;= (X, S;, Y, h, f) aBTomata A (3meck orpaHudeHHs 0TOOpaxeHui A, f 060~
3HA4YEHbI TEMHU K€ OYKBaAMH ).

C ucnonb30BaHUEM BBEIEHHBIX OTIPeAeTeHH I HeCTOKHO TOKA3hIBACTCSI.

VTBEPXIEHHME. AstromatHoe oTtobpaxeHue ¢4 ¢ X*¥ — Y*, 5 € § aB-
JIeTCs MHBEKTUBHBIM TOTIA U TOJBKO TOTA, €CJTU TIPH KaXKIOM COCTOSTHUH
5'u3 S, oTobpakeHue f; MHEKTUBHO.

B mpembem onpedesenuu non mmdpyonmM aBTOMATOM TOHUMAIOT aB-
TOMAT, MOAETUPYIONINIT yeTpoiicTBO mndpoBaHus TU60 HEKOTOPOTO €ro
610Kka. B TakoM mOHUMaHUM YCTPOMCTBO MM pOBAHUS MOIETUPYIOT ABTO-
matoM A= (X, S, Y, (h,),.x, (f.).cx), ¥ KOoTOpOTO oTOOpaxenust (h.),.y SB S
ABISTIOTCS OuekiuamMu S B S. Takue aBTOMAaTh 00BIYHO HA3BIBAIOT Hepeca-
HogounbiMu. YacTo raMMoobpasyioliiee ycTpoicTBO mndpaTopa Ha3eIBAIOT
WuehpyowUM agmomamom.

OKBMBaANEeHTHOCTb KNo4Yen wudpyowero aeTomara

OIMPEOENEHHE. CoctosiHusa s, §' aBToMaTa A Ha3bIBAIOTCS HEOMAL -
YUMbBIMU, €CITTH

A(s, P) = A(s', P)

npu 11060M BxogHOM coBe P € [*.
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ABTOMaT A Ha3bIBaeTCS HPLIBE(}EHHHM, €CJIM OH HE UMECT pa3/IMYHbLIX HE-
OTIUYHUMBIX COCTOSTHHIA.

Knioun 5, s' I_I.[PIClpr}Ol.LlEI"O aBToMaTa A Ha3bIBAIOTCS IKEUEANEHMHBIMU,
€CJIH §, §'— HeOTAMYMMBIE COCTOSTHUS aBToMaTa A.

2.3. Ocob6eHHOCTU NOCTPOEHUS
ONOYHbIX LWNPPOB

CoBpeMeHHbIE AJITOPUTMBI MG POBAHUSI BO3HUKIN Ha 0a3e pa3BUTHSA
W COBEPIIEHCTBOBAHUS MPOCTEHINNX MU(POB, TYTEM YCTPAHEHUS UMEI0-
IIUXCI ¥ HUX Kpunrorpadudeckux ciabocteit. BonblIMHCTBO coBpeMeH-
HBIX 1H(POB MOXKHO pPaccMaTpUBaTh KaK YCHUJIEHWE W MOJEPHU3ALINIO
W3BECTHBIX C IPEBHUX BpeMEH HIM(POB MPOCTOM 3aMeHbl, ePeCTAHOBKH,
0 KOTOPBIX MBI TOBOPWIIM B IIPEABIAYILINX pa3ae/iaX 3TOMH [J1aBhl.

Bcem oueBmaHA BO3MOXHOCTH memucdpoBaHus MmMdpa MPOCTOil 3a-
MEHBI B CyYae, ecli JOCTATOUYHO BEJIMKO COOTHOLIEHHE MeXay 00beMOM
MaTepuana u pasMepom andaBuTa OTKPBITOTO U MUMPOBAHHOTO TEKCTOB.
OnnHako mudp npocToil 3aMeHBI CJIOXKHO BCKPBITh, ECITH 3TO COOTHOILIEHHE
MaJio, HalIpuMep, B cllydae, KOraa IH(PYIOTCS TeKCThl eAUHUYHOMN JTHHBI
(omHa 6yksa). OTciona M BBITEKAET MOAXOMA K YCWIEHHUIO mudpa mpocToi
3aMeHBl — pa3pabaTbIBaloT WH(PEI, 17151 KOTOPBIX 3TO COOTHOLLIEHUE Ype3-
BbIYaiiHO Mano. JlemaloT 3To OAByMS crocofamu: YBEeIWYMBAOT alaBuT
6O MAaKCHMAallbHO YMEHBIIAIT 00beM COOOIIeHUs, UGPYEMOTo ¢ To-
MOLLBIO OOHOM ¥ TOH Xe 3aMeHBI.

[Tepserit myTh (yBenuyeHWe andaBuTa) pearu3oBaH B HIHUgpax MHOTo-
3HAYHOU 3aMeHbI, B KOJIaX M COBPEMEHHBIX OJIOYHBIX HIH(ppax.

[To BTOpOMY MyTH (YMEHBILIEHHE YHCTA 3HAKOB, ITU(MPYEMBIX 110 OTHOH
3aMeHe) MOIUIH MPU CO3AAHUM TTOTOYHBIX IHU(POB 3aMEHbI.

Hugpvt mHozoznauroil 3amenst. LLIndp MHOTO3HAYHOIT 3aMeHBI 3a0a€TCS
Tadum. 2.1.

Tabnuia 2.1
A b B r a
al ol Bl rl al
a2 02 B2 r2 n2
a3 03 B3 r3 n3

ad
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3mech kaxmoil OykBe OTBEYaeT HECKOJIbKO CHMBOJIOB HIH(POTEKCTA.
Ancaeut mmmgporexera Gonbile andaputa oTKpeiToro tekcera. [udpo-
BAIBIIUK, 3a1IM(POBLIBASI OTKPBITHIH TEKCT, JOJKEH BHIOPATh 7151 KAXKIOH
OYKBBEI OMHO M3 0003HAYEHWI, HAaTTpuMep, A 3ammdpoBbIBaeTcs B al, unu
Ba2, unu B a3 u T.a. JlanHslii mmudp npu rpaMOTHOM UCTIONB30BAHMH MOXET
3HAYUTEBHO BBIPOBHAThH JUATPAMMY BCTPEYAEMOCTH CUMBOJIOB B IIH(PO-
TEKCTe.

Koowi. Unes yeenuueHus andaBuTa OTKPHITOTO TEKCTA pPealM30BaHa
B konax. Kog npexncrasasier coboii nBa cnosaps. [lepBeiit cioBaps npen-
Ha3HaueH 114 3¢ poBaHus, a BTOpoil — s paciudposanus. B cno-
Bape IS 3aiiMpoBaHus B an(aBUTHOM MOPSIKE HATTMCAHBI CUMBOJIBI
andaBuTa OTKPBITOTO TEKCTA: OTAEIbHBIE OYKBbI, CI0Ba, LIEAbIE MPeI-
JIOKEHUST U U KaXKI0ro CUMBOJA yKa3aHo ero kogoobosHauenue. [1pu
G poBaHUU MU POBANBIIUK KAXIbIi CUMBOI (HJIN CITOBO, MPEIIOXe-
HUE) 3aMEHMET C MOMOIIBIO TIEPBOTO CIOBApsl HAa KOJ0oo003HAUeHHE. DTO
npeobpa3zoBaHue HeogHO3HA4YHO. CIOBO MOXHO 3aMEHUTh MO OyKBam
WK TIOMBITAThCS TTOA00paTh KOonoobO3HAUYEHUE IS LEIOTO ClIoBa WU
dbpazwr. [Tpu pacumdpoBaHUM UCTIONB3YETCA BTOPOI CI0Baph, B KOTO-
poM B aiichaBUTHOM TIOPSIAKE 3aMMCcaHbl KOA00003HAYEHUS, U paciIud-
pOBaHUE CBOJUTCS K 3aMEHE UX Ha CUMBOJIBI OTKPBITOrO TekcTa. CroBapb
MOKET COCTOSITh U3 THICSY, TECATKOB ThicAY ciioB. JlemudposBaTs Koa 10-
CTATOYHO cNoXHO. [Ins 3TOoro HeobxonquMo HabpaTh JOCTATOYHO MHOTO
maTepuana. Koabl HaxomsT onpeaeneHHOe MpUMeHEHUE, HATIPUMEDP €CTh
BOEHHO-MOPCKHE KOIbI, UTJIOMAaTHYeCKHe KOOkl U T.M. HepocTaTtok 310
cUCTEMBI IM(POBAHUS: KAXKIBIH KO — 3TO IBe KHUTH, UX HAIO Hare-
yaTaTh Oe3 oKubOK, pa3ocaaTh BCEM YUYACTHHUKAM 3aKphITOil cBsa3u. Ecnu
OfHA TaKasi KHUTA TTOMAET 3JI0YMBILIUIEHHUKY, TO KOI HAZ0 CPOYHO Me-
HSATb, CUCTEMa WHEePIIMOHHAS.

[TpomesxyToOuHBIM BApHAHTOM MEKIy MPOCTOI 3aMEHOH U KOIOM SIBJISI-
eTcd OnouHslif mudp. B HeM TekcT genuTcs Ha GIOKA U TIPOBOAUTCH TIPO-
crag 3ameHa OmokoB. Korma nnunHa 610Ka HOCTaTOYHO BedwKa, Tabmuia
3aMEHBl CTAHOBUTCSI HEODO3pUMOIl M caMy 3aMeHY MPUXOANTCS 3a1aBaTh
He Tabnauileil, a HEKOTOPBIM AJITOPUTMOM TMpeodpa3oBaHUs.

Baounsiii wiugp «oea keadpama». bnounblie Mdper, B KOTOPBIX 3aMEHSI-
JIMCh Mapbl OYKB, IPUMEHSUIM BO BpeMs BTopoil MHPOBOif BOWHBI HEMIIBI
B HU30BBIX TMHUAX cBA3U. OHU OCHOBaHBI HA OmouHoM mudpe [Mneitdeiipa
(y Hero Obu1 oguH kBazapar). [1pu urngpoBaHuM OTKPHITHI TEKCT pa3bu-
Basicsl HA OJ1OKM MO IBe OYKBBI, HATIPHUMED:

KP UI1 TO I'P AD 1A
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Kniouom siBastmuch aBa KBagpaTa, B KOTOPLIX 3allMCBIBAIICH EI.."[Cl)aBl*IT
B MPOHU3BOJIBHOM MOPAIKE.

bl 11, C] 10 b I1 10 iC) q b
M b r pi E E M H 0 I
B XK 1 3 K K J K I1 11
JI C H 0 IT b B A r i
A T P Y L P 3 u (0] A
X 11 | JiII Aa C T Y X bl

[Neppas OykBa BRIOMpaTach B JIEBOM KBaapaTe, BTOpas — B TMPAaBOM.
MbICIEHHO CTPOWIICS MPSIMOYTOJIBHHUK, U B THMPOTEKCT BKITIOYATUCH OYK-
Bbl M3 HE 3aHATHIX €ro yrioB. Tak, B mpuMepe Ha MecTo K craBuiacsk Oyksa
13 COOTBETCTBYIOILIETO HE3AHATOTO YIJIa IPSIMOYTOJIBHHKA BTOPOTO KBaapa-
ta K, a BMecto P ctapunace @. Ecnii OYKBEI OKa3BIBATKCE B OTHOH CTPOKE,
TO OYKBa 3aMeHSIack Ha OYKBY TOH K€ IO3MLIMK, HO M3 IPYTOro KBajapara.
Taxk, B mpumepe BmecTo M craBumack 6ykBa 3TOTO e CToJ1011a BTOPOTO KBa-
nparta K, a Bmecto IT — cooTBeTcTByIO1Ias OYKBa TiepBoro keaapara 3. Ta-
KHM 00pa3oM, cI0BO KpuIitorpadgus mnocie 3amndpoBaHus MMeno Obl BUI

KDOK3OBEPPYIIP

CoserckuM KpunrorpadaM B robl BOHHBI LINpPHl THNA «d8a Keadpa-
ma» yaaBanock AenndpoBLIBATE, HO 3TO TpeOOBANO 3HAYNTETBHBIX YCHTHH
U OTIBITA.

[MpeumytiecTBOM AAHHBIX MHU(POB Nepen KogaMu ObLTH 10CTATOYHAS
mpocToTa U OBICTpOTA 3aindpoBaHUs U paciiudpoBaHusl, OTCYTCTBHE TIO-
TpeOHOCTH B CIOBApPSIX, TPOCTOTA B CMEHE KTI0UeBhIX KBaapaToB. [IpakTi-
yecku mmbp «dea Keadpama» ABIAETCA 3a0BITHIM UIM(POM aHTTUYAHWHA
Yapibza YUHCTOHA', KOTOPBIN HA3BIBAJICS «IBOMHBIM KBaJPATOM>.

Cemb Deiicmeasn. bnounsie mMbpel — 3TO MWHUGPBI TPOCTOI 3aMeHBI
¢ GombiIuM andaBUTOM «OTKPBITOTO TeKCTa». MHO-
rue 6I0uHbIE TU(PHI UCTIONB3YIOT B CBOEM MTOCTPOE-
HUM TaK Ha3biBaeMylo uaeio Xopcra Deiicrens, co-
CTOAIIYIO B peanu3allid  MHOTHX  «PayHIOB»
b poBaHUs, KaXkIblii M3 KOTOPBIX peaTu3yeTcs
KPUIITOCXEMOA.

Xopcr Deiicrens (Horst Feistel, 1915—1990)
B 1971 r. 3amaTeHTOBaN NBa YCTPOIICTBA, pean30BaB-
IIHe pa3THUHbIe ATTOPUTMEI T pOBaHKUA, HA3BaH-

I'B 1854 r. anrnumuanuy Yapnss Yuncton pazpabotan Meton mudpoBaHusa GUrpaMMaMi, Ko-
TOPBIi HA3BIBAIOT «IBOIHBIM KBaapaTtoM». CBOE Ha3BaHME 3TOT WH(P MOTYYHII 10 AHATOTHH
¢ MOAMOMAHCKHM KBAZPaTOM.
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HBle 3aTeM o0mmM HazBaHueM «Jlroumndep» (Lucifer). OnHO U3 YCTPOICTB
MCITOTh30BAJIO KOHCTPYKIIHIO, BIIOCIEACTBMH HA3BaHHYIO «ceThio DeiicTe-
na» («Feistel cipher», «Feistel network»).

Cerp DeiicTenss UMeET CHEAYIONIVIO CTPYKTYpy. BxomwHoit Grok me-
JINTCS HA HECKOJIbKO PABHOM [UTMHBI TOADIOKOB, Ha3bIBAEMBIX BETBSIMM.
B cnyuae, ecnu Gnok mMeeT miuHy 64 O6MTa, UCMONB3YIOTCS ABE BETBU
no 32 6uta kaxnas. Kaxnas BeTBb 00pabaThIBaeTCs HE3aBUCUMO OT [IPY-
roi, Mocijie Yero OCylecTBIsIeTCS IMKIUYECKUH CIBUT BCEX BETBEil Blie-
BO. Takoe mpeobpa3zoBaHe BHITIONHAETCS HECKOIBKO IMKIOB MJIH payH-
noB. B ciyuae aByX BeTBell KaXIblil payH UMEET CTPYKTYPY, TTOKA3aHHYIO
Ha puc. 2.9.

Puc. 2.9. [ payun cetn Deiicrens

@Dyukyua F vHaseieaetcsa obpasyioteit. Kaxasiit payHa coCTOMT M3 BbI-
quciaeHus: QyHKIUW F 11 OMHOH BETBU M TOOMTOBOTO BBIMTOJIHEHUS OTE-
pauuu XOR pesynerarta F ¢ npyroii BeTBblo. [Tocne 3Toro BeTBM MeHSIIOTCS
mectamMu. CUHUTAETCS, YTO ONMTUMATBHOE YUCI0 PAyHI0B — OT 8 10 32.

BaxHo To, UTO yBe/TMYEHHE KOJUYECTBA PAyHIOB 3HAUUTEIHHO YBEIH-
YUBaeT KPUTITOCTOWKOCTh aaroputMa. Bo3aMoxkHO, 3Ta 0COOEHHOCTh U TI0-
BJIMSITA HA CTOJIb AKTHBHOE pacrnpocTpaHeHue ceTn MeifcTenst, TaK Kak 1s
6ombIIell KPUMTOCTOWKOCTH JOCTATOYHO MPOCTO YBEIWUUTH KOJIMYECTBO
payHOB, HE U3MEHSIS caM aJITOPUTM. B mocnenHee Bpemsi KOITMYECTBO pa-
YHIIOB He (DMKCHPYETCS, a JIMIIIb YKA3bIBAIOTCS JOMYCTUMbIE TTPEIEIbI.

Cetp DeiicTens spasgeTca obpaTUMOif Jaxke B TOM cliydae, ecin HyHK-
sl F He SBIsETCS TaKOBOM, Tak Kak Ui neurndpoBaHus He TpebyeTcs
BoiuucaaTh F-!. Jlns memmdpoBaHUSA UCMIONB3YETCS TOT K€ AlTOPHUTM,
HO Ha BXOM TOJAeTcs 3armdpoBaHHBIA TEKCT, U KJIIOYM UCIIONb3YIOTCS
B 0DpaTHOM TMOPSIKE.

B Hacrosiiee Bpems Bce 4daille WCTIONb3YIOTCS pa3TUYHblE PA3HOBUI-
HocTu cetu PeiicTens ansa 128-6uTHOro 6G10Ka ¢ YETHIPHEMSI BETBSIMH. YBe-
JUYEHUE KOJIMYeCTBA BeTBeil, a He pa3MepPHOCTH KaXKMoil BETBU CBSI3aHO
¢ TeM, YTo Haubosiee MOMyISAPHBIMH [0 CHUX TMOP OCTAIOTCH TPOIECCOPHI
¢ 32-pa3psAOHBIMU CIIOBAMM, CJICIOBATEILHO, OTIEPUPORATE 32-pa3psaHbI-
MU croBaMH 3 deKTHBHEe, YeM ¢ 64-pa3psaaHBEIMH.



2.4. BnoyHeli wudp DES e 51

OCHOBHOIl XapaKTepUCTUKOKH aJITOPUTMA, MOCTPOEHHOTO HA OCHOBE
cetu Meiictens, apngetcd ¢pyHKuuA F. PaznuuHbie BapHAHTHI KacarOTCs
TAKKe HAYAIBHOTO M KOHEeYHOro rpeobpazosanuii. [TomodHbie npeobpa-
30BaHUS, Ha3bIBacMbIe 3abenuBaHueM (whitening), OCYILECTBISIOTCS IS
TOTO, YTOOBI BBIMOJHUTE HAYATBHYIO PAHAOMH3AIMI0 BXOJIHOTO TEKCTA.

Ha ocHoBe pasnuuHbix Momuuukauuii cetu @DelicTenss MOCTPOEHBI
MHOTHE COBPEMEHHBIE AITOPUTMbI cUMMeTpHU4YHOro mudposanus: DES,
I'OCT 28147—89, Blowfish, RCS5, FEAL u psan apyrux. Cetu DeiicTens
ObUIM LIMPOKO U3YYeHBI KpUNTOTpadhaMu B CHIIY UX OGLIMPHOTO Pacripo-
crpanenus. B 1988 r. Maiikn Jliodu (Michael Luby) u Yapne3 Pakodd
(Charles Rackoff) npoBenu uccnemopanus cetu @eiicTenss U 10Ka3alu, 4To
€C/IM payHIoBasg (PyHKLHs SIBISIETCS KPUIITOCTOMKON TICeBIOCTyYailHOMH
W MCTIONb3YeMble KITIOYM He3aBUCHMBI B KaXXI0M payH/e, TO TPeX payHIoB
OymeT DOCTATOYHO ISl TOTO, YTOOBI OIOYHBIH MNP ABISAICS TICEBAOCTY-
YaiiHO¥ NepecTaHOBKOI.

HMuoroa cere @eiicTens B 3amamHoil nuTepaTtype HaseBarT «Luby-
Rackoff block cipher> B uecthb JItodbu u Pakodda, kotopsie npoaeranyu 60mb-
1101 00BEM TEOPETUYECKUX MCCIIEN0BAHUIA B 3TO# 00/IacTH.

Bo MHOTHX GoyHBIX M pax Ha ocHOBe cetn MDeiicTens ObuM Haline-
HbI T€ WIW WHbIE YI3BUMOCTH, OTHAKO B PSIJIE CTYYaeB 3TH YA3BUMOCTH SIB-
JISIIOTCSL YUCTO TEOPETHYECKUMM W TIPU HBIHEIIHEN TIPOU3BOIUTEIBHOCTH
KOMIIBIOTEPOB UCMOJIb30BATh X HA TTPAKTHUKE IS B3/I0OMa HEBO3MOXKHO.

2.4. bnoyHbi wunopp DES

Crangapt wudposanus ganueix DES (Data Encryption Standard) 6vin
onybnukosaH B 1977 . Haumonaneubim 0topo crannaptos CLIA (National
Bureau of Standards, NBS). Cranpapt DES 0b11 npegHa3HavYeH A1 321U THI
OT HECAaHKITMOHUPOBAHHOTO MOCTYTIA K BaXHOI, HO HeceKpeTHOH uHdop-
MarMi B TOCYIapCTBEHHBIX U KoMMepueckux opranu3atmsax CLIA. Tonroe
BpeMst DES sBnsiics caMbIM pactipoCTpaHEHHBIM alTOPUTMOM, HCTIOTb3Y-
€MBIM B CUCTEMaX 3allUThl KOMMepYecKOi MH(pOpMAITH.

B xonue 1996 . HaunonanbHbeIM HHCTUTYTOM cTanaaptoB CLLIA (NIST)
ObLT 00BSABIIEH KOHKYPC Ha CO3MaHUe HOBOTO 0OIIEHAITMOHATEHOTO CTaH-
naprta mugpoBaHus, KOTOPHIH T0KeH ObUT MpuiiTH Ha 3ameHy DES. B Ha-
cTosIIIee BpeMs B KauecTBe aMePHKAHCKOTO CTaHaapTa 6ouHoTo mmdposa-
Hust AES (Advanced Encryption Standard) veninbssyercsa anroput™ Rijndael.

OcHoBHBIe focToMHCTBA anroputma DES:

— HCIOJIB3YeTCsl TOMBKO OIMH KITIOY [UTMHOM 56 OUT;
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— 3amudpoBaB coobIlEHUE C IMOMOIIbBIO OJHOTO MAKeTa MpPOrpaMM,
I1s1 pacii(pPOBKY MOXKHO HUCTIONB30BATh IIO00M APYToii MakeT Mpo-
rpaMM, COOTBETCTBYIOLIUI cTaHaapTy DES;

— OTHOCHTENbHAsl MPOCTOTa aIropuTMa 00ECTIeYnBaEeT BHICOKYIO CKO-
pocTb 00paboOTKH;

— MIOCTATOYHO BHICOKASI CTOMKOCTb AJITOPUTMA.

DES ocymectBnger mudposaHue 64-6UTOBBIX 6I0KOB AaHHBIX C TIO-
MolIblo 64-0MTOBOTO KiTIOYAa, B KOTOPOM 3HAYalIUMM SBIAOTCS 56 OuT
(ocTanpHBIe 8 OUT — MPOBEPOYHBIE OMTBI JUISI KOHTPOJISA HA YETHOCTB).
Hewmmndposanune B DES saBnstercss omepaineii, obpaTtHoil midpoBaHMIo,
W BBITIOJIHSIETCS MyTeM MOBTOPEHHsI omepaiuii mugposaHus B o0paTHOMN
nocnenosatenbHocTH. OD00MIIEHHAs cXeMa Mpoliecca U poBaHUSA B aJIro-
putMe DES nmokazana na puc. 2.10. IIpouecc mmdpopanus 3akmouaeTcs
B HAYAIbHOM MepecTaHOBKe OUTOB 64-0MTOBOrO GI0KA, HIECTHAMLIATY 1IH-
KJIax mudpoBaHus U, HAKOHel], B KOHEYHOI MepecTaHOBKe OUTOB.

‘ Mcxonnbiit TekeT ‘

!

‘ HauanbHas nepecTaHOBKA ‘

!

K104
16 pa3 [utposanue <

!

‘ KoneuHas NEPECTAHOBKA ‘

.

‘ [Hubporekct ‘

Puc. 2.10. ObobuieHHast cxeMa mudposaHus B anroputme DES

CrenyeT cpa3y OTMETUTBH, YTO BCE MPHUBOAWUMBIE TAGIULIBI SABISIOTCS
CTAHAAPTHBIMM M JO/DKHBI BKIIOYAThes B peanusauuio anroputma DES
B HCM3MEHHOM BUJIE.
Bce mepecTaHOBKM M KOABI B Tabnuiiax rmomodpaHbl pa3paboTyrmKaMu
TaKMM 06pa30oM, YTOOBI MAKCHMATBHO 3aTPYIHHTH MPOLIECC pacirndpoBKu
myTeM noadopa kmoua. [Tpu onmucannu anroputma DES (puc. 2.11) npu-
MEHEHBI CIeayIolHe 0003HaYeHUS:
— Lu R — nocnenoBatensHocTH 6uTOB (J1eBas (left) v npasas (right));
— LR — xonHkaTeHauwus mnocienoBartenbHocTeil L u R, T.e. Takad mo-
cle0BaTeIbHOCTh OUTOB, AJTMHA KOTOPOil paBHa cymme TUH L U R;
B TIOCTIe0BaTebHOCTH LR GUTHI MOCIeT0BATENBHOCTH R CIeAyIOT
3a 6GuTaMHu TocaeI0BaTEIbHOCTH L;

— @ — omnepanus MOGUTOBOTO CIOKEHHS IO MOIYITIO 2.
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Bxonnas nocnenioBaTebHOCTL OUTOR |
L2, .. ! 64

[ Hauanenas nepectaHoBka P ]

|
¥ ¥

Lo | | R,
1,2, .. 32 1,2,.. 32

Sy

Li=Ry | | Ry =Ly @ fiRy, Ky) |
K;
D s
L,= R, | | R=LeAR.K)
'y:’\ T _‘r’____‘ ________ —I[ o k-
e A |
v TN
Lis=Ry | | Ris= Ly ®fiRy, Kis) |
— Kis
- f -
¥
Ry =Lis®fR5, Kig) | | Lig=Ris
| I
v

[ Koneunas nepecranoska [P ! ]

| BrixoaHas nmocnenoBatenbHOCTL 6UTOB (1ndpoTexcT) |
1,2, .. 64
Puc. 2.11. Crpykrypa anroputma DES

[Tycte 13 haiina MCXogHOTO TEKCTA CYMTAH OvepenHOoN 64-OUTOBBIH
(8-0atitoBblii) 6ok 7. BT1oT 610K T Tipeobpa3syeTcst ¢ TOMOIIBLIO Mampuibl
HauaavHol nepecmanogku P (Tadmn. 2.2).

butel BxonHoro 6moka 7' (64 ©6uta) mepecTaBasOTCS B COOTBETCTBUM
¢ marpuueii P: out 58 BxogHoro 6noka T cranoButcst 6utom 1, 6ut 50 —
ouToM 2 1 T.I. DTY MepecTaHOBKY MOXKHO onucarhb Beipaxkenuem Ty = P(T).
[MonyueHHas mociaemoBaTeIbHOCTE 6UTOB T}, pa3nensieTcs: Ha IBe MOCIe0-
BaTeIbHOCTH: Ly — JIeBbIe MU cTapiiue OUThI, Ry — TIpaBble WJIU MJIaIIIe
OUTHI, KaKmast U3 KOTOPBIX COAEpKUT 32 OuTa.
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Tabnuua 2.2
Marpuua HauaaLHOI nepecTaHOBKH P
58 50 42 34 26 18 10 2
60 52 44 36 28 20 12 4
62 54 46 38 30 22 14 6
64 56 48 40 32 24 16 8
57 49 41 33 25 17 9 |
59 51 43 35 27 19 11 3
61 53 45 37 29 21 13 5
63 55 47 39 31 23 15 7

3aTeM BBITIOJHSETCH UTEPATUBHBIH TTpoliece MG POBAHUS, COCTOS NI
u3 16 maroB (umknoB). [Tycte 7; — pesynerar i-it utepaunu: 7, = L,R;, roe
Li=tt ... 13, (mepBble 32 6uTa); R; = 13 134 ... tey (MOcneaHue 32 6uta). Torma
PE3yJIbTAT /-i UTepalliy OTMCHIBAETCS CASIYIONMMHI hopMyTaMu:

Li=R_,, ie{l,2,..,16}
Ri=L_ ®f(R_,K), iefl,2, .., 16}

®yukiusa f HasbBaercs (yHkuueil mmdposanusi. Ee aprymeHTamm
SABJISIIOTCS TIOCIENOBATEIbHOCTD R;_;, MOJy4yaemasl Ha TPeAbIAyIIeM Iuare
utepaiuu, u 48-0MToBBII K104 K;, KOTOPBI SABIAETCH PE3YJIBTATOM Ipe-
obpa3oBaHus 64-6utoBoro kitoda mudpa K. [TogpobHee dyHKUMA 11ud-
pOBaHMA f U AITOPUTM TIOTYYeHUs Kitoua K; OTHcaHbl HUXKeE.

Ha nocnegneM 1mare vtepauuy TOMYYAarOT IMOCTEA0BATENBHOCTH R4
u L,; (Oe3 mepecTaHOBKHM MECTAMM ), KOTOPLIE KOHKATEHUPYIOTCH B 64-01-
TOBYIO MTOCIEI0BATEIBHOCTD R 4L 6.

[To okoHuaHuM IU(POBAHNS OCYIIECTBISIETCS BOCCTAHOBIIEHUE TTO3H-
LMl GUTOB C MOMOLIBIO MATPHIILI 0OpaTHOI MepecTaHoBKU P~! (Tabn. 2.3).

Tabnuua 2.3
Marpuna obpatHoii nepectaHoskn P!

40 8 48 16 56 24 64 32
39 7 47 15 55 23 63 31
38 6 46 14 54 22 62 30
37 5 45 13 53 21 61 29
36 4 44 12 52 20 60 28
35 3 43 11 51 19 59 29
34 2 42 10 50 18 58 26
33 1 41 9 49 17 57 25
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[Mpumep TOTO, KAK COOTHOCSTCS 3JIEMEHTHI TIePBOil CTPOKHM MaTPHIIHI
P! ¢ anemenTamu Marpuisl P, npuseneH B Tadbauue 2.4.

Tabnuua 2.4
Ces3b 21EMEHTOB MATPHIL
DneMeHT MaTpuLbl [P DneMeHT MaTpulbl [P
40 01
8 02
48 03
16 04
56 05

[Mpouecc pacimmdpoBaHus TaHHBIX SBJISAETCS HHBEPCHBIM 10 OTHOIIIE-
HUIO K TIpotieccy mndpoBaHus. Bee neficTBUS MTODKHBI OBITh BHITIOTHEHHI
B 00paTHOM MOpSAAKE. DTO 03HAYaeT, YTO pacuiudpoBLIBAEMBIE TaHHBIE
CHAYaja MepecTaB/sIiOTCS B COOTBETCTBUHU ¢ Marpuiieir P!, a 3aTeM Han
MOC/IETOBATEIBHOCTBIO OUTOB R 4L ¢ BBIMOMHAIOTCA T Xe MEHCTBUS, YTO
U B TIpotiecce muhpoBaHusa, HO B 06paTHOM MOPSIIKE.

WrepatuBHBIi Ipoliecc pacinpoBaHUA MOXKET ObITh OMUCAH CIETYI0-
MU PopMyTaMu:

R,'_lzLi., fe{l,Z,..., 16};
Lii=R®f(L,K), ie{l,2, .. 16}

Takum obGpaszom, nisg mpoilecca paciiu@poBaHUS C MEepecTaBIeHHBIM
BXOIHBIM On0okoM Rl Ha TepBOil uTepaluu Mcnoab3yercsa Kimod Kg,
Ha BTOpOil utepauuu — Kis u T.o. Ha 16-if utepaunmn ucrnonb3yeTcsa K04
K,. Ha mocnentem mare urepauiuy GyayT MOTYYEHBI OCIET0OBATETBHOCTH
Ly n R;, KOTOpBEIE KOHKATEHUPYIOTCHA B 64-OMTOBYIO TOCIENOBATENBHOCTD
LyR,. 3aTeM B 3T0If ocienoBaTeIbHOCTH 64 GUTA NTepecTaBIsSIOTCS B COOT-
BeTCTBUU ¢ MaTpuleil P. Pesynsrar Takoro rnpeobpa3zoBaHUs — MCXOAHAS
MOCIeA0BATEILHOCTEL OMTOB (pacuindpoBaHHOe 64-0UTOBOE 3HAUECHHE).

Tenepp paccMoTpuMm, 4TO CKpBIBaeTCd TOM NMpeobpa3oBaHUeM, 0003HA-
yeHHBIM OykBOii f. Cxema BeruucneHus hyHkiuu mudposanus f(R_, K))
MmoKaszaHa Ha puc. 2.12.

s BeruKcaeHUs 3HaYeHUs] (DYHKIIUU f UCTIONb3YIOTCA:

— ¢yukuus E (pacimmpenue 32 6ut mo 48);

— ¢yukuus S, S, ..., Sy (npeobpaszoBanue 6-6uToBOro UyKMcaa B 4-61-

TOBOE);
— ¢yHKuug P (nepecraHoBKa OUTOB B 32-OMTOBOI MOCIenOBaTEIb-
HOCTH).
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R;_1 (32 6ura)

v

| Pacmepurens E ‘

48 6uT
<«—— K; (32 6ura)

WL TE (O T TR T AT
5 5, 83 Sy S5 Se Ay Sy
LLEL PO PP e PO PP T [T

v

‘ [Tepecranorka OMTOE P ‘
i326|11'a
AR, K)

Puc. 2.12. CxeMa BeMHCIeHHST (DYHKIIMH UG poBaHus |

[TpuBenem onpeneneHnst 3TUX HYHKIIMIA.

AprymeHtamMu GyHKIUM 1ndposanus f aesorcesa R, (32 oura) u K|
(48 out). Pesynerat dyukumu £ (R._;) ects 48-6utoBoe uyncno. OyHkuus
pacmmpeHus E, BHITIONHSIONIAA paciiupeHue 32 6uT no 48 (mpuHumaer
610Kk 13 32 6uT 1 mopoxnaeT 610K u3 48 6UT), onpenenseTca B Tabn. 2.5.

Tabmuua 2.5
@Oynkuns pacumpenns F

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13
12 13 14 15 16 17
16 17 18 19 20 21

20 21 22 23 24 25

24 25 26 27 28 29

28 29 30 31 32 1

B cooteeTcTBUM ¢ Tabmuieii 2.5 mepeeie Tpu Outa E (R,_;) — 2TO OUTHI
32, 1 u 2, a mocnequue — 31, 32, 1. [MonyueHHkIit pe3ynsrat (0003HAYNM
ero F (R._,)) cknameiBaeTcst mo moaynoo 2 (omepauus XOR) ¢ TeKymmm
3HaYeHWeM Kimoua K, 1 3aTeM pa3buBaeTcs Ha BOoceMb 6-OMTOBBIX GJIOKOB

B]., Bz, . Bg:
E(.R'_l} @ .K', = B|., Bz., ey Bg



2.4. BnoyHelit wudp DES e 57

D,EL."[ES Ka Kbl 13 3TUX 0JIOKOB HCMOIB3YETCH KaK HOMED 3JIEMCHTA B ¢'YH K-

usAX-Marpunax Sy, S, ...,

Ss, conepzkanux 4-6utoBsle 3HaYeHUH (Tabn. 2.6).

Tabnuua 2.6

K] SS

@yukunu npeodpazosanns Sy, S, ..

Homep cTonbua

Sy

(an]

12

9

6

9

10

12

15

12

15

10

15

14

13

2

7

8

8

4

12

15

15

13
13

10

10

13

3
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CrnenyeT OTMETHTD, 4TO BLIOOP 2JIEMEHTA B MATPULIE S; OCYILECTBIAETCS
J0CTaTOYHO OPUTHHATBHBIM 00pa3oM. [TycTh Ha BXoa MaTpHLIbl S; MOCTyMa-
€T 6-0uToBbIN 010K B; = b,b,b3b,bsbe, Torma nByXOMTOBOE UNCIIO bbg yKa3bI-
BAaeT HOMEDP CTPOKM MaTpPUIIbI, a YeTEIPeXOUTOBOE YUCiO bbb bs — HOMep
cronbua. Hanpumep, ecnu Ha Bxoa MaTpuilsl ) moctynaeT 6-01MTOBBII B110K
By = b,b,b3bybsbs = 100110, To 2-6uToBoe uncno b bs = 10, = 2y, yKa3nipa-
€T CTPOKY C HOMepoM 2 MaTpHLel Sy, a 4-6uToBOE YUCIO bybybybs = 00115, =
= 310y YKa3bIBaeT CcTOMOEL ¢ HOMepoM 3 MaTpullbl S;. DTO 03HAYAET, 4YTO
B matpuile 5| 6mok B; = 100110 BeiOMpaeT 3neMeHT Ha MepecedeHuH CTPO-
KU ¢ HoMepoM 2 1 cTonb1a ¢ HoMepoM 3, T.e. aneMeHT 8y, = 1000,,,. Coso-
KYITHOCTb 6-OUTOBLIX OJI0KOB B, B, ..., By obecrieunBaeT BHIOOP YEThIPEX-
OUTOBOTO 3/IEMEHTA B KAXKI0H U3 MaTpuir S, 5, ..., S5.

B pesynasrate nomyuaem Si(B;) S:(B,) Si(B;) ... Si(By), Te. 32-6uto-
BbI¥i 0JIOK (ITOCKOMBKY MaTpPHIIBI .$; COnepXKar 4-OMTOBbIE 31IEMEHTHI). DTOT
32-6uToBHIiT OIOK mpeoOpa3yeTcsl ¢ TMOMOIIBIO (DYHKIIMM MEpPeCcTAHOBKHU
ouroB P (tabn. 2.7).

Tabnuua 2.7
@Oynkuus P nepecTaHOBKH OHTOB

16 7 20 21
29 12 28 17
15 23 26

5 18 31 10
2 8 24 14
32 27 3 9
19 13 30 6
22 11 4 25

Takum o6pa3zom, dyHKIHS b pPOBaHUA
S(Ri_1, K) = P(Sy(B)), ..., Sy(By)).

Kak HeTpynHO 3aMeTHUTb, Ha KaXI0il UTEpallMu MCMOJIb3YeTCs HOBOE
3HaueHue Kiwoda K; (mmuHoid 48 6ur). HoBoe 3HaueHue kimoua K; BeIYHC-
ngetca u3 HauanbHoro knoua K (puc. 2.13). Kmou K npeacrasnisier coboit
64-6uTOBHIIT O/TOK ¢ 8 OGUTAMH KOHTPOJS 10 YETHOCTH, PACIIONOKEHHBIMH
B rmo3uumsx 8, 16, 24, 32, 40, 48, 56, 64. JIna ynaneHUss KOHTPOJIbHBIX OUTOB
Y MOATrOTOBKM KJII0Ua K paboTe ucrnonb3yeTcs hyHKius G iepBOHAYaIbHOMN
MOJrOTOBKH Kiitoya (T1adn. 2.8).

Tabn. 2.8 paznenena Ha aBe yacTu. Pesynsrat mpeobpaszosanus G(K)
pa3zbuBaercs Ha nBe nonoBuHbI Cy 1 Dy o 28 6ut kaxnas. [Tepsreie ueTsipe
CTPOKM MaTpULbI (G OTIPEeNAoT, KaK BRIOMpPAIOTCsl OUTHI MOCIEN0BATENb-
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Hoctu C, (riepBeiM ©outoMm C, OyaeT 6ut 57 Kmoua mmdpa, 3ateM ouT 49
1 T.O., a TocaeTHUMH buTtaMu — 6uTeI 44 1 36 Ki1104a).

Cy (28 6uT) Dy (28 6ur)

ChBHr BIEBO CHBHT BJIEBO

C

K
Oyukums H '—r
K>

Dyuxuma H

CHaBHr BIEBO

¥ ¥
> Kig
»| Pyuxuua H '—»

Puc. 2.13. CxeMa anropuT™Ma BeIMHCIIEHHS Kitouei K|

Tabnuua 2.8
@yukuna G neppoHAYAIBHOMH MOATOTOBKH KI0Ua (nepecTasienHas soibopka 1)

57 49 41 33 25 17 9

1 58 50 42 34 26 18
10 2 59 51 43 35 27
19 11 3 60 52 44 36
63 55 47 39 31 23 15

7 62 54 46 38 30 22
14 6 61 33 45 37 29
21 13 5 28 20 12 4

Crenyroniye 4eTbIpe CTPOKU MaTPULLL (G OTIPENENsIIOT, KAK BEIOUPAIOTCS
OouThl ocnenoBatenbHocTu D (T.e. mocienoBatensHOCTh D) OymeT cocto-
ate u3 63, 55,47, ..., 12, 4 6uToB kmoua mudpa).

Kak BumHO 13 Tabn. 2.8, ais reHepatuu nocnenosatensHocTeit Cy u Dy
HEe UCMONb3yioTcsa OuTel 8, 16, 24, 32, 40, 48, 56 u 64 xmoua mmgpa. ITH
OUTHI He BIUAIOT HA 1M POBAHKHE U MOTYT CITYKUTh [I7T51 APYTUX 1iejeit (Ha-
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npUMep, /11 KOHTPOJIS MO YeTHOCTH). Takum 0bpa3oM, B A€HCTBUTENBHO-
CTH K104 1udpa aBnsgetcs 56-0UTOBBIM.

[Tocne onpenenenus Cy u D, pekypcuBHO ompenensiorcea C; u D, i €
e {1, 2, ..., 16}. [Ing aToro mpUMeHSIOTCA OMepalii HUKIHYeCKOT0 CIBUTA
BJIGBO Ha OJIWH WIK IBa OMTA B 3aBUCMMOCTH OT HOMepa Il1ara UTepaliui,
KakK Moka3aHo B Tab. 2.9.

Tabnuua 2.9
Tabmua cABUTOB 5; 17151 BBIMHC/ICHHA K042
Homep Konuuectro s; Homep Konuuectro s;
HTepaLul CIBHWIOB B/IeBO, OHUT uTepauumn CABUIOB BJIEBO, OUT
1 1 9 1
2 1 10 2
3 2 11 2
4 2 12 2
5 2 13 2
6 2 14 2
7 2 15 2
8 2 16 1

Omnepaliny cIBUTA BRITTOTHSIOTCS IS TIocsienoBaTensHocTeit C; u D; He-
3apucumo. Hanpumep, nocnenosateabHocTh C; MOMYYAETCS MOCPEACTBOM
IUKIMYECKOTO COBWTA BACBO Ha ABE TO3WMIMM MocaenoBatesbHocTH (),
a TmocIe10BaTeIbHOCTE [); — MOCPEICTBOM CIBHUTA BIEBO HA BE MO3HIINH
nocnenosatensHoct D,, Cg u D\ monyvarorcst u3 C 5 u D)5 mocpeacTsom
C/IBUTA BJIEBO HA OHY TIO3UIIHIO.

Kitou K, onpenensieMblii Ha KaKIOM IlIaTe UTEPallMH, €CTh Pe3yJIbTaT
BbIDOpa KOHKPETHBIX OMTOB M3 56-0MTOBOI mocnemosarenbHOCTH C; D,
¥ UX nepectaHoBKH. [ pyrumu cnosamu, kinwod K, = H(C; D)), roe pyukiumsa H
oTpenenseTcsa MaTpUIIei, 3aBepiualolieii 00padoTky Kmtoua (tadm. 2.10).

Tabnuna 2.10
@Oyuxuua H 3aepmaromieii 06padoTku Kioua (nepecrapieHHas BoI0OpPKa 2)

14 17 11 24 1 5

3 28 15 6 21 10
23 19 12 4 26 8
16 7 27 20 13 2
41 52 31 37 47 55
30 40 51 45 33 48
44 49 39 56 34 53
46 42 50 36 29 32
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Kaxk caemyer u3 Tabn. 2.10, nepeeiM 6utom Kmtoua K, oyaer 14-it 6ut no-
cnemoBatensHocTH C,D,, BTOpeIM — 17-i1 6uT, 47-M 6utom kmtoua K, Oyaer
29-it 6ut C;D;, a 48-m 6utom — 32-i1 6ur C,D;.

OcHOBHbIe pexumbl paboTtel anroputma DES

Anroputm DES BrnionHe momxomWuT Kak osl mMMpPOBAHUS, TaK W s
ayreHTHUKauK gaHHbIX. OH TO3BOMSIET HEMOCPEACTBEHHO Tpeobpaso-
BHIBATh 04-0MUTOBEIA BXOIHOW OTKPBITHIM TeKCT B 64-0MTOBBII BBHIXOIHOM
i poBAHHBIH TEKCT, OHAKO TaHHBIE PEAKO OrpaHMYMBalOTCs 64 paspsi-
JaMH.

Yto6bI Boconb3oBatkes anroputMoMm DES nng pemenus pasHoodpas-
HBIX KpUNTOTpachuuecKux 3a1ay, pa3padoTaHbl YeThIpe pabounx pexxuma;

— oanekTpoHHas konorast kHura ECB ( Electronic Code Book);

— cuennenune 6nokos mudpa CBC (Cipher Block Chaining);

— obOpatHas cBs3b 1o wndprekcty CFB (Cipher Feed Back);

— ob6patHas cBs3b 1o Beixony OFB (Output Feed Back).

Pexcum «Daexmponnas kodosas kuuea». IInuuHBI daiin pazbusaioT
Ha 64-6uToBBIE OTpe3ku (O6moku) mo 8 GaiitoB. Kaxnerit U3 3Tux 6M0KOB
U GPYIOT HE3aBUCHUMO C UCTIOB30BAaHUEM OTHOTO U TOTO 3Ke KiTiova mmd-
poBaHus (puc. 2.14).

) I
| DES | | DES | IucdposaHue

G 64 Cs 64|

e e . e
| DES | | DES | DES Pacumdposarie
M 4] M2 ] L (M, 64

Puc. 2.14. Cxema anroputma DES B pexxuMe 3/1eKTPOHHOI KOTOBOH KHUTH

OCHOBHOE TIOCTOMHCTBO — MPOCTOTa peanu3anuu. M3-3a dmkcuposan-
HOTO XapakTepa mu¢poBaHUsS TIPH OTPAaHMYEHHON [IuHe Gi1oka 64 OuTa
BO3MOXHO MpOBeIeHMe KPUMTOAHANIM3a «CO CiloBapeM». Biok Takoro
pa3mMepa MOXKET MOBTOPUTLCA B COODIIEHWH BCIIEACTBUE OOMBIIOI H30bI-
TOYHOCTH B TEKCTE HA €CTECTBEHHOM f3BIKE. DTO MPUBOIMT K TOMY, YTO
UIEHTUYHBIE OJIOKH OTKPBITOTO TEKCTA B COOOIIEHUH OYIyT MpeIcTaBIeHbI
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UIEHTUIHBIMU OJI0KaMu IHUMPTEKCTA, YTO JAET KPUTITOAHATUTHKY HEKO-
TOPYI0 MHMOPMALINIO O COIEPKAHUN COOOIIEHMUS.

Pexcum «Cuennenue 6aorxoé wugpa». B atom pexume (puc. 2.15) uc-
XonHbIA aiin M paszdusaetcs Ha 64-OutoBbie Omoku: M = M|M,.. M,.
[MepBrrit 610k M| cKnagbiBaeTcs Mo MOAYio 2 ¢ 64-GUTOBBIM HAYaIbHBIM
BeKTOpOM [V, KOTOpHBIit MeHsIeTCA eXXeAHEBHO U OepKUTes B cekpete. [1o-
JIydeHHas CyMMa 3aTeM mudpyercsa ¢ ucrnoiab3oBaHueM kmoua DES, uz-
BECTHOTO M OTIPAaBUTENIO0, U TosydaTento MHbopMmaiuu. [TonyueHHBI
64-6uToBslii mwdp C; cKIanbIBaeTCs MO MOIYTIO 2 CO BTOPBIM OJIOKOM
TEKCTa, Pe3yabTaT WHPYeTCs W MoaydaeTcsa BTopoit 64-0uToBslil mudp
C,, uT.a. [Ipolienypa noBTOpSAETCS IO TEX MTOP, TTOKA He OynyT 06paboTaHbl
BCe BJIOKM TEKCTA.

v w [
I & &

DES DES DES
udposanue Iudposarue [udposanue

IV 64]
DES DES DES
Paciundposanue Pacundporanne Pacumdporanue
M; 64

Puc. 2.15. Cxema anroput™a DES B pexxume cueruieHust 610KoB mudpa

Takum oGpazom, ang Beex i u3 {1, ..., n} (n — yucio GIIOKOB) pe3yabTaT
mmmdposanus C; onpenensieTcs cCleayouuM 00pa3oMm:

C,=DES(M,® C,_,),

rae C;, = 1V — HauaneHoe 3HauYeHue WKdpa, paBHOE HAUYAILHOMY BeKTOpY (gexkmopy
UHLLUAAU3AUUU ).

O4eBuaHO, 4TO MocheaHuil 64-0uToBBIH OIOK WMdpTEKCTA ABIAAETCA
(yHKIMEH CEKPETHOTO KJTI0Ya, HAYaJIBHOTO BEKTOpa M Kaxaoro 6urta ot-
KPBITOTO TEKCTa HE3aBUCHMO OT €T0 JUTMHBL. DTOT 610K mmcpTekcTa Ha-
3BIBAIOT Kodom aymeHmuguxayuu coodiyenus (KAC).
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Kon KAC MoxeT GBITh JIeTKO TIPOBEPEH MoJTydaTesieM, BIaaetolnM ce-
KPETHBIM KJTFOUOM W HAYaJbHBIM BEKTOPOM, IyTEM TTOBTOPEHUS TIPOLIETY-
PBI, BBITIOJTHEHHOM oTnpaBuTeneM. [TocTopoHHME, 0OTHAKO, HE MOXET OCY-
iecTBUTE TeHepanunio KAC, KoTopslit BocipuHsIca OBl oy4aTe eM Kak
MOUIMHHBIN, YTOOBI 100aBUTE €T0 K JIOKHOMY COOOLIEHHIO, MU0 OTAETHUTh
KAC oT ucTHHHOTO COOOIIEeHHUs T UCTTONB30BAHHUA €T0 ¢ M3MEHEHHBIM
WJIH JIOKHBIM COOBIIEHUEM.

JIOCTOMHCTBO JAHHOTO PeXKMMa B TOM, YTO OH He TTO3BOJISET HAKATUTH-
BaThCs OMIMGKaM TIpU Tiepeaaye.

brnok M; sensiercs pyukumeit Tonsko C;_; u C,. [loatomy omubka mpu
nepeaaye MPUBEAET K TIOTepe TOIBKO ABYX OJIOKOB MCXOTHOTO TEKCTA.

Pexcum «Obpamnas ceéazw no wughpy». B atom (puc. 2.16) pexkume pazmep
O1oKa IIMHOM k 6UTOB MOXeT oTnn4aTthes oT 64 6ut. Maiin, momexanmii
mmmdpoBaHuio (paciiupoBaHHIO), CUMTHIBAETCS MOCAETOBATEIBHBIMU
O1oKaMu ITHHOM kK OUTOB, k < 64).

Hluppoeanue Pacwuughpoeanue
Caeur Casur
- -
Bx v ¥ Bx
To6d—k |k 64—k | k ’
610K % T 6ok
ObparHas ObparHas
| DES umndposanne | CBA3b CBA3b | DES undposanne |
k éut k éut
Brix. . Brix
6ok : 6ok
I
HIudprekct ! [Hudprekcr
k dut : k dut
1 k \ 1 k
| A J
OTKpBITHIH TEKCT I OTKpPBITBIH TEKCT
k our ' k 6ut
1 k 1 k

Puc. 2.16. Cxema anropurma DES B pexxume oBpaTHOI CBA3M MO IHOPTEKCTY

BxonHoii 610K (64-0MTOBBII perucTp CABMIa) BHaYale COMEPKMT BEK-
TOP MHUIIMAIU3AIUH, BBIPOBHEHHBIN 110 IPABOMY Kparo.

[Mpeanonoxum, 4To B pe3ynsrate pa3dveHus] Ha OJOKU MBI TTONYYHITH
n OJOKOB JUTHHOI & OMTOB KaXIbIil (OCTATOK JOMMCBHIBAETCH HYISAMU WU
npobenamu). Torna nnsa moboro i u3 {1, ..., n} 610K mWMbpoTekcTa MOIYy-
4yaeTcs Mo MPaBUITy

C=M®P_,,

rae P; | obosHauaet k crapiuux OUTOB NMpenbIAYIIEro 3auudpoBaHHOTO OI0KA.
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O0HOBNEHHE CIBUTOBOTO PETMCTPA OCYLIECTBISIETCS MYTeM ydaleHUs
ero crapurux k ouros u 3amucu C; B peructp. Bocctanosnenne 3ammdpo-
BAHHBIX JAHHBIX TAKXKE BBIMIOIHIETCS OTHOCUTENBHO MpocTo: P, u C; BbI-
YHUCIAIOTCH aHATOTUYHBIM obpazoMmu M, =C, @ P_,.

Pedxcum «Obpamnasn cea3v ho gbixody». DTOT pexkuM (puc. 2.17) Toxe uc-
MOJIb3YEeT MepeMeHHBI pa3Mep 610Ka M CABUTOBBIE perucTp, MHUITHATH3H -
pyeMmblIit Tak ke, Kak B pexkume CFB, a uMeHHO — BXOmHOI 60K BHaudame
COMEPKUT BEKTOP MHUIIMATU3auK [V, BHIPOBHEHHBII TTO TIPABOMY Kpalo.
[Mpu atom nns kaxmoro ceaHca WMQPOBAHUS TAHHBIX HEOOXOAMMO HC-
MOJIb30BaTh HOBOE HAYATBLHOE COCTOSTHME PErMCTpa, KOTOPOe JAOJKHO Te-
PECBIIATHCS MO KAHATY OTKPBITHIM TEKCTOM.

Hlughposanue Pacumighposanue
Caeur Casur
- -
r

Bx. - \
fnok

L k ObparHas ObparHas 1k
| DES umnidyposanue | CBA3b CBA3b | DES umdyposanue |
k éut k éut
Brix. Brix
6ok 6ok

|
I
Hludprexer ! udprexer
k our — : 7 k our
1 k : 1 k
| ¥
OTKPBITEIH TEKCT I OTKPRITBIH TEKCT
k 6ur ' k out
1 k 1 k

Puc. 2.17. Cxema anropurma DES B pesxximMe 0OpaTHOI CBSI3H 110 BBIXOIY

[Monoxum M = M\ M,...M,,. llna secexiuz {1, ..., n}
C=M®eP,
rae P; — crapimue k 6utos onepauuu DES (C_ ).

OTauume oT peskuMa 06paTHO# CBA3M 1O MIU(PTEKCTY COCTOUT B METO-
Qe OOHOBIEHH CABUTOBOTO PETUCTPA. DTO OCYIIECTRBISACTCS MyTeM 0TOpa-
CBIBAHHS CTapIIUX K OUTOB M NOMMCBIBAHMS cripaBa P;.

Kaxmomy n3 paccmorpeHHsIx pexxumor (ECB, CBC, CFB, OFB) croii-
CTBEHHBI CBOM JAOCTOMHCTBA M HEIOCTATKH, UYTO OOYCIOBIHMBaeT obracTu
UX TIPUMEHEHUSI.

Pexxum ECB xopomo moaxomurt mist mMdpoBaHUS KITIOUYEH: PEXUM
CFB, kak mpaBuio, npegHa3zHavYaeTcs 11 g poBaHus OTASIBHBIX CHM-
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BOJIOB, a pexkuM OFB Hepenko npumeHseTcsa ang mdpoBaHUS B CITyTHH-
KOBBIX CHCTEMAaX CBSI3H.
Pexxumel CBC u CFB npurogHel a1s1 ayTeHTM(WKALIMH JaHHBIX. DTH
PEKUMBI MMO3BOJIAIOT UCTIONb30BaTh anroput™ DES ms:
— HMHTEPAKTUBHOTO mudpoBaHUs MpU 0OMeHe TaHHBIMH B TEIEKOM-
MYHHMKAIIMOHHBIX CETSIX;
— mmdpoBaHUSa KpUOTOrpadUUECKHX KITIOUEH B MPaKTHKE aBTOMATH-
3MPOBAHHOTO PACTIPOCTPAHEHUST KITIOYEii;
— mudpoBanus GaitioB, MOYTOBBIX OTMPABAEHWH, JAHHBIX CITYTHH-
KOB M IPYTHUX NMPAaKTUYECKHX 3a1a4.

2.5. OTeyecTBEeHHbIN CTaHAAPT
wndpoBaHMA AaHHbIX

B Hamieii ctpaHe ycTaHOBJIEH €QUHBIN AJTOPUTM KPUNTOTpadUuecKo-
ro nipeoOpa30BaHUs JAaHHBIX U1 CUCTEM 00paboTku MH(OpPMAIINK B Tesle-
KOMMYHHUKAIITMOHHBIX CETSIX U OTAE]bHBIX BHIYUCIUTEIbHBIX KOMIUIEKCAX,
kotopslii onpenensieTcss [OCT 28147 —89. Crannapr obs3artesieH s opra-
HU3AWH, TIPEANPUATHI U YUPEXKISHUWIT, MPUMEHSIONTNX KpUTiTorpaduye-
CKYIO 3allIUTY JaHHbIX.

DTOT anropuT™M Kpuntorpaduyeckoro npeodpa3oBaHus JAHHBIX TIPE/-
Ha3HA4YeH [JIs annapaTHOW M MPOrpaMMHOI peanu3aiuu, yI0BIEeTBOPS-
eT Kpunrorpapuyeckum TpeDOBAHUAM W HEe HAKIAabIBAET OTPAHMYEHWH
Ha CTeNeHb CEKPEeTHOCTH 3alluInaeMoil MHpopMauuu. AMTOpUTM IHD-
pPOBaHMA MAHHBIX MPeACTABIsAET co000i 64-GUTOBBINA GIOYHBIN AITOPUTM
¢ 256-6UTOBBIM KITIOYOM.

[Tpu onucanuyu anropuT™Ma UCTIOMBL3YIOTCA CIeayIoNIne 0003HAYEHUAS:

L R — nmocnenoBateIbHOCTH OUTOB;

LR — xoHKaTeHalus rnociegoBateabHocTeil L u R, B KOTOpoii OUTHI 1O~
clemoBaTebHOCTH R ciieayloT 3a GUTaMH Moce10BaTeTbHOCTH L]

@ — omnepaiusi TOOUTOBOTO CIAOXKEHHS TI0 MOAYJIO 2;

B — onepauus cloXeHHA Mo MOAY/I0 232 1Byx 32-pa3psaHbIX IBOHY-
HBIX YHUCETT;

HH — onepauus cnoXxeHus ABYX 32 -pa3paaHbIX YMCEN Mo Moayawo 232 — |

Tpumeput
JBa uensix umucna a, b, rne 0 <a, b< 232 — 1,

a=(axy, asy, ..., ax, a;), b=(bxn, by, ..., by, by),
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NpeacTaBJI€HHBIC B IBOMYHOM BHE, T.C.

a=ay-2'+ay 2"+ . +a,-2' +a,
b=b32'231+bg| 2230 4 ...+b2‘21+b|,

CcyMMMpYIOTCs no moaymo 2*2 (onepanus F) no caeayomeMy NpaBuIy:

alb=a+b, ecmma+ b<2?,
a@lb=a+b—22 ecmma+b=2%

[MpaBuia cyMMUpPOBaHUs Yncea o Moaymo 232 — 1:

a@l'b=a+b, ecma+hb<2?-1,
al'b=a+b—-(2°2—-1), ecmma+hb=2"—-1.

AJITOPUTM TIpeTyCMaTPUBAET YEThIPE PeXMa pabOThI:

— mudpoBaHUE TAHHBIX B PEXXHUME TPOCTO 3aMEHBI;

— mndpoBaHUE TAHHBIX B PEXXUMe TAMMUPOBAHMUS;

— mmgpoBaHUe TAHHBIX B PeXMMe raMMHUPOBaHUA ¢ 0OpaTHOMH CBS-

3bI0;

— BbIPabOTKA MMUTOBCTABKH.

Pexcum npocmoii 3amenst. [Ins peanuzanimu anroputma Iu@poBaHus
MAaHHBIX B PEKMMEe MPOCTOI 3aMeHbI HUCIOIB3YETCH TOJIBKO YacTh OIOKOB
obureit kpunrocucteMbl. O003HAYEHUS HA CXEME:!

N,, Ny — 32-pa3paaHbiec HAKOITHUTEH;

CM, — 32-pa3psnnblii cymmarop o moxymo 22 (F);

CM, — 32-pa3psaHbiii cyMMaTop 1o Moy 2 (D);

R — 32-pa3psaaHblii perucTp HMKIHYECKOTO CIBUTA;

K3¥ — kmioueBoe 3anoMHMHAIONIEE YCTPOMCTBO Ha 256 OUT, cocTodlIee
13 BOCbMHU 32-pa3psaHbIX HaKonuTeneit Xy, X\, X5, ..., A7;

S — OJOK TONCTAHOBKH, COCTOSAIIMII M3 BOCBMH Y3JIOB 3aMeHBI
(S-6mokoB 3ameHBl) Sy, S5, S5, ..., 85, Ss.

3awugposanue omkpoimblx O0AHHLIX 6 pedcuMe NPOCMOU  3aMeHbl
(puc. 2.18). OTKpBITHIE JaHHbBIE, TOJIEXAIINE 3alH(POBaHUIO, pa30UBa-
10T Ha 64-pazpsannsie 610k T). [Tpouenypa 3ammdpoBanus 64-pa3psaHo-
ro 6ioka T}, B pexkuMe mpocToii 3aMeHbI BKTtouaeT 32 mukna (f € {1, ..., 32}).
B xumoueroe 3anmoMuHalOlIee YCTPOICTBO BBOAAT 256 6uT kmoua K B BUIe
BOCBMU 32-pa3psagHbIX mogkatodei (umcen) K

K: K;K6K5K4K3K2K|Kg.
[TocnenoBarenbHOCTL BUTOB B10Ka
Ty = (a1(0), ax(0), ..., a31(0), ax(0), 5,(0), by(0), ..., b31(0), b3,(0))

pa3buBaOT Ha ABe TocnegoBateabHoCcTH 110 32 6uTta: h(0) a(0), roe H(0) —
JeBble WK crapiine 6uThl, a(0) — npaBble MU MIAAIIHE OUTBI.
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nl\:d%«—»%’.:“m

Y v
Xo(Ko) [+ M

X(Ky) 32

Y
S 56‘35‘54‘33‘52‘31‘5

X3(K5) ‘S”

32...

1
- Y >

Puc. 2.18. CxeMa peann3allluy pexKMa MPOCTO 3aMeHBI

DTH TToCcae10BaTEILHOCTH BBOAAT B Hakonutenu N, u N, nepen Haua-
JIOM TePBOTO LUKIA 3aindpopaHua. B pe3ynsrate HauaabHOE 3aMoTHEHHE
Hakonutens NV,

a(0)=(a3,(0), a5,(0), ..., a,(0), 4,(0)),
32, 3L, ... 2, I« Homep pa3psmga N,

Ha4vaJIbHOEC 3aIlI0JTHEHHWE HAKOIMHUTEA Nz

b(0) = (b3,(0), b5,(0), ..., 5,(0), b,(0)),
32, 31, ... 2 1 < Homep paspsima N,

[Mepewiit nuki (f = 1) npouenypsl 3ammudpoBaHusd 64-pa3psaHoro 6J10Ka
OTKPBITHIX TAHHBIX MOKHO OTIMCATh YPABHEHUSMU:

{a(l) = f(a(0) H K;) ® b(0),
b(1) = a(0).

3nech a(l) — 3anonnenue N, nocne |-ro 1ukia 3ammdpoBaHus;

b(1) — 3anonuenue N, mocne 1-ro nukia sammdpoBaHus;

f— dyHKIug mmmdpopaHus.

AprymenTom yHKUMU f ABaseTca cymMma 1o Moaymio 232 gucna a(0)
(HauyaTbHOTO 3amoMHeHus HakonuTens N,) u uucina K, — mogkmoua, cum-
ThiBaeMoro u3 Hakonurenas Xy K3V, Kaxnoe u3 atux umcen paBao 32 6u-

taMm. OyHKIIMA [ BKITIOYAST ABE ONepaliiy Ham NoJy4eHHOoH 32-pa3psamHoii
cymmoii (a(0) HH K,).
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[TepBas onepauust Ha3pIBaeTCS HOJCMAHOEKOII (3aMeHOll) U BBITIONHSET-
cs D10KOM MOACTAaHOBKY 5. BiIoK moacTaHOBKHU S COCTOUT U3 BOCBMH y3-
JIOB 3aMeHBI (S-0710K0B 3aMeHBI) S), S5, ..., S ¢ MaMsaATh0 64 OUT KaKIbIii.
[Mocrynaromuii u3 CM| Ha G610K moacTaHOBKU S 32-pa3psiaHblil BEKTOP
pa3buBaOT HA BOCEMb MOCIEI0BATETbHO UAYIINX 4-pa3psAHbIX BEKTOPOB,
KAQKIbIif M3 KOTOPBIX NMpeobpa3yeTcs B YeThIPeXpa3psiAHbIA BEKTOpP COOT-
BETCTBYIOLIHUM Y3710M 3aMeHbl. Kaxablii y3en 3aMeHbl MOXHO TPEACTaBUTh
B BHJIEe TaOJIHIIbI-TIEPECTAHOBKY IIECTHAALATH YETHIPEXPA3PSAHBIX IBOWY-
Hbx uyncen B auanazoHe 0000...1111. BxogHoit BeKTOp yKa3bIBaeT ampec
CTPOKHM B TADJIMIIE, A YUCTIO B 3TOM CTPOKE SIBISAETCS BBIXOJAHBIM BEKTOPOM.
3aTeM ueThIpexpa3psIHbIe BHIXOIHbIE BEKTOPHI MOCIEI0BATENBHO 00beIH-
HAIOT B 32-pa3psAmHbIil BEKTOpP. Y3IMBI 3aMeHBl (TaOMUIIBI-TIEPECTAHOBKH)
MpeICcTaBIsAI0T cODOH KITIOYEBBIE S/IEMEHTHI, KOTOPBIE SIBJISIOTCS OOIIUMH
I7ISI CETH W PEIKO U3MEHSAIOTCHA. DTU Y3JIbl 3aMEHbI IOJDKHBI COXPAHATHCS
B CEKpETe.

Bropas onepanus — yukauueckuii cosue éaeeo (Ha 11 paspsanos) 32-paz-
PSIIHOTO BEKTOPA, TOJYy4EHHOTO ¢ BbIXoAa O10Ka nogactaHoBku . [uwmm-
YEeCKHUH CIIBUT BBITIOJIHAETCS] PETUCTPOM cABUTA R.

HNanee pe3ynsrat paboTsl HyHKIMN HU(POBAHUS f CYMMHUPYIOT MOpas-
psamHO 110 Moayio 2 B cymMmaTope CM, ¢ 32-pa3psgHBIM HauaIbHBIM 3aT1001-
HeHueM b(0) Hakonutens N,. 3ateM momyueHHBI Ha Bexoae CM, pesyib-
Tar (3HaueHue a(l)) 3anuceIBalOT B HAaKomuTe b N, a crapoe 3HaueHue N,
(3naueHue a(0)) mepenuckIBAIOT B HAKONMUTENb NV, (3HaueHue h(1) = a(0)).
[TepBriii MK 3aBEpIIEH.

[Tocnenywonme NTUKIBI OCYHIECTBASIOTCS AHAJTOTHYHO, MPU 3TOM
Bo BTOpoM 1ukie u3 K3V cuureiBaior 3anonnenue X, — mogxmiou K,
B TPEThEM LIMKJIE — TOAKIII0Y K, U T.1., B BOCBMOM IIUKJIE — TMoAKaod K.
B tuknax ¢ 9-ro mo 16-it, a Takke B unkiax ¢ 17-ro no 24-i nogkioumn
u3 K3V cuuteiBaroTca B Tom ke nopsinke: Ky, K|, K, ..., K, K;. B nocnen-
HMX BOCBMHM LIMKIAX ¢ 25-r0 mo 32-i1 mopsimoK CYMTHIBAHUS TTOIKIIOYEH
u3 K3V obparnwiii: K;, K, ..., K5, K;, K. Takum obpazom, nipu 3amud-
poBaHWU B 32 LUKIAX OCYLIECTBISAETCS CJAEAYIOIIWIA MOPSIAOK BHIOOPKH
u3 K3V nonkmoueii:

K’[}? Kl': KE? KS? K41 Kj., Kbs K]’., Ku., K]., Kzs Kﬁ‘ K4‘ Kiv K(J-.- K}‘e
KU'J KI'J KZ'J K3, K41 Ki‘ Kﬁ‘ K?‘ K?‘ K(J': KS': Kil': K31 KZ'J KI': KU'

B 32-m umkne pesynsrar u3z cymmaropa CM, BBOOIUTCA B HAKOIUTETb
N,, a B HakomnuTene N, coxpaHsieTcsl TIpexkHee 3anonHeHue. [lonyyeHHbIe
nocse 32-ro uukna 3amu@poBaHus 3anoHeHUs HaKomuTeneid Ny u NV, siB-
Js10TCsl 6710KoM 3amndpoBaHHBIX AAHHBIX T, COOTBETCTBYIOLIMM OJIOKY
OTKPBITHIX TaHHBIX 7.
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VpaBHeHus 3anrndpoBaHUs B peKUMeE MPOCTOi 3aMeHbl MMEIOT BU!

{a(j}: f(a(j_l) Bﬂ Kj—l(mod&))®b(j_l) anJ,- c {l, 24},

b(j)=a(j-1)
{a(;)zf(a(_;—l) H KSZ—J')eb(f -1 mpuj e {25, ..., 31},
b(j)=a(j-1)
a(32)=a(31) pij = 32,
b(32)= f(a(31) B K,)® b(31)
rie
a(j) = (as:(f), as(y), ..., a\(j)) — 3anonHenue N, nocne j-ro nukna 3amindpoBaHus;

b(j) = (b32(f), b31(f), ..., b1(j)) — 3amonueHue N, nocne j-ro nukna 3amudpoBaHus,
jedl, .., 32}

bnok zammdporanHbx gaHHBIX T, (64 pa3pana) BEIBOOUTCH M3 HAKO-
nuteneit Ny, N> B cieayioieM nopsgake: U3 paspaaos 1...32 HakonmuTens
N, 3ateM u3 pa3psinos 1...32 Hakonutens N,, T.e. HAUMHAA C MJIAAIIHX pa3-
PSAIOB:

T, =(a(32), ay(32), ..., a35(32), b,(32), b5(32), ..., b35(32)).

OctanbHble HI0KHM OTKPBITHIX JAHHBIX 3alllM(hPOBHIBAIOTCS B PEKUME
MPOCTOi 3aMEHBI AaHAJIOTHYHO.

Sauiughposanue omrkpuimsix 0aHHBIX 8 pedicume eammuposanus. Kpunro-
cXeMa, peaTu3yolasl ArTOPUTM 3aidPOBAHUSA B PEXXMMe FTAMMHUPOBaHMS,
noka3zaHa Ha puc. 2.19. OTkpbIThie JaHHBIe pa3buBatoT Ha 64-pa3psaHbIe
Onoku

(1) (2) (i) (m)
T, TR, T, . T,

0 .- . .
roe Tf.' — i-i1 64-paspsaaHbli GJI0K OTKPBITEIX JaHHLIX, [ € {1, ..., m}, m onpenens-
eTcs 00beMOM MG PYEMBIX TAHHBIX.

BTH 6;10KKM TooUepeHO 3aiTNdPOBLIBAIOTCS B PEKHME TAMMHPOBAHHSA
MyTeM MOPa3psaHOTO CIOKEHUS TI0 Moayio 2 B cymmaTope CMs ¢ rammoii
ummdpa [, xoTopas BeipabatsiBacTCa 6mokaMu o 64 6ura, T.e.

) 2 i
l—‘LIJ = (r‘i.ujy I-E.I.[}-: ey r‘i.:.l}'s ri.liln})-
rme T8 — i-it 64-paspsinHetii 610K, i € {1, ..., m}.
YHei0 JBOMYHBIX paspsinos B 61oke 7" MoxeT 6bITh MeHbLe 64, Iy

3TOM HEMCITOMh30BaAHHAS Ts a1 pOBAHUST YACTh TAMMBI T pa u3 6710-
ka I}’ oT6pacbiBaeTcs.
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Puc. 2.19. Cxema peaiu3aliiy pexXuMa raMMHpPOBaHUS

I
I
|
I
|
I
I
I
|
|
I
I
I
I
|
L

Y[JaBHeHHC 331.LIHCI)I}OBEIHI—‘I$I JaHHBIX B PEXHMME raMMHUPOBaHHA UMECT BT
(1) _ goli) (f)
TLIJ - T[} ® I‘Lu H

e I') =A (Y, BGC,Z HBHC),iell,.. m); T _ i_i1 6nok 64-paspsaHoro
Onoka samndposaHHoro Tekera; A(-) — yHKIus 3amudpoBaHus B pesKUMe Tpo-
croit 3amenbl; Cy, C; — 32-pa3spsinHble IBOUYHBIE KOHCTAHTLL, Y, Z; — 32-paspsa-
HbIE ABOMYHBIE OCIEI0BATEIbHOCTH.

Benuuuhe ¥, Z; onpenensiores UTEPalMoHHO 10 Mepe (hopMHUPOBAHMS
ramMMsl [, ciemyrommum o6pazom:

Y, Zy)= A(f),
re S — CHHXPOMOCHUTKA (64-pa3psaHast ABOMMHAS TOC/IeI0BaTeIbHOCTE),
(}};,Z,'}:(Y,'_IBHC2,Z,'_|HHC1), fe{l....,m}.

PaccmoTpuM peanusauuio npouenypsl 3amingpoBaHus B pexuMe raM-
MUPOBaHUS.

B nakonutenu Ny u N; 3apaHee 3amucaHbl 32-paspsigHbie TBOMYHBIC
koHcTaHThl C; 1 C,, UMEIOIIHE CIeaYIONTe 3HaUeHN (B IIeCTHAAIATePHY -
HOI hopme):

C,=01010104.5, C,=01010101,.
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B K3V Brogutca 256 out kitoua; B Hakonutenu N, u N, — 64-pazpsan-
Has JBOMYHAA MTOCIEeI0BATEIbHOCTD (CHHXPOTIOCHLIKA)

S" = (Sl': 529 <==3 SI54)

CuHxporoceuika S SBIsSIETCS MCXOMHBIM 3aIOTHEHHEM HAKOIUTENeH
N, n N, nnst mocnenosatenbHOI BoIpabOTKY 71 GJI0KOB TaMMBI 1HAdpa.
WcxoaHoe 3armonHeHne HaKomuTest NV,

(5321 S3|1 ---?st Sl)‘
32, 31, ..., 2, 1 <« Homep paspsaga N,

HCXOOHOE 3aIllOJTHEHHUE HaKOITUTEA NZZ

(Ss45 Se3s -0 i5345533);
32, 31, ..., 2, 1 <« Homeppaspsaga N,

WcxonHoe 3anonnenne Ny u N, (cuHxponocsuika S ) sammngpoBbIBaeT-
Cs1 B peXXKMMe MIPOCTOi 3aMeHbl. Pesynbrar 3ammdpoBaHust

A(S) = (Y, Z)

nepenuceBaeTcda B 32-paspaaHeie Hakonutean Ny u N, Tak, 4To 3amosHe-
Hue N, nepenuckiBaetcd B V;, a 3anonmHeHue N, — B N,.

3anonHenue HakonuTenss N, cyMMupylor no moaymio (232 — 1) B cym-
matope CM, ¢ 32-pa3psinHoii KoHcTaHToM C| 13 HakoruTens N, Pesynwrar
samuceiBaeTcst B Ny 3amoiHeHHe HaKoMUTeast Ny CYMMHPYETCST IO MOTIY-
mo 232 B cymmarope CM, ¢ 32-pa3psiaHoii koHcTaHTOl C, U3 HAKOMUTES
N;. Pesynwrar 3anmuceiBaetcst B V. 3anonnenue N; mepenuceiBaiot B N,
a zanonneHue N, — B N,, mipu aToM 3anonHeHuss N;, N, coxpaHsiorcs. 3a-
nojiHeHue Hakonutenei N, u N, sammcdpoBBIBaeTCs B peskuMe TIPOCTOH 3a-
MEHBI.

[MonydyeHHOE B pe3ynkTaTe 3amindpoBaHUA 3aMOTHEHNE HAKOMMTEeH

N,, N, ob6pasyer mnepsbiit 64-pazpsaHbiii 60K ramMmel  mmdbpa
(1) (1)

1 1 1 .
rfu} = (ﬂ ), Ya'seens Ysﬂ}s Ye4)» KOTOPBII CYMMHPYIOT MOPa3psiHO MO MOIY-
mo 2 B cymmarope CMs ¢ nepBbIM 64-pa3psiiHbIM 6J10KOM OTKPBITBIX TAHHBIX
(1) _ ;1) A1) (1) A1)
T =", 80, ) ).
i T T

B pesynsrate cymMMupoBaHus mo Moaymio 2 3Havenuit L)' u 1’ nony-

4arOT NepBbIN 64-pa3psiaHblil 610K 31 POBAHHHBIX TAHHBIX:
1 1 1 1 1 1 1
TO =TORTY =1, 1, ..., 10, 1%),

rme T =tV @y, ic i1, ..., 64).
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Jia nonyueHus ciemyroirero 64-pa3psaHoro 6;10Kka raMMsl tudpa r
samonHeHune N, cymmupyetcs 1o moxaymio (2°2 — 1) B cymmaTope CM, ¢ KOH-
cranrtoii C; u3 Ng. Pesynerat 3anuceiBaercs B V. 3anonHeHue N; cyMMHpY-
eTca no Momymio 22 B cymmarope CM; ¢ konctanToii C, u3 Ns. Pesyawrar
samuceiBaetca B N;. Hoeoe 3anmonmHenue N, nepenuceiBaioT B N;, a HOBoe
sanmonHeHue Ny — B Vo, mpu aToM 3anonHenusa N; u Ny coxpansior. 3armomn-
HeHust Ny, N, 3ammudpoBLIBAIOT B peKMMe TTPOCTOH 3aMEHBI.

[MonydyeHHOE B pe3ynkTaTe 3amincpoBaHUA 3aMOTHEHNE HAKOMMTEEH
N, u N, obpasyer BTOpOii 64-pa3psanHblii 010K raMMbl idpa r(.j), KOTO-
PBIi CYMMHUPYETCS IOPa3psaHO Mo MOayIio 2 B cymmaTope CM's co BTOPBIM

N
OJI0KOM OTKPBITBIX JaHHBIX Tf,“’:
) _ (2 (2)
T, =TT~
3 4
AHATOTHYHO BhIpabaTeIBAIOTCSI OMOKH TaMMBl MIHdpa F{Lu}, I'Eu), s

3 4
'™ 1 sammdpossiBatoTes 610Ku oTKpbIThIX ganubix 1y, T8, .., T§".

B KaHan cBA3M WIM NaMATh NepealoTcs CMHXPOIochlnka S U G10KH
saumdposaHHbIx aHHbIX 1)), T, .. T™,

Pedxicum cammuposanua ¢ ofpamuoil céq3vio. 3amndpoBaHHe OTKPBITHIX
JAaHHBIX B peKUMe raMMUPOBaHUs ¢ 0bpaTHOM cBa3bio. Kpunrocxema, pe-
ATN3YIoNIAs aTOPUTM 3alidpoBaHHs B peXXUMe raMMUPOBaHHS ¢ 0bpaT-
HOI CBSI3BI0, UMEEeT B, NMOKa3aHHBIH Ha puc. 2.20.

1 2
OTKpEITHIE JaHHBIE, pa30duThie Ha 64-pa3psigHble OI0KH Té, ', Té U
T§™, 3aummdpoBBIBAIOTCS B PeXNME TAMMUPOBAHUS ¢ OGPATHON CBSI3BIO

MyTeM TOPa3psAOHOro CIOXKeHHS 1o Moayio 2 ¢ rammoit mdpa [, koto-
past BeIpabaTheiBaeTcst 61oKkamu o 64 dura:

r,=Y @ rimy

Yucno 1BOMYHBIX Pa3psiioB B 0JIOKe T{(]’"} MOKET OBITh MeHbIIe 64, IpU
3TOM HEHMCITONIB30BaHHAS JUTA IIHU(POBAHUS YaCTh TAMMBI I pa U3 01oka
") orGpachiBaeTcst. YpaBHEHMs 3amn(POBAHMS B PEXNME TAMMUPOBA-
I p p p p p
HUS ¢ 00paTHOM CBA3bI0 UMEIOT BU/;
() _ 4¢& (1 _ 0]
T, =AS)YeT, =I'/eT,’,
T = ATy =TV ST, ie{2, .. m.
3necn T — i-ii 64-pa3psanHblii 610K 3auMdpoBaHHOrO TekcTa; A(-) —

(ynkuus 3ammdpoBaHus B pexXuMe NPOCTON 3aMEHBI; 1 — OTIPENeNsieTcs]
00BEMOM OTKPBITHIX TAHHBIX.
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Puc. 2.20. CxeMa peanu3aliuy pexXuMa raMMHUPOBAHHSA ¢ OOPATHOM CBA3BIO

AprymeHTOM (DyHKLHHU A(-) HA MepPBOM 1lIare UTEePATUBHOTO aJITOPUTMA
ABIAETCS 64-paspAnHas CHHXPONOCkUIKa S, a Ha BCEX IOCIEAYIOLIMX Ia-
. (i-1
rax — MpeablIyIInii 610K 3aKn(poBaHHbIX JaHHBIX Ty ).

IMporuenypa 3amdpoBaHust TAHHBIX B PEKHMe TAMMHPOBAHUA ¢ 06paT-
HOH CBS3bIO peanu3yeTcs caeayroimuM odpasoM. B K3V Beomsarcs 256 out

Kmoda. B Hakonutenu N, u N> BBoauTcs cuHXpo-niockuika S = (S, S5, ...,
Sg4) 3 64 6ut. UcxomHoe 3anonHeHue Hakonurteneit Ny u N, 3ammdpoBbiBa-
eTcst B pexxuMe rmpocToit 3ameHsl. [lonyuenHoe B pesynerare 3aicpoBaHus
3armoIHeHre HakomuTeneit V; u N, oOpasyet nepBriii 64-pazpsamHelii 610K

() _ 43 .
rammel mppa Iy’ = A(S), KOTOpEIil CyMMUpPYeTCS TOpaspsiTHO IO MOJLYITIO
2 B cymmaTope CMs ¢ nepBbiM 64-pa3psaaHbiM OII0KOM OTKPBITBIX TAHHBIX

1 (1 1 1
T =@, 6", ...

B pesynerarte momy4aior repBelit 64-pa3paaHelii 610K 3ammudpoBaHHBIX
JAHHBIX

Ty =Ty o7y,

1 1 1 (1
rie T4 = (1", 1, ... t)).
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|
brok 3ammndpoBaHHBIX TaHHBIX T OIHOBPEMEHHO SIBIISIETCS TAKXKE
MCXOIHBIM COCTOsIHMEM HakonuTeneit Ny, N, st BeipaboTKK BTOporo 6710-
2 . 1
Ka raMMBbI Imndpa r'Y u MMO3TOMY IO 06PaTHOII CBSA3U T sanuceiBaetcs

B YKa3aHHbIe Hakorutenu N, u V,.
3anonHeHue HAaKOMUTENs V|

(1 () L
(T35, T315 0 T3 5T )

32, 31,..., 2, 1 < Homeppa3spsama N,
3anonnenune Hakonuteast N,

M L) M
(To4s Tozs o> T3a5 T33)-

32, 31, ..., 2, 1 <« Howmeppa3spsna N,
3anonHeHue Hakonutenae N, u N, 3ammudgpoBeIBaeTcs B peKUMe TIPO-
CTOM 3aMEHBL.
[MonydyeHHOE B pe3yakTaTe 3amindpoBaHUA 3aMOTHEHNE HAKOMMTEeH
N, u N, obpazyer BTOpoOii 64-pa3psanHbrii 610K TaMMBI mHdpa r{.j), KOTO-
PBIi CYMMUPYETCS MOpa3psaHo Mo Moay/o 2 B cymmaTtope CM's co BTOpbIM
GIOKOM OTKPBITHIX JAHHBIX Tf,z’:

(2) (2) _ i2)
Per?=r12.

BbIpaGoTKa MOC/IEAYIOMMX 6JI0KOB raMmbl mudpa I 1 sammdposa-

HHME COOTBETCTBYIOLIMX OJIOKOB OTKPBITBIX JAHHBIX Tﬁ" (i € {3, ..., m}) mpo-
M3BOIUTCS AaHATIOTUYHO.

Ecnu nnuHa nocienHero m-ro Gioka OTKPBITHIX TaHHBIX T'_(,M} MCHbBLIC

64 paspsuioB, To u3 Iy HCMONB3YeTCs TONBKO COOTBETCTBYIOLLEE YHCIIO
pa3psiioB TaMMBbI IM(Pa, OCTATbHBIE Pa3psiibl 0TOPACKIBAIOTCS.

B kaHan cBasu wiM namate DBM mepemaroTcs CMHXPOIOCHUIKA S
1 0710KH 321 pPOBAHHBIX JAHHBIX T, T,f’, LT,

Pexcum svipabomku umumoscmaesku. Hmumoscmaska — 310 00K n3 P
OUT, KOTOPBII BRIPAabATHIBAIOT IO OMPEaeIeHHOMY MPABUIY M3 OTKPBITBIX
JAHHBIX C MCIIOIb30BAaHUEM KITI0Ua M 3aTeM N0DaBISIOT K 32 poBaHHBIM
JAaHHBIM TSI 00ecreYyeHHs UX MMUTO3AIUTHL.

Hmumosawuma — 3710 3a1MTa CHCTEMBI ITM(POBAHHOI CBSI3M OT HABH-
3bIBAHUSA JIOKHBIX TAHHBIX.

B crangapre 'OCT 28147 —89 onpenensercs npoLecc BbIpabOTKH MMHU-
TOBCTaBKH, KOTOPBII eqnHOO0Opa3eH mis 110boro U3 pexxuMoB mudposa-
HUsl JaHHbIX. MmuToBcTaBka M, BbipabaTbiBaeTcst M3 GIOKOB OTKPBITHIX
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JNaHHBIX TU00 Tepen WM(poBaHUEM BCEro cooOLIeHUS, THO0 Mapalieib-
HO c 1udpoBanreM 1o 6mokam. [lepBbie 6I0KM OTKPBITBIX TaHHBIX, KO-
TOpPBIE YYACTBYIOT B BBIPA0OTKE HMHUTOBCTABKH, MOTYT COIEPKATh CIIyKe0-
HY0 HH(OpMALIHIO (HATTpUMep, alpecHYIO YacTh, BPEMS, CHHXPOTIOCBUTKY)
¥ He 31 POBBIBAIOTCS.

3HavyeHue napamerpa P (YHUCIO TBOMYHBIX Pa3psifoB B UMHUTOBCTABKE)
oTipenensieTcss KpUITorpauuecKUMU TpeOOBAHUSAMU € YIETOM TOTO, YTO
BEPOSITHOCTh HABSI3bIBAHUS JIOXKHBIX TIOMeX paBHa 1 /2P,

Hns BeIpaDOTKM WMUTOBCTABKH OTKPBIThHIE AaHHBIE TIPEICTABISIOT

B BUJIe MTOC/IeI0OBATEIbHOCTH 64-pa3psiiHbIX 6JI0KOB Tf,”, iefl,.., m.
o 1
[TepBblit 610K OTKPHITHIX TAHHBIX T MOABEPraioT MpeoGpasoBaHMIO

A('), cootBetcTByIOIEMY MepBbIM 16 wMKIaM anrroputMa 3ammndposa-
HUSI B peXUMe MpocToil 3aMeHbl. B kauecTBe Kimio4ya st BRIPaOOTKH
MMUTOBCTABKH UCITONB3YIOT KITIOY ATUHON 256 OUT, Mo KoTopoMy tud-
PYIOT IaHHBIE.

[TonyyenHoe nmocie 16 HMKIOB 64-pa3psagHOe YHCTO Q(Tf,”} CYMMHDpY-
FOT [0 MOMYJII0 2 CO BTOPBIM GJIOKOM OTKPBITHIX AaHHBIX T{{]EJ. Pesynvrar
cymmuposanmst (A(T")®T?) crosa noasepraot npeobpasosanmio A().

[Tonyuyennoe 64-pa3psiTHOE YHCIO A (ﬁ(T&”)@T},Z’) CYMMHPYIOT
Mo MOJIYJIO 2 C TPEThUM BJI0KOM 75 u crosa MoABepraioT npeobpasoBa-
muo A(), momyuast 64-paspsmnoe unmcno A (AAT)S T )Y@ T ),
U T.I.

. () -
IMocnennuit 6mok Ty (1Mpu HEOOXOMUMOCTH JOTIOTHEHHBIA HYJISMHU
110 TIoJIHOTO 64-paspsinHoro 6;10Ka) CYMMUPYIOT TIO MOIYIIO 2 ¢ pe3yabTa-
TOM BBIUMCJIEHU Ha 11are (m — 1), mocie yero 3amm@poBbIBAIOT B pEXXKUME
MPOCTOii 3aMeHBI, UCTIONB3Yd NpeobpasoBanue A().
W13 nony4yentoro 64-paspsaaHoro yncia BeiOupaiot otpe3ok M, (nmu-
TOBCTaBKY) ITUHOM P OuT:

v, =[a . (16),45y ,,(16),....a3" (16)],

32-p+l 2—p+2

(n) P -
roe ¢ = — [-i OUT 64-pa3pAgHOro 4HCia, MoJyd4eHHOro nociae 16-ro uMkia mo-

ciegHero npeodbpa3oBaHUs ;1(~), R2—p+1<i<32

MmutoBCcTaBKa HP MnepegacTcs no KaHany CBA3H WK B MaMATE B KOHLIE
3a].|.[PIClJpOBElHHbIX JaHHBIX, T.€.

,
9. TS, Ty A,
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I—IOCT}'HHBLL[HE K MoJay4aTearo 3aLLIPIClJpOBElHHbIE IOaHHBIEC
(1) (2) (m)
TLI.[ k] TLIJ EREES ) TLI.[

1
pacmucbposbmalo"rca H U3 MOJTYYCHHBIX DnoKoB OTKPBITBIX TaHHBIX T( }.,

TP, ..., T$™ ananormunbiv 06pa3oM BbIPaGaTHIBAETCS MMUTOBCTABKA
W1, Dta umurosctaska WU, cpasHuBaercs ¢ umutoscTaskoit M, mony-
YeHHON BMecTe ¢ 3alM(pPOBAHHBIMM JAHHBIMH M3 KaHala CBA3M WIN
u3 naMaTH. B ciyyae HecoBmameHMs UMHMTOBCTABOK MOJYYeHHBIE TIPH

pacuudposannu 610ku otkpbiteix ganubix T, T, TS cuuraior
JTOXKHBIMHU.

Cpasuusas cxembl DES 1 'OCT, cnenyet 3aMeTUTh, 4TO OHU OY€Hb 10~
XOXKH, HO €CTh M CYIIIECTBEHHBIE OTJTHIHSI:

— B 'OCTe nporoautcs B 2 pa3a Gomnblliee YHCIO UTEePALINii, ommpene-
JFIOMIUX KPUMTOrpaUIecKyIO0 CIOXKHOCTh PEe3YIETUPYIONIMX TIpe-
o0pa3oBaHMii;

— B 'OCTe cymectBeHHO Gombiue Kmodei (2°° = 6.4 - 10'% sapuanTos
KITI04eBbIX ycTaHOBOK B DES 1 2%°¢ = 6.4 - 107° kyir04eBbIX YCTaHOBOK
B [OCT).

O6e cxeMbl He SIBISIOTCS TEOPEeTHUECKU CTOHKUMH. [Ipu mocTaTouHOM
KOJMYECTBE IIH(MPOBAHHOTO TEKCTAa TOTAJTBHBIM METOIOM, T.€. IepebopoM
BCEX KJTIOUEi, MpoBeaeHreM Mpo6HOTro paciuindpoBaHus U OTCEBa IO CTa-
TUCTHYECKUM KPHTEPHUSIM JIOXKHBIX BAPHAHTOB TMOJYYAEMOT0 OTKPBITOTO
TEKCTa, MOXKHO HAWTH KJTIOY ISl 060X UG POB.

TecTtKkrnaee 2

1. Ilpeodpazosanue omrpoimozo mexcma coo6uleHUA @ 3aKPoIMbIIL HA3bI-
eaemcs:
1) mpouenypa mmgpoBaHUs;
2) anroput™ MKMGpPOBAHUS;
3) obecneueHue ayTeHTU(HUKAITUN;
4) uudposas 3aMuce.
2. Bxoouvie napamempst npouecca wuposanus (HEcKoabko 8EPHLIX OM -
6enoeg):
1) 3ammdpoBaHHBIN TEKCT;
2) xiou;
3) OTKPBITHII TEKCT;
4) anroputm.
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Kaxue u3 cepgucog peaauzylomes npu ucnoAb306anuu Kpunmozpaguie-

CKUX npeofpazosanuii (HeCK0.16K0 6EPHBIX OMEEN106):

1) KOHTPOMB LETOCTHOCTH;

2) ayTeHTU(UMKALINSA;

3) mrudposBaHue;

4) anroputm.

Ymo noszeoasem npedomepamums UCNOAb306AHUE KPUNMOZPADUecKUX

npeofpazoeanuii:

1) oTka3 ot uH(OpMaLIMN;

2) obecneueHue ayTeHTU(HUKAITUM;

3) yreuky uH(OpPMALINH;

4) ucnonb30BaHUE ATOPUTMOB ACUMMETPUYHOTO MM POBAHUS.

3nanue karoua no3eoagem:

1) ucnonb3oBaTh KpuNTOrpatdudeckue cepBUCH 0e30MACHOCTH;

2) obecneynTh ayTeHTU(UKALINIO;

3) mpedoTBpaTUTh YTEUKY UH(OPMALIMH;

4) BBIMOMHUTH OOpaTHOE Npeobpa3oBaHUE.

Umo ¢ kpunmozpaguu nonumaenmcs nod mepmMuHOM <3ieMeHMAPHOe

onpobosanue»:

1) omepauus Hag ABYMS H-pa3psIHBIMY ABOMYHBIMHU YHCIAMM;

2) mpoBepka KJ1104a Ha eJIOCTHOCTb;

3) comocTarIeHUe NBYX Maposieii;

4) mepemava KJio4a 1o KaKoMy-1100 KaHaly CBSI3H.

Hem onpedeasenics ypogeHs HAOEHCHOCIU NPUMEHAEMbIX KPURMO2ZPA-

chuneckux npeobpazosanuil:

1) 3HaueHMeM [OMYCTMMOI BEpPOSITHOCTH HEWUCNPABHOCTEH WU
cO0eB, MPUBOASIINX K MOJIYYEHHIO 37T0YMBIIIEHHUKOM J0TIOJ-
HUTEJIbHOU MHMOpMaLMu 0 KpunTorpadhuyeckux npeodpasosa-
HUSIX;

2) CIOXHOCTHIO KOMOMHAIIMM CUMBOJIOB, BBIOPAHHBIX CIY4YaiiHBIM
oOpazowm;

3) ucnonb3oBaHHeM OOJBILIOTO YKMCTA KITOYei 1ist g poBaHus;

4) oTHoIIeHHWEM KOJIMYECTBa AemudpoBaHHONH WH(popMaluu K 06-
eMy KOJTWYeCTBY IIM(MPOBAHHON MHGOpPMALIMK, TTOAIeXKAIIei
neimndpoBaHHIO.

8. Huoce nepevucaenbl MEXAHUIMBbI 3ALUMIbI HH¢0P.MHI{HOHHMX cucmem

on HecauKyuoHuposanHozo docmyna. Ymo 30ece auwnee:

1) ugeHTHMhUKALNA W ayTeHTHMHKALIMS MOIb30BaTeNIcii U CyOBheK-
TOB TOCTYTIA;

2) ympaBleHHUe JOCTYTIOM;

3) obecreyeHue MOCTOSHHOTO YKMC/IA TIOIb30BATENEH CETH;
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10.

11.

12.

13.

14.

15.

4) obGecreyeHU LEIOCTHOCTH;

5) perucrpainus u yyer.

Ymo nazvieaemes UMUMOGCMABKOIL:

1) To 610K TAHHBIX, MEPEeMEHHOMN JUTMHBI, KOTOPHIH BRIPAOATHIBAIOT
MO OTIpeIe/IEHHOMY TIPABWTY M3 OTKPBITHIX TaHHBIX C UCIOIb30-
BaHWEM KITIOYA W 3aTeM J0DaBMSAIOT K 3alIM(POBAHHBIM JAHHBIM
115t obecTIredye HUS MX MMUTO3ALIUTHI;

2) 3T0 010K JAaHHBIX (DUKCUPOBAHHOI IJTUHBI, KOTOPHII BEIpAdaThI-
BAIOT IO OTpPEAeIeHHOMY MPABHIIy M3 OTKPBITBIX JaHHBIX C HC-
MOTB30BAHUEM KIII0Ya M 3aTeM J00aBIgI0T K 3allnpOBAHHBIM
NAHHBIM UTS 00ecTieYeHUs] X UMUTO3AIUTHI.

Kax unave nasvigaemces cummemputtoe wugposanue:

1) nrndpoBaHUe ¢ 3aKPHITHIM KITFOUOM;

2) mrncdpoBaHue MetogoM beiiTca;

3) mrucdpoBaHUE C OTKPHITHIM KIIFOUOM;

4) mmdpoBaHUE ¢ TIEPeMEHHBIM KITIOUOM.

Kaxoii arzopumm e ucnoav3yemces npu cuMMempuHHOM Wu@posanuu:

1) motouHoe MM poBaHHE;

2) nmoburtoBoe Mg poBaHuE;

3) 6mouyHoe mudpoBaHue;

4) anmroputm Bnb-lamans.

Kaxoii uz pescumos aazopumma DES ucnoavzyemcs 042 nocmpoeHus

wughpoe cammuposanus?

1) snekTpoHHas KOIOBasg KHUTA;

2) cueruieHHe 0J10KOB IMpPa;

3) oOparHast CBSI3b MO MM POTEKCTY;

4) obpaTHag CBA3b 110 BEIXOMY.

Kaxoea dauna 6aoxa aszopumma wugposanus DES:

1) 16 6ur;

2) 56 owur;

3) 64 oura;

4) 5 Gaiit.

CKo0.1bK0 6cezo UUKA06 8bINOIHAEMCA OnEPpayis 3aunupoesvl6anus 6 ai-

2opumme DES:

1) 10;

2) 14;

3) 16;

4) 20.

Umo A61gemcsa npeuMyniecmeom CUMMEMPUHHOZ0 WU(POBAHU:

1) ckopocTb BBIMOJHEHUS KPHUNITOTpahudecKux npeobpa3oBaHMii;

2) NEerkocTh BHECEHUS] U3MEHEHMI B alTOPUTM I POBAHUS;
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16.

17.

18.

19.

20.

21.

3) cekpeTHBIN KJIIOY M3BECTeH TOIBKO Momydareao wHbopMauu
U TIepBOHAYAIbHBIH 0OMeH He TpebyeT mMepemayu CeKpeTHOTO
KITIOYA;

4) nmpuMeHeHHe B CHCTeMax ayTeHTH(UKAIUM (3JIeKTPOHHAA TTOI-
MMUCBH).

Kakoii pazmep katoua 8 omevecmeennom cmandapnie cumMMempuiHo2o

mughposanus:

1) 56 6ur;

2) 124 our;

3) 256 our.

Kaxue us pexcumos wnugposanusn OaHHbIX He gKAr04aem 8 cesa omeve-

CIMGEHHBLIl CIAHOAP CUMMEMPUYHO20 HUPPOSaHU:

1) pexum raMMHpPOBaHM;

2) peXuM IPOCTOil 3aMEHBEI;

3) pexum 0OpaTHOIT CBA3M MO MHMPOTEKCTY;

4) pesxuM raMMHpOBaHMsI ¢ 0GPaTHOI CBA3BIO.

Hcnoavzyem au omevecmeeHnslil cmandapm cuMMempuiHo2o wugpo-

GaHUA OONOAHUNMEAbHBEI KAIOY:

1) na;

2) HerT.

Kaxkoe uz amux ymeepyxcoenuii A611emcs 6epHbIM:

1) y.S-6mokoB 'OCT 4-6uTOBBIC BXOMBI U BEIXOBI;

2) y S-onokoB I'OCT 4-6utoBbie BXOIBI U 8-OMTOBHIE BRIXOIEI;

3) y S-onokoB I'OCT 8-6uToBEIe BXOIBI U 4-OUTOBEIC BRIXOJIEI.

Hcnoaszyemea au 6 omevecmeeHHOM cmanoapme CUMMEMPUHHOZ0

wmughposanua npouedypa zenepauiu nodkatouel uz karouei, kax ¢ DES:

1) na, HO 3Ta Mpoleaypa CPaBHUTENBHO MPOCTA;

2) He UCMONb3YeTCH;

3) ucnonb3yeTcs AHAJIOTHYHAS 110 CJIOXKHOCTH TIPOLIEaypa.

B omeuecmeennom cmandapme cumMMempuHo2o WUQPoeaHUs npumMe-

HsAemcs NOOCMAH08KA, OCHOGAHHAA HA npuMeHeHuu S-0.10x06. Ckoabko

maxux oaoxoe ucnoavzyemcs ¢ I'OCT:

1) 8;

2) 12;

3) 16;

4) 24

22. Jlauna paynooeozo Kal04a & omevecmeeHHOM cImanoapme cumMmempuy-

HO20 wupposanus:
1) 8 our;

2) 32 owura;

3) 48 our.
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23. Buvibepume npasuavHoe ymeepicoeHue:

1) B OTeYeCTBEHHOM CTAH/IAPTE CUMMETPUYHOTO UG POBAHUS €CTh
HayadbHasA, HO HET KOHEYHOI OMTOBBIX MepecTaHOBOK IIUppye-
MOro 0soKa;

2) B OTEUECTBEHHOM CTaHAApTe CUMMETPUYHOTO IU(GPOBAHUS HET
HAYaTbHOW W KOHEYHOW OWTOBBIX MEPECTAHOBOK HIM(MPYEeMOro
6510Ka, TAK KAK OHU HE BIUSIOT HA CTOMKOCTD H(pa;

3) 8 DES Her HauanbHOH M KOHEYHOI OMTOBEIX IEpPecTAHOBOK
mucdpyemoro 610ka.

24. Ymo o3nauaem «MHO20Kpamuoe wugposanue» nPpUMeHUMeIbHo K 0104~

HbIM uiughpam:

1) moBTOpHOE MPUMEHEHHE ATTOPUTMA MIH(POBAHUSA K ITH(PPOTEK-
CTY C TEMH XKe KITIOYaMH;

2) mwcpoBaHUE OJHOTO W TOTO Xe OJI0KA OTKPHITOTO TEKCTa He-
CKOJIBKO pa3 ¢ HECKOJIbKUMH KITI0YaMu;

3) moOBTOpHOE NMPUMEHEHUE ATTOPUTMA MU POBAHUA K ITH(PPOTEK-
CTY C APYTUMH KJTIOYaMH,

4) yBenuyeHHe YMCIA ITANOB IIM(MPOBAHUSA OTKPHITOTO TEKCTA.

Tabnuua oTBeTOB Ha TeCcT K rnase 2

Howmep Bonpoca 1 2 3 5 6 7
[MpaBUNBHBIH OTBET 1 2,3 1,2 3 4 1

Homep Bonpoca 9 10 11 12 13 14 15 16
[MpaBUNBHBIH OTBET 2 | 4 4 3 3 | 3
Homep Bonpoca 17 18 19 20 21 22 23 24
[MpaBUNBHBIH OTBET 3 | | 1 | 2 2 2




[TIABA 3

SJIEMEHTbI KPUIMTOAHAJIU3A
KJNNACCUYECKUX LLUWDPOB

3.1. OTkpbiTbiE COOOLEHNS
M UX NpOCTEenLLne XapakTepmucTukKu

[TonsTue oTkpwiTOro coobuieHUs B Kpunrorpadguyeckoil nurepary-
pe TTOHUMaeTcs IBOSIKO: TM00 3TO CONEepKATeNbHBIH TEKCT, MOATAI0NIHIT-
¢Sl CMBICTIOBOMY UTEHHIO, THO0 3TO TEKCT, MOMAIEKALINH 3allpPOBaHHIO,
B TIOCJIEAHEM CIIy4ae 3TO TEKCT, BO3MOXKHO, U HEYMTAEMbIii, HAIPUMED,
mM@pPoBaHHBINA TEKCT, B CIy4ae NJBOWHOTO mepelnndpoBanusi. B naHHOM
naparpade 1o OTKPBITBIM TEKCTOM, KaK MPaBUI0, Mbl TTIOHUMAEM COIEp-
JKATeJIbHBIM YHUTAaeMBbIil TEKCT Ha KaKoM-1u0o0 s3bike. Mopenu mmdpos,
KPUIITOCXeM, IIM(PATOPOB, MOJIETTH KIIIOUEBBIX CUCTEM IIU(MPOB CTPOATCS
C MCIOJIb30BAHMEM MOJENeil OTKPBITOTO TEKCTa (MM MOAENeH HCTOUHUKA
OTKPBITBIX cO00IIeHHIT). Bce Momenu, B TOM YMcIie U MOJENH OTKPBITBIX CO-
00111eHUIT, 0OBIYHO AeNSATCA Ha [1Ba KJIacca: JAeTepPMUHUPOBAHHBIE U BEPO-
ATHOCTHBIE.

Jemepmunuposannsiii ucmounux coodujenuii. B 3Toii Mogenu OTKPBITEIE
TEKCThI (KaK ¥ IU(POBaAHHBIE) MPEACTABISIOT CODO0I MOCIeI0BaTeTbHOCTH
CHMBOJIOB, B3AThIX M3 KOHEYHOT0 MHOXXECTBA CUMBOJIOB, HA3bIBAEMOTO ail-
(haBuTOM OTKpBITOTO TeKcTa. Hampumep, andasuT pycckoro si3bika, anga-
BUT QHTJIMHCKOTO SI3bIKA.

Yucno cumMBONIOB B andaBUTe MATEMATUKH HA3bIBAIOT MOLIHOCTBIO all-
¢aeuta. Hanpumep, andasut A(1) = {4, B,C, D, ..., X, ¥, Z} — nponucHsie
OYKBBI aHTIMHCKOTO s13bIKa. MonrHocTs andasuTa 26 (MHOTAA BMECTO TIpO-
Oesra ucnonb3yoT OykBY Z). Andasur A(2) ={A, B,C, D, ... X, Y, Z,a, b, c,
e X, ,2,0,1,2,...,9, ... ««? 1} — mourHOCTE andaputa 70. Andasut A(3) =
= {0, 1} — momHocTs 2. YacTo ucnonw3yiTcsa andaBuThl, MPeACTABIIIO-
e coboil ABOMYHBIE HA0OPHL AMHHOM 1 (KaK NpaBuiIo 5 < n > §) unu aso-
WYHBIE KOIBI, HATIPUMEP, MeXIyHAponHeIil Tenerpacdubiii kog (MTK-2).
[MTonHelit pycckuit andaBut cocTouT U3 33 OVKB:

ABUTJAEEX3UUKIMHONPCTYOXUY LI U bbIBIIOA,

npobena, TOYKH, 3arsATOM.
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OtoxnecTasior: B psiae ciydaeB E u E, unorna U u U, a unorna E u D,
yacTo otoxnecTtragaioT b u'b. [lobasnsas nmpoben, ropopar, 4yTo andaBuT co-
cTouT U3 34 OYKB, 4 C HEKOTOPBIMY OTOXAECTBICHUSIMHU OYKB andaBUT co-
nepxuT ot 28 1o 33 Oyks.

Iycte [ — HexkoTopsiii andasut, momHocTu |/|. Teker, 3anucaHHBII
B anchaBuTe /, UMEET IJIMHY — YHUCIIO CUMBOJIOB B COOTBETCTBYIOIIIEi MocCIe-
nmosatenbHOCTH. [TocnenoBaTenbHOCTh & CUMBOJIOB HA3BIBAIOT K-TpaMMOit
B andasute /. MaremMaTukH, Kak TpaBUIO, MOJ TOCIEI0BATETBHOCThIO
0OBIMHO TTOHUMAIOT DECKOHEYHYIO MOCIeI0BaTeTbHOCTh CUMBOJIOB asa-
BUTA [, KOHEUHYIO XK€ MMOCeN0BATETbHOCTh HA3bIBAIOT CIIOBOM B aihaBu-
Te /. CoOCTBEHHO MCTOYHHUKAMH OTKDPBITOTO TEKCTA SIBISIETCS OTIETbHBIN
YeJIOBEK WJIM TPYyNMa JoAeil, paquorepenanlie CTaHIIUN, TYHKTHI TeJe-
rpacdHoil 1 TenedoHHOM ceTH U T.0. KaXknblil HCTOUHWUK OTKPBITOTO TEKCTa
(cooluieHuni) XapakTepu3yeTcss CBOMMU OCODEHHOCTSAMM: HCITONb3YEMbIM
andaBUTOM, HAPUMED, PYCCKUM anhaBUTOM; OTIPENETeHHON CTPYKTYpPOH
TEMATHKU COOOIIEeHHWI, HAITPUMED, O TOroje, O MOJIUTHKE; MaTeMaTH4e-
CKHI1 TEKCT, (PU3NYECKUI U T.JI.; YACTOTHBIMH XapaKTe PUCTUKAMHU CcO0DIIEe-
HUI M IPYTMMH OCOOEHHOCTSIMU, HATIPUMED, TaK Ha3bIBAEMBIMH BEpOSAT-
HbiMK ciioBamu: «Coobmaio Bam», «JloknageiBaio», «Ha Baur Homep ,,..."
coo011a0», «CTaApIIUi OMEePYMOJTHOMOYEHHBIN MpoBuHIIMKM Jlorap Maiiop
Tapacos» u T.1. Coobi1eHNsI HA AHTTUICKOM SI3bIKE TIepeaBaeMble 0 Te-
JIeTAilITy, CKopee BCEro UCTMoab3yioT andaput A(2). YacTHeIl KoppecnoH-
JIEHT, HaMepeBaloIniics 1 poBaTh CBOM COODIIEHHS, BO MHOTHX CIIy4dasx
MpearnovTeT UCIOIb30BaTh andasuT A(1). /laHHble, nepenaBaeMble B Telle-
KOMMYHHMKAIITMOHHBIX CETSIX, yI0OHee 0TOOpaX)aTh ¢ MCIOIb30BAHUEM all-
cdaButa A(3).

Kaxaplii MCTOYHUK COOOIIEHW MOPOXKIAET TEKCThl B COOTBETCTBUH
C TIpaBUJIAMU TPAMMATHKM, YTO HAXOMUT OTPAKEHHE W B APYIMX Xapak-
TepucTuKax coobuenuii. Hanpumep, B comepaTelbHBIX TEKCTAX HA aH-
TIMIICKOM sI3bIKe 3a OYKBOI «(» BCeraa ciaeayeT 6yKBa «U», B PYCCKHX TeK-
cTax OYKBbI «b» U «b» HUKOT/IA HE PACIOJATAIOTCHA PAIOM U HE CIEeIyIOT
3a TacHbIMU GYKBamu. Besikuit HCTOUHMK cOOOIIEHH T MOKHO MOIETHPO-
BaTh CITUCKOM donycmiumblx (T.e. BCTPEUAIONIUXCS B KAKMX-THOO TEKCTax)
k-rpammnipu k=1, 2, 3, ... Ecin k-rpaMma He SBJIsIeTCS JOMYCTHUMOI, TO ee
HA3BIBAIOT 3aNPemHOl, U 3anpelyeHHOl.

Jemepmunuposannas modeab ucmouHuKa omkpwvimbix coobuienuii. Pas-
JleJieHWe MHOXKEeCTBa k-TpaMM Ha IOTYCTHMbIE W 3aTIPETHBIE OMpenetsieT
JNETEPMUHUPOBAHHYIO MOJE/Ib UCTOYHUKA OTKPBITHIX cooOuieHuii. B ta-
KOI MOJIETH OTKPBITHIN TEKCT paccMaTpUBaeTCsl KaK MOCIe10BaTeTbHOCTh
CHMBOJIOB HEKOTOPOTO ay(haBUTA, HE COMEPIKAIIYIO 3alPETHBIX K-TPaMM.
[TocTpoenune geTepMUHUPOBAHHOM MOIENH MCCIEAYEMOTO UCTOYHUKA OT-
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KPBITBIX COODIEHUI MOXHO pealu30BaTh B pe3yabTaTe CTATUCTUYeCKOMH
00paboTKK reHepUpPyeMbIX UM TEKCTOB. [l 3TOTO CleayeT «IpoCMOTPETh»
JOCTAaTOYHO OOMNbIIOE KOMWYECTBO TEKCTOB, CTEHEPHUPOBAHHOTO AAHHBIM
WUCTOYHHKOM, U BCE HE BCTPETUBIIMECH k-TPaMMbI OTHECTH K MHOXECTBY
3aMpeTHBIX k-rpaMM HUcTOYHMKA. EcTecTBeHHO, yeM Oosblliee KOTUYECTBO
maTepuaia oTpaboTaHo, TeM 3 deKTHBHEE TPUMEeHEHHE TOCTPOSHHOMH MO-
Jle7Ti coODIeHUI Ha TPaKTUKeE /ISl PellIeHUsT Pa3IuIHbIX KpUTTorpacduie-
CKHWX 3afa4. B pane kpunTtorpadguyeckux 3agad JaHHAS MOJIETb HCTOYHHUKA
COoO0IIEHU UCTIONb3YeTCs OJ15 pa3IMuYeHUs] OTKPHITBIX TEKCTOB OT cy4aii-
HBIX TIOCIeA0BaTENbHOCTEH C MOMOILBIO BBIYMCIUTENBHOI TEXHUKH.
Hemounuk nepedavu dannbix. TlosiBneHue cucreM TeneodpabOTKH TpH-
BEJIO K TIOSIBJIEHUIO HOBOTO BUAA CBA3M, TAK Ha3bIBAEMOIO «Iepeaaya JaH-
Hbx». llenplo mepenaum naHHBIX SABAsieTcs Mepefadya WHQOpMAauu s
00padoTKK ee BBIUMCIMTENbHBIM MAllIMHAM WM K€ BblIaya €e 3TUMH Ma-
mHaMu. [IpuHUMNUATEHAS HOBHM3HA BHUOA CBA3H — TMeEpeqaydl JaHHBIX
COCTOMT B TOM, YTO 3TA CBSI3b OCYIIECTBIIsIET 00MeH UH(OpMAIIEl MeKITy
KOMIIBIOTEPAMU, a TAKXKE MEXIYy KOMITbIOTepaMH U deloBeKoM. [laHHbIe,
npeaIHa3HAYEHHbIE U MALIWH, HA3bIBAIOT «(DOPMAaTU30BAHHBIM S3bIKOM>»,
SA3BIKOM MAIlIWH. DTUM MOIYEPKUBAETCH, YTO OHU He TpeIHa3HAYEHbl He-
MOCPEJCTBEHHO I BOCIIPUSTUSI YETOBEKOM. DTH NAaHHBIE IepenalnTcs
B IM¢pOBOM BH[E (YacTO B BHIE ABOMYHON mocienoBatenbHOCTH). Oc-
MBICTTUBAHHME MX YEJTOBEKOM MOKET MPOUCXOIWUTH TOIBKO MOCE X Mpe-
CTaBJIEHUS B COOTBETCTBYIOIIEH hopme. B kpunTorpaduyeckux tepmMmHax
NOHATHA (OPMATM30BAHHOTO SI3bIKA TPENCTABIAIOT co0O0il cloBapHbIE
BEIMYMHBI, 2 UX YCJIOBHbIE (DOPMBI — KOI0OO3HAUYEHUsI, MOCTIEIHUE U30-
OpaxaioTcs B BUAe OYKBEHHBIX, IMMPOBBIX U CMELIAHHBIX TPYIIN Pa3Tud-
HOM IMHBI (pa3pagHocT). PopMann30BaHHBIH JOKYMEHT 0(hOpMISIETCS
B BHJIE TAK Ha3eIBaeMOro «hopMara», T.e. (hOpMEI, B KOTOPOI pasMelIeHHe
JAaHHBIX OCYIIECTBSIETCS 1O HEKOTOPLIM KEeCTKMM TIpaBUIaM Ha MecTax,
oTipenensieMbIX 17151 NaHHOTO dopmaTa mabmoHom. Takum obpazom, mmis
YTEHHUSI TAKUX JOKYMEHTOB HEOOXOIHMMO 3HATh (DOPMATBHBIN S3bIK U (Oop-
MaThl TOKYMEHTOB. MOXHO cKa3aTh, YTO (haKTUYECKH OTKPHITOE coobiie-
HUe B POPMATU30BAHHOM SI3BIKE MPECTABASIET co00il KoorpaMmy, a mepe-
BOJT OTKPBITOTO COOOIIEHUS B (hOPMATTU30BAHHBIN SI3BIK €CTh [IO3ULIMOHHOE
KOOMPOBAHME CMBICIOBBIX COOOIIEHUI HECKONbKHMX $I3bIKOB, KaXKIbIH
13 KOTOPBIX KOAUPYETCS CBOMM KOJIOM M paclioyiaraeTcsl Ha olpeleleHHOM
mecTe ropmata cooduieHust. Takum obpaszom, s (hopManTu30BaHHBIX CO-
oO01IeHN T 1cYe3aeT OHATHE OTKPBITOTO TEKCTA B OOILIENPUHATOM €ro mo-
HUMaHUM «9UTAaeMOTO» TeKcTa. [Ipu3HakaMu «OTKPBITOrO TEKCTa» TEKCTa
(hopManTM30BAHHOTO SIBIISIIOTCS HE €r0 YMTAEMOCTh, @ Pa3HYHbIE €ro e-
TEPMUHUPOBAHHBIE U CTATUCTUYECKHE MPU3HAKH, CBSI3aHHBIE C TIPUMEHsIE-
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MBIMH CIIOCO0AMHU CKATHS M KOIUPOBAHUS B CHCTEMAaX IUCKPETHOTO (hOTO-
Tenerpacda, TeleBUIeHUS, TEIEKOMMYHUKALIMOHHBIX CETEH.

Hpocmeiiwue eeposmuocmubie ucmouHuKU coodujeruii. B aTux momemsax
MCTOYHUK OTKPBITOrO TEKCTA paccMaTpUBaeTCd KaK MCTOYHUK CIy4aiHbIX
nocienoBaTenbHocTel. CuMTaeTcs, YT0 UICTOYHUK TeHepUpyeT KOHEYHYIO
WU DECKOHEYHYIO TTOCIEN0BATENBHOCTE CIyYaiiHBIX cUMBOJIOB X(1), x(2),
..., x(n) uz andasuta I. BepossTHOCTE Ciy4aitHoro coobineHus «i(1), i(2), ...,
i(n)» onpenensieTcsl KaK BEPOSITHOCTb COBMECTHOTO COOBITHSA

P(i(1), i(2), ..., i(n)) = P(x(1) = i(1), x(2) = i(2), ..., x(n) = i(n))).

[Mpu 5TOM, ecTeCTBEHHO, TPEOYIOT BEIITOJIHEHHS YCIOBUIA:
1) nna mo6oro cayuaitHoro coobieHus «i(1), i(2), ..., i(n)»

P(i(1),i(2), ..., i(n)) 2 0;
) Y PU,iQ),...i(n) =1;

i1, 002), ... d(n)
3) nna mo6oro cayuaiiHoro coobieHud «i(1), i(2), ..., i(n)»

PGi(1),i(2), .,itn))= Y P((1),i(2),....i(s)), s=n+ 1.
1), 0(2), .. d(s)

CMBICIT TTOCTIETHETO YCAOBUSA COCTOUT B TOM, UTO BEPOSITHOCTh BCSIKOTO
CIy4yaifHOTO COOOIIEHMs IIWHEI # €CThb CyMMa BEPOSITHOCTEI BCeX «IIpo-
MOJDKEHHIT» 3TOTO COOOIIEHUS 10 JUTHHBI § > 1 (HEKOTOPBI BAPUAHT aKCH-
ombl Konmoroposa). TekcT, mopoxnaeMmslii TAKMM UCTOYHUKOM, SIBIISIETCSI
BEPOSITHOCTHBIM aHANOTOM $13bIKa. OH 00/1agaeT OMUWHAKOBBIMH C SI3BIKOM
YaCTOTHBIMM XapaKTEPUCTUKAMU k-rpamM. 3amgaBasi KOHKPETHOE BEPOSIT-
HOCTHOE paclipeieieHe Ha MHOXKECTBE OTKPBITHIX TEKCTOB, MbI 32Ja€M CO-
OTBETCTBYIOILYIO MOJIETb ICTOUHUKA co001IeHMit. PaccMoTpuM HekoTOpBIe
YaCTHBIE CNTy4Yau 3TO 001Iel MOAeH.

CmayuorapHslil UCMOYHUK He3A8UCUMBIX CUMB0106 aighasuma. B 3Toii
MOJIENH MpPeAnoaraeTcs, YTO BEPOATHOCTH COODIIEHUI NTOTHOCTBIO OMpe-
JEJISIIOTCS] BEPOSITHOCTSIMM OTIENBHBIX CHMBOJIOB andaBuTa:

P(i(1), i(2), ..., i(n)) = ﬁP(x(j)=i(j))
u Px()=i)>0, Y, P(x(j)=i)=1

iel
[Tox OTKPBITEIM TEKCTOM TOHWUMAETCSI PEATH3alHs MMOCIeI0BATEIbHO-
CTH HEe3aBUCHMBIX UCTIBITAHUI B MOJTUHOMMAIBHOI BEPOSITHOCTHOI cXxeMe
¢ yucmoM ucxomoB | /| = m. Mcxony B3aMMHO OIHO3HAYHO COOTBETCTBYET
cuMBoa andaputa [. BTa MOIEab MO3BOJSET pa3fe/]uTh OYKBHI aldaBHUTa
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Ha KJ1acchl BBICOKOM, CpellHell U HU3KOH 4acToT ucrnonb3oBaHus. Hioke,
B Tabn1. 3.1, mpuBOASITCA OYKBBI BHICOKOM YaCTOTHI HCIIOJIb30BAHUS [IJIS1 He-
KOTOPBIX €BPOTMEHCKHX I3bIKOB (YaCTOTA YKa3aHAa B MPOLIEHTAX).

Tabnua 3.1
A3bIK ByKBBI a1haBUTOB M YaCTOTHI HX HCIIOIL30BAHUS B TEKCTAX

AHrnuicKuit E|1286|T| 972 |A| 79 | I |7,77|N|7.51| R|7,03
HMcnanckuii E|1415|A|1290 |0 | 8,84 | 5|7,64| 71 |7.01| R|6,95
Wranesincknit | [ | 12,04 | E | 11,60 | A | 11,10 | O (8,92 | N |7,68| T | 7,07
Hemenuxwuii E|1918 | N| 1020 | 7| 821 |85 |7,07| R |7.01| T|5.86
@panuysckuit | £ | 17,76 | §| 823 | A| 768 | N|7.61|T|7.30| 17,23
Pycckuit O|11,00 | A| 890 |E| 830 |A|790|H|6,90| T |6,00

Jlig cpaBHEHMST 4acTOT peakux OYKB U GYKB, MIPUBEIEHHBIX B TabH-
e, YKaxXeM, 4TO, HalpuMep, B AHTJIUICKOM SI3bIKE peIKUMHU OyKBaMH
aBsiioTes OykBol J, 0, Z, a UX 4aCTOTHI B MPOLIEHTAX OLEHUBAIOTCS BETH-
yuHamu 0,13; 0,12; 0,08 coorBercTBeHHO. M3 3TOi Tabnuibl BUIHO, 4YTO
HE CIyYaitHO WUTATbSHCKUI M MCMAHCKUI S3BIKM CUMTAIOTCS TIEBYYMMH:
Ha J0JT10 TJIACHBIX TIPUXOIUTCS OKOJIO TIOJOBUHBI BCeX OyKB. CaMbIMM Ya-
CTBEIMM OUTpaMMaMHM B PYCCKOM sI3bIKe ABsAtoTea (B poueHTtax) CT (1,74),
HO (1,29), EH (1,23), TO (1,21), HA (1,20), OB (1,16), HU (1,15),
PA (1,14), BO (1,08), KO (1,07). Haubonee uyacteie Tpurpammer: CTO,
EHO, HOB, TOB, OBO, HAJI, PAJI, HUC.

PaccmarpuBaemast MOIETb OTKPBITOTO TEKCTA BEChbMA MMPOCTO CTPOMUTCS
JUTS TI0DOTO UCTOYHMKA OTKPBITHIX COODIIEHUH C MCITOIb30BAHMEM OTHOCH -
TeJIbHO HEBOMBIIOTO KOMTMYEeCTBA MaTepHaia U ynobHa [1s TpakTHYeCKOTO
npuMeHeHus. B To xe BpemMsi, HEKOTOpBIE CBOMCTBA MOIEIH MPOTHBOpPEYAT
CBOMCTBAaM sI36IKOB. B uacTHOCTH, cormacHo 3Tok Moaenu tobast K-rpaMMa,
k > 1, UMeeT HEeHYEBYIO BEPOSITHOCTD TIOSIBICHHST B COOBIIEHUH,

3.2. [lewmndppoBaHNe HEKOTOPDIX
Knaccuyeckux wmdppos

Yemoiivueote 3aKoHOMeEPHOCHIU OMKPLINO20 MEKCIA U UX UCHO.16306aHUE
npu demughpoeanuu wugpos npocmoii 3amensvt U nepecmanoexu. Bozmox-
HOCTB AelindpoBaHMsT Kakoro mubo nmdpa B 3HAUUTETBHOM Mepe 3aBUCUT
OT TOTO, B KAKOMH CTeNeHU KpunTorpaduueckue npeobpasoBaHus pa3pyliia-
IOT BEPOSITHOCTHO-CTATUCTUYECKHUE 3aKOHOMEPHOCTH, TPUCYTCTBYIOIIHE
B OTKPBITOM COJEPKATEIbHOM TeKCTE. TaK B OCMBICTIEHHBIX TEKCTAX 1000~
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ro eCTECTBEHHOTO SI3bIKa Pa3/IMYHbIe OYKBbI BCTPEUAIOTCS € pa3HOU 4acTo-
TOIi, IPU 3TOM OTHOCUTENbHBIE YACTOTHI OYKB B Pa3/IMYHBIX TEKCTAX OTHOTO
a3bIKa OMM3KK Mexmy coboii. To ke camMoe MOXKHO CKa3aTh M O YaCTOTax
nap, Tpoek OYKB OTKpHITOro Tekcta. Kpome Toro, noboil ecTecTBEHHBIH
sa3bIK 00NagaeT Tak Ha3bIBaeMO M30BITOYHOCTBIO, YTO MO3BOJISET € OOMb-
II0H BEPOSITHOCTBIO «yraablBaThb» CMBICI COOOILIEHHWS, NaXKe eclIM 4acTb
OYKB B COODLLIEHNU HE U3BECTHA.

B ta6n. 3.2 npuBeneHBl OTHOCHUTENBHBIE YACTOTH OVKB andaBuTa pyc-
CKOTO fI3bIKA.

Tabmuua 3.2

1|a—0,062 12| n— 0,035 23||u — 0,004
26 —0,014 13|m— 0,026 24{|u — 0,012
3|8—0,038 14 |1 — 0,053 25| | — 0,006
4(r—0,013 15{0—0,090 26{|u — 0,003
5|a—0,025 16 {m— 0,023 27| o1 — 0,016
6|e,&—0,072 17| p — 0,040 28||b, b — 0,014
7|x— 0,077 18 |c — 0,045 29(|2 — 0,003
8|3—0,016 19— 0,053 30|10 — 0,006
9|u— 0,062 20|y — 0,021 31j|a— 0,018
10 |11 — 0,010 21 | — 0,002 32||— 0,175
11| x—0,28 22|x—0,009

[TomoGHBIE cTaTHCTHYECKHE TAOMWIBI MPUBOASATCS B Pa3HBIX KHHTAX.
OHM Mony4yeHbl HA OCHOBE IMOACYETOB YACTOT HA OOMBIIMX O00bEeMax OT-
KPBITOTO TEKCTA. YUUTHIBASI, YTO JISI SKCTIEPUMEHTOB OepeTcsl pa3muuHbIN
MCXOIHBIM MaTepuas, 3HAYEHWs BEPOSATHOCTE HECKOIBKO OTIWYaloTCs
MeXIy coboii.

Ecnu ymopsimounTts GYKBBI MO YOBIBAHHIO BEPOSITHOCTEN, TO MBI TTOTY-
YUM BapUallMOHHBIA psil

O,EEAUWHTCPBIILKMI,ILYA,3,bL b, b,
LY, 1, X, X, 1O, I, 1, 1, 3, ®.

B cnobe CEHOBAJIUTP coaepxatca 10 Hanboee 4acThIX OYKB.

YacToThl 3HAKOB andaBuTa 3aBUCAT HE TOIBKO OT sI3bIKA, HO U OT XapakK-
Tepa TekcTa. Tak B TeKCTe Mo KpumrTorpaduu GymeT MOBbIIIEHA BEpOST-
HOCTb OykB @, 111 (13-3a YaCcTO BCTPEUAIOIITMXCS CIIOB «ITH(P», «KPUIITO-
rpacusi»). B HEKOTOPBIX MaTeMaTHYECKNX TEKCTaX MOXET OBITh 3aBhIIIICHA
yacTtoTa OykBbl @ (113-3a c/1OB «(DyHKUUS». «(pyHKIIMOHAN» U T.I.). B cran-
JapTHBIX TEKCTOBBIX (haitmax Haubomee YacThIM SBISICTCS CMMBOJ «ITPO-
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0em». YacToTHas muarpaMMa coiepKaTeIbHbIX TEKCTOB SIBJISIETCS YCTONY M-
BOI1 XxapakTepucTHKOH TekcTa. M3 Teopuu BeposSITHOCTEI CIemyeT, YTo TpH
MOCTATOYHO c/1a0BbIX OrpaHUYEHUSIX HA BEPOSATHOCTHBIE CBOWCTBA CIIy4aii-
HOTO Tpoliecca CIpaBeUTB 3aKOH OONBIINX YKCEN, T.e. OTHOCHUTEIbHbIE

By,
HaCTOTLI — ;- 3HAKOB CXOIATCA MO BEPOSTHOCTH K 3HAYEHUAM X BEPOAT-

HOCTEH p,

ki k

p{|%

— Pk N

= E}T)O

[ndpel nepecTaHOBKKM U TIPOCTOH 3aMEHBI HETIOTHOCTBIO Pa3pyLIaAOT
BEPOATHOCTHO-CTATUCTHYECKHE CBOKMCTBA, UMEIOLIMECH B OTKPBLITOM CO-
oOLEeHNH.

Hewughpoeanue wmugpa npocmoii 3amenst. Ilpn nemmdpoBaHuM Tek-
cTa, 3amKudpoBaHHOTO MUGPOM MPOCTON 3aMEHBI, UCTOIB3YIOT YacTOT-
Hbl€ XapaKTePUCTUKH OTKPBITOro Tekcra. MMeHHO, eciM moacuuTaTh
4acTOThI BCTPEYAEMOCTH 3HAKOB B HIM(POBAHHOM TEKCTE, YIOPSAOYUTH
MX 110 YOBIBAHUIO 1 CPAaBHUTH C BAPUALIMOHHBIM PSIIOM BEPOSITHOCTEI OT-
KPBITOTO TEKCTA, TO 3TU ABE MOCIeA0BaTeIbHOCTH OyayT 6mu3ku. Ckopee
BCEro Ha MepBOM MECTe OKaxeTcs nmpoben, nanee OyAYT cle10BaTh OYKBBI
O,E A N

KoHeuHo, ecnu TEKCT He O4YeHb NJIUHHBIN, TO HEe 0053aTeNbHO MO~
Hoe conageHue. Moxer oka3aTbcs Ha BTopoM Mecte O, a Ha TpeThbeM
E, Ho B 11060M ciTydae B TIEPBBIX U BTOPBIX PAAaX OMMHAKOBbLIE OYKBHI OY-
IYT pacloyaraTbCs HeJaJleKo APYT OT Apyra, U 4eM OJMKe K Hadalny (4eMm
Oonbllle BEPOSITHOCThL 3HAKOB), TEM MEHbIIe OyIeT pacCTOSHUE MEeXIY
3HAKaMH.

AHanornyHas KapTiHa HaOmonaercs U I nap cocefHuUx OykB (Ou-
rpaMM) OTKpPBITOTO TekcTa (HaumDoliee yactad OMrpaMma pycCcKOro OT-
kpoiToro Tekcta — CT). OmgHako mis MONyYeHHs] YCTOMUMBOM KapTH-
Hbl AJMHA MOCNeqOBAaTENbHOCTH AONXKHA OBITH CYIIECTBEHHO OOIBIIIE.
Ha cpaBHuTENnbHO HEOOMBUIMX OTPE3KAX OTKPBITOTO TEKCTA 3TA KAPpTUHA
Kak-To cMa3aHa. bosee ycTOHYMBOI XapaKTepUCTUKOH OUTpaMM SABISIET-
C$1 OTCYTCTBHE B OCMBICTIEHHOM TEKCTE HEKOTOPBIX OMTpaMM, KaK TOBODSIT,
HaIu4ue 3aMpPeTHBIX OUTpaMM, UMEIOLINX BEPOSTHOCThL PABHYIO MPAKTH-
yecku ().

Bunenu nu BBl KOrna-HUOYAb B OTKPBITOM TekcTte Gurpammy bb umu
OurpaMMel BUna: «rmacHas» b; «npo6en» b? 3nanue u ucnonb3zoBaHue yka-
3aHHBIX 0COOEHHOCTEH OTKPBITOTO TEKCTA 3HAYUTENBHO 00JIeryaeT aermmd-
poBaHue 1Hudpa MpoCcToil 3aMeHBI.
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WUcnonb3yst yka3zaHHBIE CBOWMCTBA OTKPBITBIX TEKCTOB, TOA KaXkIOH
OykBOI1 MTM(POBAHHOTO TEKCTA CTPOUTCSI KOJIOHKA BO3MOXHBIX OYKB OT-
KPBITOTO TEKCTA, COOTBETCTBYIONIASI TaHHOH MG poBaHHOI OykBe. BykBbI
B KOJIOHKAX PaHXUPYIOTCs 10 BeposaTHocTH. Haubonee BeposiTHbie OYKBBI
CTaBsITCH BhbIllle MeHee BeposATHBIX OyKB. [lanee ctapaiorcs HabpaTh OCMBbIC-
JIEHHBIH TeKCT, BIOMpas B KOJOHKaX MO OJHOM OyKBe.

O cmeneHu HeOOHO3HAYHOCHIU §0CCHIAHO8AEHUS omKpbimoz2o mexcma. Ipu
YMEHBLIEHUH MaTepuala 3aaa4ya JelTu(poBaHUs CYILIECTBEHHO YCIOXKHSI-
etcs. JleficTBuTEbHO, IPeACTaBETe ce0e, UTO BaM MPEAIOKEeHO Aelndpo-
BaTh 3alIM(PPOBAHHBIN C MOMOIIBIO TIPOCTOH 3aMeHbI IINMPTEKCT, COCTO-
auuit u3 ogHoro nepsoro ciaoea JJOYAJIb. [Insg kaxmoro cioBa M3 IECTH
pa3nuYHBIX OYKB HaHOeTcs TMpocTas 3aMeHa, NpU MPUMEHEHUM KOTOPOii
MBI MIOJYYUM JaHHbIH mmdpTtekcT. [Tpobnema 3akioyaeTcs He B TOM, YTO-
Obl HAUTH KJIIOYEBYIO MOACTAHOBKY, 4 B TOM, KaK BbIOpaTh U3 OOIIMPHOTO
MHOXEeCTBa BAPUAHTOB BOCCTAHOBIEHHBIX OTKPBITBIX TEKCTOB UMEHHO TOT,
KOTOpHIH ObLT 3ammdpoBad. TakuMm oOpa3zoM, BaKHON XapaKTepUCTHKOM
3cekTHBHOCTH KpUNITOTPA(DHUECKOH 3aIIUTHI SIBIISIETCS CTENEHb HEOTHO-
3HAYHOCTH BOCCTAHOBJIEHUSI OTKPBITOTO TEKCTA MO IN(GPOBAHHOMY.

Hemugpposanue mughpa nepecmanoexu. Ilpu u3pecrHoM nopsake d Kino-
YeBOil MOACTAHOBKHM 3a1a4a JeinpoBaHUS CBOAUTCS K CIACAVIOUIMM Jeii-
CTBUSM:

1) x 3anmucy mmgpoBaHHOTO TeKCTa B TAOJIUILY ¢ d KOTOHKAMU;

2) MOMCKY MOACTAHOBKU C MOMOIIbBI0 KOTOPOil, MepecTaBUB CTOJOIIbI
TabIMIIBI, MOJTYIUTCSA MCKOMBIN OTKPBITHIM TEKCT, 3alTMCAHHBIN B Ta-
Onmuie.

OcTaHOBMMCS CHAYa/la HA PellleHWH BTOPOH 3a1a4uu.

PaccmoTpum npumep memmdpoBaHus MHdpa NepecTAHOBKH BOCHBMH

ctonduos. [Tycts mmdprekeT uMmeeT cneayloumii Bua (tadm. 3.3).

ComnoctaBuM nepecTaHOBKe CTONOLOB Tabnuily 8x8, mpu 3TOM nocra-
BUM Ha MEPECEUEHMH i-i CTPOKH U j-T0O CTONDLA EAMHUILLY, ECJTH j-g KOJIOHKA
nocye o6paTHOI MepecTaHOBKHU JI0/IKHA ClIeI0BaTh 3a j-it. Hamma sagaua —
BOCCTAHOBUTL TAOIUIlY, OTBEYAIOLIYIO NPAaBUIBHON MepecTaHOBKEe CTON0-
LIOB.

JagaiiTe Tenmepb MOMAPHO TPUCTPAUBATh OAMH CTONOEL K JIPYTOMY.
Ecnu npu 3TOM B HEKOTOPBIX CTPOKAX MOSIBISAIOTCS 3aTIPETHBIE OUTPAMMBI,
TO CTONOLBI HE MOTYT B OTKPBITOM TEKCTE CJIEIOBATh APYT 3a IPYTOM, U CO-
OTBETCTBYIOILASI KIeTOYKA 3auepKuBaioTcs. B Hamem nmpumepe 6-it ctomn-
Oelr He MOXKET ClleIoBaTh 3a 4-M, TaK Kak MHAUYe B TEKCTE B MEPBOIi CTPOKE
oymer nonpsia nea npo6ena. [TocmoTpuMm, Hampumep, 6-10 ctpoky. Ecru 6b
4-jicronbell cnemoBan 3a 1-M, To B TeKcTe ObLTH OBbI CTOBA, HAYMHAIOIIHMECS
¢ b.
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Tabnuua 3.3
| 2 3 4 5 6 7 8
n a a B u M
0 q I r y e
e 0 K b e 0
M q 0 T 0 q
e r e y c i
a K b 3 a T T
q p e e i b
10 3 B a H B
0 51 a B e 111 1
e e q M n H
b p p H 3 e e e
3 a M a H a K
q C T a b a H
0 A b M a b
0 b 4 X T a T
B e 0 a b e I
0 e p M T b e
I r bl 0 a T
e 0 B H bl
a y U H 3 H )i
r u a 0 K K I
a 0 0 bi r H
K a y e I 1 I
X b U e M 0 a
K p T I b 0 e
b X T 0 H
p b e e I a 10
p 3 e B e I
11 B a e H e
T " i e B i
B c I
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[Tocne mpocMoTpa BCeX CTPOK MEI TTOTYUYMM Taom. 3.4.

Tabmuua 3.4

l 2 3 4 5 6 7 8
1 X X X X X X
2 X X X
3 X X
4 X X X X X X
5 X X X X X
6 X X X X X
7 X X X X X X
8 X X X X X X

Ecnu 6B1 TekcT 6bUT GBI MOATMHHEE W CTPOK OBLIO GBI MODOMBINE,
TO B KaXI0H CTPOKE M B KaXIOM CTOJNOIIE OCTAIOCH OBl POBHO MO OTHOI
He3aYepKHYTOMH KJIeTKE U TepecTaHoBKa Obl1a ObI BOCCTAHOBIeHA. B Hamedi
TabIMIIE MBI TOJBKO MOXKEM YTBEPKIATh, YTO 6-i1 cTONOEL MOXKET CIIEdO0-
BaTh 3a 3-M (0003HAYMM 3TO COOBITHE CleAyIouMM obpazoMm 3 — 6), uan
3a 5-M, win 3a 8-M. Ecnu 6-0ii cronben He aBnsgercs nocnegaum. CrneaoBa-
TEILHO, €CIM HAYMHATE PACIIONaraTh CTOAOLBI HAYKMHAA ¢ 3, TO Hago pac-
CMOTpeTh 4 BapHaHTA.

Huxe Mb1 Oynem paccmaTpuBaTh BapuaHT 3 — 6. Torna nns 6-ro cton6-
112 MOXKET OBITH IBA BAPUAHTA MPOIOJIKEHUS

8
.T

3 - 8§ — 5.

Ham Hamo paccMmoTperh 00a M TTOCTapaThCsl OTCESITh JIOKHBIH BAPUAHT.
Ecnm orcesTh JIOXKHBIH BapuaHT He yaacTcsl, TO HAlO NMpoaokaTs oda Ba-
puaHTa

8§ - 4 1
T T

3 52 6 - 5 = 2 = 1.

B urtore nojay4yaeM HEKOTOpOE JEepPEBO BOIMOXKHOIO CIEI0BaAHHA CcTON0-
OB B OTKPBITOM TEKCTE
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7
1)
3 > 6 - 5 - 2 - 8 - 4 - 1 = 7
{ 4 4
8 4 1 - 7
! !
4 1 —» 7
{
5
{
2 - 7
\
1 - 7.

Kaxmoit BETBY JepeBa COOTBETCTBYET HEKOTOPAsl MepecTaHOBKa CTOJ0-
1oB. [lasee mpoBepsieM KaXkIblil BAPMAHT HA OCMBICIIEHHOCTh U TIONTy4aeM
MPaBUJIbHBII BAPHUAHT.

3655925854517,

3ameTHM, 4TO He 00A3aTeIbHO OBLIO CTPOMTE JEPEBO 10 KOHIIA. Haan-
MEpP, BETBb

362582455

MOKHO OBLTO OTCESTH cpa3y. PasBe MOXHO NMPU3HATH OCMBICIEHHBIM CJIEIy-
101K pparMeHT TekcTa (Tabm. 3.5).

Tabmuua 3.5

3 6 8 4 5

s M B

1 y e r

K e 0 1

q T s o
y iig 3

K a T b e

e a T a

Takas mpouenypa orceyeHus BeTBeil Oblna Obl MpocTo HeobOxomMMma,
ecli Obl CTPOK OBLIO MOMEHBIIE W AepPeBO ObLIO OBl COOTBETCTBEHHO TO-
pa3no BeTBHcTeil. [IpeanoxeHHy0 mpolenypy JIerko aBTOMaTH3MpOBaTh
W clieflaTh TIPUTOIHOM /1Sl MPOrPaMMHOM peanu3aiuu. AJITOPUTM Aetud-
POBaHMS NOJIKEH COCTOATh U3 CIEIYIOLINX 3TAIOB.
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1. IMpenBaputenvHast paboTa. AHATM3UPYAd AOCTATOYHO TPEACTABU-
TeNbHbIII 00BbEM OTKPBITHIX TEKCTOB, MOCTPOUTh MHOXKECTBO 3alpPeTHBIX

ourpamm.
2. TlpensaputenbHas paborta. CocTaBUTH CIOBaph BCEX BO3MOXHBIX
v-rpaMM 1uist v = 2, 3, ..., d, KOTOpbIE MOTYT BCTPETUTHCS B OTKPBITOM TEK-

cre. Yucno d BeiOMpaeTcst McXost M3 BO3MOXKHOCTE! BBIYMCTUTENBHOM TeX-
HHUKH.

[Toctpouts Tabnuiy 8x8. [Tpu 3ToM mepebupaTcs MocaenoBaTeILHO
BCE 3allpeTHBIE DUrpaMMBl U 7151 KaX10W orpodyemoil OurpaMmel — Io-
clemoBaTenbHO Bee cTpoku. Eciu xoTs1 Gkl B 0JHOM CTPOKE TepBbIil CUMBOI
OurpaMMsbl BCTpEYAeTCd B [-TOM CTOJIOLIE, a BTOPOM B — j-OM, TO KJIETOYKA
I x j TAOMULBI 32a4ePKUBAETCH.

3. BriOpaTh HEKOTOpHII cTONIOCI] B KAUECTBE HAYATLHOTO CTONOLIA.

4. Hauatb npouienypy nocTpoeHus JepeBa IMyTeM MPHUCTPAUBaHUA K HC-
XOZHOMY CTONOLY BCeX BAPUAHTOB CTOJOIIOB.

5. Jlns Kaxkmoro MmoydeHHOTO BapuaHTa 000AaBUTH ellle OfIMH U3 OCTaB-
muxcst cronduos. Ecian xoTs Obl B ONHOM W3 CTPOK TaOMULIBEI BCTPETHTCS
3-rpammMa, KOTOpasi OTCYTCTBYET B CJIOBApe pa3MelleHHbIX 3-rpaMMm, TO Ba-
pHUAHT OTCEMBAETCH.

6. Jlns kaxkmoro u3 HEOTCEeSHHBIX BApPUAHTOB A00aBsieM ellle OIUH
cTonel U MPOBOAMM OTCEB JIOKHBIX BADUAHTOB MO CJIOBApPIO pa3pellieH-
HBIX 4-TpaMM.

Ecnu cnoBapb GBI MOCTPOEH TONBKO TS d < 3, TO OTCEB MPOBOAMTCS
MyTEM MPOBEPKHU HA TOMYCTUMOCTb 3-TpaMM, BCTPETHBILIUXCS B ITOCIETHUX
Tpex cTond1ax Kaxmnoit crpoku. [Ipomomkaem 3TOT npoliecc A0 MoaydeHUsI
MOTHOM NepecTaHOBKH.

Huke B Tabn. 3.6 mpuBeleH BOCCTAHOBIEHHBIN I HAILIETO MPUMEpa
TEKCT.

Tabnuua 3.6

1 2 4 5 6 7 8
| i B M n H
2 1 y q [ 0
3 K 0 o i e
4 q 0 b M o
5 r y e 11
6 K a 3 a T b T
7 e I e p b s
8 H a 10
9 i} e i 0 by
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Oxonvanue

1 2 3 4 5 6 7 8
10 e M e H s1 I
11 p e 3 P e H b e
12 M H a K a 3 a
13 T b c H a Y a
14 | a s M 0 n
15 4 a T b X 0 T
16 e b 1 0 B e
17 p b T e M 0 e
18 r c T bl I a
19 B bl 0 H e
20 y 3 H a H H
21 e K 0 r a K
22 0 il a 0 H
23 a I e K I y A
24 U M e I a X o
25 T p e I K 0
26 X T B H
27 e e b 10 p a
28 3 B I p e
29 B H e H a 11 e
30 i B 151 I T b
31 B a c

Memod dewughposanus wiughpa nepecmanosku nNpu U38ecMHOM Nopadke
Kalo4esoil hodcmanosku d.

E

3anuceiBaeM WUPOTEKCT if , iy, ..., iy, L=k x d B Tabm. 3.7.

Tabnuua 3.7
o o o
i iy iy
o8 o oH
Lt Lyt by
-+ .
lk—1yd+1 Ika

OrnpenenuM Ternepb MHOXECTBO BO3MOXKHBIX BAPHAHTOB CJIETOBAHUS
cronbuoB Apyr 3a apyrom. [lmst aToro ucmonb3yeMm BeposiTHOCTH P(xy)
BCTPEYaeMOCTH OUTpaMM Xy, X € I, y € I B OTKPBITOM COAEPKATETHBHOM TeK-
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cre. CHavama GyaeM MCKaTh MEPBBIA M MOCIETHWI CTONOLB B UCXOTHOIM
tabn. 3.8, comepxkaieil oTKpeITHI TekeT. Ecu B taba. 3.7 ¢ mmudpoBaH-

HBIM TEKCTOM CTOJ0e1]

i*
i

W

Ly ¥

It
tk-1ya+j
SBIISIETCS TIePBBIM B Tabm. 3.8, a ctonberr

=i

iy
T3

o jId+‘,f"

o
Lik-1d+j
MOCJIeJHUM B Heil ke, T.e.

e . e -,
lj 4 Ly Iy

ok * et -
gy g livp | |

ack .;'__ e '.
lg—nya+y ) NI Dy g Ika

TO MMOCAed0BaTEIbHOCTE 6Hrpa.\4.\4:

(I:' i;+j' ) s (1;+;’ s i;d+j)7 e (i;k—l)d+j" H j:()tl'c—l)t:"'+)l’ ) =

= (gy bed)s (Bas bieaa)s oo Gcnyas Beqrorya)

ABISIETCS BBIOOPKOI U3 IUCKpeTHOTO pacrnipenenenus (P(xy),xe [,y e ¥)
ourpamm otkpeiToro tekcta (runoresa HO). IMoctpoennwie mocnemosa-
TEIBHOCTH DUTPaMM JIS IPYTHX Map CTONOLOB MOXKHO CYUTATh BRIOOPKOH
M3 TUCKPETHOTO pACTIPEISSICHUS C BEPOATHOCTIAMU p(xy) = p(x)p(v), x € 1,
y € [ (runotesa H1). JlaHHBIH (haKT MO3BONMAET CTATHCTUYECKUMHU KPUTEPH-
MU OTIPEIEeNIUTh (BO3MOXHO HEOTHO3HAYHO) Mapy: MepBbIi U MOCIeIHUH

cronbel Taba. 3.8.

Tabnuua 3.8

i i

Iy

Igs ig+a

Iy

[ (k-1)d+1

Iya
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Hanee ompenenMM MHOXECTBO BO3MOXKHBIX BAPHAHTOB CJIEI0BAHUS
cTonbLoB Apyr 3a apyroMm. JLIst 3TOrO0 KMCIONB3yeM BeposATHOCTH P(xy)
BCTPEYaeMOCTH OUTpaMM XV, X € [, y € I B OTKPBITOM COIEpXaTETLHOM TEK-
cre. Ecnu cronbery

It
L

I.*
: 1+ f
*J — a+J
e
Hk-nyd+j
MpellecTBYET CTOIOLY
o
iy
I-*
. 1+
*Jl" — a+s
k3
Tk-tya+j
B UICTUHHOI1 Tabm1. 3.7, To
prs . k .
L L, Ly L
. . " .
Id.;._‘,' _ Lya Id+_‘," _ Lytied
= , =
o I o l‘
Ij+(k_]}“r vH k—1)d t'jf_‘_(k_”d v+ k-1)d

npu HeKotopoM v € {1, 2, ..., d — 1}, B cocemHHX cTONOIAX

Iv Iv+1

Lyra Lytlvd

Bk-1d N\ vris(k-1d

naper 6yks andasuta I (i) (ialyea)s oo Upienalystik-na) MOXHO
CYUTATh BBIDOPKOH pa3mepa kK OUrpaMMm W3 OTKDBITBIX COAEpPKATeNTbHBIX
tekcToB (runote3a HO). Cuurtaem, 4yTo s nap cTonbII0B, HE SABISIONIMXCS
COCEMHUMHU, COOTBETCTBYIOIIAS IMOCIEIOBATEBHOCTE OUTPAMM SIBIISIETCS
BbIDOPKOI1 M3 BEPOATHOCTHOTO pacIipe/iefieHHsI C BEPOATHOCTAMH p(Xy) =
= p(x)p(y), x € I,y € I (runoteza H1). Ucrionb3ya Kakoii-mubo cTaTUCTH-
YecKHUH KpUTepUii pazneneHus chopMyTMpPOBAHHBIX TUTIOTE3, MOXHO Haii-
TH BapHAHThI, COCETHUX CTOJIOLIOB, YIIOPSIAOYEHHBIX MO CJIEAOBAHUIO IPYT
3a apyrom. OnpoOyst 3TH BAPUAHTBI, MOXKHO HAHTH OTKPBITHIN TEKCT.
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[Tpu MayioM 3HaYEHUM kK MBI pEKOMEH/IYEM HCITOIH30BATh BECOBOM KOM-
OWMHMPOBAHHBIM KPUTEPHIi: 115 CTOIOLA

j'.*
i
e

jId+‘,('

=
k-tyd+j
U OMpOOYEeMOTO Ha TIpeIMeT C/IeOBAHMS 3a HUM CTO611a

1-1!
i
e

o ':(f+j'

o
Kk-1ya+j

M3 mHoxectBa {1, ..., d} \ {*/} BBIUncagem cymmy:

Z(tjx )= PG+ PGy, i )+ oot PG g fiyas )

B kauectBe uckomMoro cronbua depeM cTondel ¢ MAKCUMAIbHOH CyM-
moii. [Inst yno6GeTBa pacueToB peKOMEHIYeM MCKATh MAKCUMYM, UCIOIb3Ys
JorapuMbl BEPOSITHOCTEIA.

Hewugpposanue wughpa zammuposeanus npu HexauecmeeHHOU 2amme.
[Tycts | — HekoTOpbIil andaBuT, OYKBbI KOTOPOTO YIOPSAIOYEHBI B ecTe-
CTBEHHOM Topsaake. 3amuck { + i' = i" OymeM MOHUMATh KaK MOIYIbLHOE
cinoxeHue HoMepos Oyks u3 {1, 2, ..., | | — 1, 0} mo moaymio | /|. To ectb 3a-
MUCHIBAas YPABHEHMUSI, CBSI3aHHbBIE C TAMMHUPOBAHUEM, Mbl OTOXIECTBIISIEM
OYKBBI ¢ UX HOMEPaMU B anaBure.

[Mpeanonoxum, 4To B KAYECTBE 3HAKOB TAMMBI B IIM(pe raMMUPOBAHUS
MOTYT OBITh JIUIIb 3HAKHU i, ' € I, TO eCTh ypaBHEHUST 00pa30BaHUA mHdpo-
TeKcTa by, ba, ..., bynmerorBun a; +y;= b, j € {1, 2, ..., N}, € {i, i} (MoxHO
CKa3aTh, YTO B JAHHOM IPUMEPE UCTIONB3YIOT Bcero | OUT raMmabl).

B sTOM c1ydae BoccTaHOBJIEHHE OTKPBITOTO TEKCTA 4y, d3, .., Ay T10 HTU]-
poTekcTy b; He BbI3bIBaeT Tpyaa. JlelicTBUTENBHO, 110 M3BECTHOMY IN(PO-
TEKCTY BbITTHILIEM KOJOHKM OYKB (repeBe/isi UX B TTOJIOKUTEIbHbIE BEIYETHI):

by—i by—i ... by—1i
by—i" by—i" ... by—1i
OueBUIHO, YTO B KaX/I0i1 KOTOHKE COAEPKUTCS 110 ONHOI GYKBE OTKPBI-

TOTO TEKCTA. DTOT TEKCT MOXKHO IOTBITATHCSA BOCCTAHOBUTh, UCTIOJIb3YS €r0
130bITOYHOCTD. JlenaeTcss 3TO MPUMEPHO TaK Ke, KaK U TIpH AemudpoBa-
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HUM wKdpa npoctoii 3aMeHbl. He BoaBasch B MogpoOHOCTH, TIpUBeIeM
ONIMH TIPUMEP HA YTeHHE B KOJTOHKAX.

Tpumep
K il |4 I 11 O J il A ) |4 X
B P A 3 T K r p 11 D A A

[pountanu cioso KPUIITOTPADUA?

Ecnu OBl nns sammdpoBaHMs UCMONL30BAIOCE 4 OYKBBI, TO MIyOMHA KOJTOHKH
Onl1a OBl paBHa 4. Ecnii Mcnionb3yeTcs nomHas raMMa — ISl pYCCKOTO SI3bIKa Bee 32
3HAKa, TO [MyOMHA KOTOHOK paBHa 32 ¥ BBl MOXKETE B HEl MPOUUTATh 1000 TEKCT.

[Mpeanonoxum, 4ro raMMa mKM(pPOBaHUS NMPUHUMAET BCe 3HAUYEHMS,
HO ¢ pa3HBbIMH BEPOSITHOCTAMU. B 3ToM ciyuae ansa gemmndpoBaHus TakxKe
CYIIECTBYIOT OMNpeaeleHHble oaxoabl. ONMH U3 HUX 3aKITI0YAETCs B UTe-
HUM B KOJIOHKAX, Te MOPANOK (CBEPXy BHHM3) B KOJIOHKE BO3MOXHBIX OT-
KpPBITBIX OYKB @ € [ onpeneneH yObIBaHMEM (TOYHEe, He BO3pacTaHUEM)
BEpPOATHOCTEN

pla)g(b—a)
Y pla")q(b-a’)

a

P(a/b)=P(a,b)/p(b)=

MpH U3BECTHOI (PMKCHUpOBaHHOI OykBe b. 3meck (p(a), a € 1) — BeposdT-
HOCTHOE pacripefiefieHue OyKB OTKPBITOTO TeKCTa, (g(c), ¢ € ) — BeposT-
HOCTHOE pacripe/ieJleHHe Ha 3HaKaX raMMbl.

Memood umenus no xoaouxam. Ilycts ay, a,, ..., ay — HEU3BECTHBII OT-
KpPBITBII TekeT amcaBurta [, by, bs, ..., by — HM3BECTHBIH IMMPOTEKCT.
B mudpe rammupoBanus ypapHeHue mwudposanus b, = a, + yf mod | I| mo-
JKeT OBbITh 3aMK1caHo B BUE o,(a,) = b,, rie o, moacraHoBka Ha I: G ,(i) =i + v,
TAKOBa, YTO OHA OMpeAeNseTcs] OAHO3HAYHO TI00bIM ee nepexomoM. [TycTs
d — nepuon KI04eBOi mocnegopatensbHocTH, N =k, + r.

PaccmoTpuM nBe moanociaenoBaTenbHOCTH MG POTEKCTA

bl? bz <es3 ij <es3 b(k—]}d+!'5
bisas brva, ooy by <oy brasr.

JI19 M3MOXEeHUsT Menoda 4meHus o KoAOHKam BBEIeM HeOoOXOmHUMBIE
obo3HaueHus. bymeM npeanonarats, YTO OTKPBHITBIMU TEKCTAMH, TOMTEXKA-
UMY UG POBAHUIO, SBJISIOTCS COAEPXKATETbHbBIE TEKCTHI C BEPOATHOCTS-
mu Py, Py, ..., P, Gyks andasura /, P; — BepOATHOCTb OYKBBI C HOMEPOM
J B comepxarenbHBIX TekcTax. Ilycth Ha MHoxkectTse | /Y kmoueil mmdpa
3a1aHO paBHOMEPHOE pacripefeneHne (KII0UOM SIBISETCS Peau3alus Bbl-
6opku o6bema N 3 paBHOMepHOTO pacripeaenenust Ha | /|). Torna Beposr-
HOCTb P(a; = I, aj.y = i'/ofa) = b}, o)(a;:4) = bjyy) TOTO, uTO j-TAst U j + d-51
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OYKBBI OTKPBITOTO TEKCTA OBLTA PaBHbI, COOTBETCTBEHHO, { U i’ TIPH YCIIO-
BUH, YTO j-51 U j + d-s1 OYKBBI IM(PPOBAHHOTO TEKCTA PaBHBI b; U b,y BbI-
paxkaetcsa (hOpMYIIOLi:
P(aj =1, a.,r'+d =1 XSJ'(aj) = bj? Sj(ajﬂf} = bj+d) =
y ;7. — —
_ P(a; =1, a.,r'+d =1 G..r'(a.,r'} = bj': GJ'(aij} - bj+d)
P(Gj(aj) = bjs GJ'(aj+d) = bj+d)
HamoMHUM, 4TO MCMONB3YeMBIi KITI0Y G OJHO3HAYHO OMpeIeseH JIi0-

ObIM MepexoaoM B CBOEH MOACTAHOBKE. nOBTO.\f]y €CJIH YUCIIHUTEb IMOCHIE-
HETO BBIPpAXKEHUA HE paBEeH HYIIO, TO

P(aj- =0La;.4=1 GJ-(aJ-):bJ-,GJ-(a”d):bﬁd)_
P(Gj(aj):bjecj(alfﬂi):bj—-d)
B Pla;=i,a;,,=1"0,()=b;,0,(i")=b;,4) B PP,

P(UJ-(aJ-)=bj-»5;(a;+d)=bf+d} B Z Pa‘l(b-JPa'l(b- )'
agek ! e

s paccMaTpuBaeMbIx 6YKB HMppoBaHHOrO TeKeTa by u by, ynopsmo-
YUM B COOTBETCTBUM C HEBO3PACTAHMEM TOJYUEHHBIX 3HAYCHWH YCTOBHBIX
BEPOSTHOCTEN U 3aIMUIIIeM B BEPTUKATLHYIO KOJIOHKY Maphl 6YKB OTKPHITOTO

i
TEKCTA —» TPH 9TOM BEPXHHE Napbl OyIyT UMEThb DOIBIIYIO YCIOBHYIO BEPO-

ATHOCTB, YeM HiKHHe. [TocTponB Takuie KOMOHKHM 115 Kaxnoroj € {1, ..., N}
1 PACIIOIOKHB UX IO MOPSIKY CJIEBA HAMPABO, MOXHO YTBEPXKIATh, YTO Maphl
q a4 a4 g 4a;
D D R R R
Qg Gyg Qg Qapy g

OYKB MCKOMOTO YMTAaEMOTO COAEpPKATEeIbHOTO TeKCTa OYAyT HaXOOHMThCH,
COOTBETCTBEHHO, B MEPBOIi, BTOPOIi, ¥ T.A. KOTOHKAX, W Hallla 3aJa4a co-
CTOWT B Moadope nap OYKB B KAXKI0H KOJIOHKE TaK, YTOOBI MOJYy4YUTh YMTA-
eMBbIe TEKCTBI, KaK IO MEePBLIM MO3UIIUAM Tap, TaK 1 1Mo BTOpbIM. [Ipu 3TOM
OOJIBIIMHCTBO UCTHHHBIX [1ap OyIeT HaXOAUThCS OJIMIKE K BEpXHEMY Kparo
KOoJIOHOK. KoHeuHo, He MCKITI04eH ciaydail u MoJydYeHUs] HECKOJIBKUX Ha-
YaTbHBIX YUTAEMBIX [1aP TEKCTOB HA HEOOMBIION ATHHE.

3.3. TunosBble 3aga4u KpUNTOoaHann3a

B otmuume ot 3agau HELUHq:)pOBH]r‘IH HEMATOBaAXHOE MECTO B KPUIITOTpa-
Cl)l*l]r‘l 3aHUMIOT 3a1a4i KPpUNITOaHAIH3a, PCHICHHWE KOTOPBIX IMTPUBOIMT K BhI-
BOOAM:
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— paccmaTpuBaeMblil Ugp Kpunrorpaduiyecku CTORKHIA U eT0 MOX-
HO UCTIOTb30BaTh;
— paccmaTpuBaeMblii mMdp KpunrtorpaduyecKd HECTOMKHIl WU ero
HeJIb3$1 UCTIO/Tb30BaTh.
[Tepeuncium OCHOBHBIE 3aa491 KPUTITOAHATN3A.
1. M3BecTHBI TOJMBKO OJWH HIIM HECKOJIbKO MHU(POTEKCTOB y. B aTnx
YCIIOBUSIX PENIAOT CAeAYyIONIe 3a0auu:
— Haiti mmdp A (onpeneneHue TMna mudpa);
— HaWTH mWudp A, OTKPBITHI TEKCT X (IemudpoBaHue Mo mudpoTek-
CTY y).
2. M3BecTHBI OTHA WM HECKOJBLKO Tap (x, y). B aTux ycnoBusx Hamo
onpenennuTh BuA mndpa A u HaliTH KI10Y .
3. HM3BectHsl Bua mucdpa A, OOUH HIM HECKOJIBKO HHU(POTEKCTOB Y,
HAWTH:
— X (DeckmroueBOE YTEHHE);
— %, X (zewrndpoBanue no MMGpPOTEKCTY IPU U3BECTHOM Mdpe).
4. WssecTHsl: indp A, o1HA WIK HECKOMBKO Map (x, ¥), HAMTH K04 .
BTo TUNHMYHBIE 3a0a4X KpunroaHanu3a. CTOMKOCTh LIK(POB OLEHHUBA-
€TCs UMEHHO B 3THX ycloBusAX. MHOrma oTaenbHO BO3HUKAIOT CUTYALIMH,
KOT/1a M3BECTHO MHOTO Map (X, ¥) TaK, YTO MOXKHO Mog00paTh X UJIH , YIOB-
JIETBOPSAIOIIME HEKOTOPBIM JOTMOJHHMTEIbHBIM YCI0BUAM. Toraa roBopsT
00 arake ¢ UCMIOIb30BaHKEM BBIOPAHHOTO OTKPHITOTO MW HIN(POBAHHOTO
TEKCTOB.

3.4. TeopeTuyeckas u npakTuyeckas
CTOMKOCTb WWn¢ppos

[MousiTHE Mmeopemuteckoil cmoiikocmu wWugpos 0OBIMHO ACCOLMUPYETCS
¢ moHsATHEeM coBepieHHoro mudpa rno K. [llenHony.

OTTPEOENEHHUE. udp (X, K, Y, ), Y=F(Xx K) c 3anaHHbIMU BepO-
ATHOCTHBIMU pacnpeneneHusiMu P(x), x € X Ha Xu P(y), y € K Ha3piBaoT
meopemutecku cmolikum, eCliu OH coBepiieHHbIH 1o [lleHHOHY, TO ecTh TIpH
nodomy € Y

P(x/y) = P(x)

npH 106om x € X.

Takum obpa3zoM, TeopeTHyecKas CTOMKOCTh mmdpa (ero coBepliieH-
HOCTB) COCTOUT B TOM, YTO 3HAHHE NG POBAHHOTO TEKCTA HE BJIEUET Mepe-
pacripesiefieHUs BEPOSTHOCTE HA MHOXKECTBE IIN(pPYEMbIX TEKCTOB X.
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B pade cayuaes nonamue meopemuteckoil cmoiikocmu wiugpa mpaxmyiom
u no-dpyeomy. TeopeTndecku CTOMKHUMH MIU(PAMU OTHOCHUTEIBHO KPHII-
TorpaUIecKUX METOJO0B OTpEAeNeHU OTKPBITBIX TEKCTOB CUUTAIOTCS Te
U pPEL, 4718 KOTOPBIX 3TH METOIBI IPUBOIAT K HEOAHO3HAYHOMY Ofpeie-
JIEHWIO OTKPBITHIX (COfepkKaTelbHbIX) TeKCTOB. Hanmpumep, TeopeTndyecku
CTOMKHUMH MMH(pPaAaMU OTHOCHUTEBHO METOAOB, MPUBOMSAIIMX K YTEHUIO
TEKCTOB B KOJIOHKAX, CYMTAIOTCS WP, 1151 KOTOPBIX OKA3aHa HEOIHO-
3HAYHOCTh TAKOTO YTeHUS.

Teopernyecku CcTOMKMMH IM(PaMH OTHOCHUTENIBHO TEOPETUKO-MH-
(hopmanonHoro npencrasneHus wMdpa B BUAEe KaHaua CBI3M 0e3 mams-
TH CYMTAIOTCS WIMGPBI, 151 KOTOPBIX CPEIHAS BEPOSATHOCTh TMPAaBWIBHOTO
JNEKOIUPOBAHUA OTKPBITOTO COODIIEHUSI ¢ 3aJaHHOW MHOTO3HAYHOCTBIO
Mo MMGPOBAHHOMY TEKCTY CTPEMUTCS K HYJTIO C POCTOM ITUHBI COODIIIEHHIA.

Hpyroii moaxon K onpeneneHUI0 CTOMKOCTH CBfA3aH TakXKe ¢ MMEHeM
K. IllenHoHa w Ha3bIBaeTcsl CIOXHOCTHOW MMOAXOH K CTOWKOCTH, WU
npaxmuueckoli cmoiikocmoto. CIOXHOCTE XapaKTepu3yeTcsl ABYMs Tlapame-
TPaMH: YKMCIIO OMepaLrii [UTsl BBIYUCIIEHHs Pe3yibTaTa (TpydoeMKOCTh af-
roputMma) U 00beM HeoOXoauMoi maMaTu. Yucno onepaiuii mpyu JaHHOM
YPOBHE pa3BUTHUS BBIYUCIUTEIBHON TEXHUKHU CBSI3aHO CO BpeMeHeM pabo-
Thl AITOPUTMA, TIO3TOMY CTOHKOCTbh MOXKHO BBIPA3UTh B TEPMHHAX BPEMEHH
pabots! anroputMma aemucposaHus. EcrectBeHHOe TpeOoBaHMe HANEXKHO-
CTH mHdpa — BBICOKAS CIOKHOCTb BCEX BO3MOXKHBIX AJITOPUTMOB JelIud-
pOBaHMSL.

Mepor npaxkmuueckoii cmoiikocmu wiugpa. OCHOBHBIMM KOJTUYECTBEH-
HBIMU MEPaMH CTOMKOCTH IIM(pa CTYKAT TAK Ha3bIBAEMbIe «TPYI0EMKOCTh
METOJa KpUTNTOrpaMuecKoro aHaau3a» U «HaIeXXHOCTb ero». O0o3HaAYMM
yepe3 A — KjIacc MPUMEHUMBIX K LIH(PY anropuTMoB Aelln(poBaHus
u depe3 T(¢p) — TPYAOEMKOCTh pealn3ally ajJropuT™Ma (¢ Ha HEKOTOPOM
BBIYMCJIUTETLHOM YCTPOICTRBE.

Tpydoemrxocms dewughposanus. JlaHHast TPyI0EMKOCTb OOBIMHO U3MEPS-
€TCs YCpeTHEHHBIM IO KJTI0YaM 1ud)pa U OTKPBITBIM TEKCTAM KOJTMYECTBOM
BPEMEHM WJIM YCIOBHBIX BBIUMCIHUTEILHBIX OMepaliid, He0OXOIUMBIX IS
peayM3aliui alropuT™Ma. 3a TPYIOEMKOCThb AeU(ppoBaHUS TPUHUMAIOT
BETHUMHY

min ET ().
teA
[TocnenHsas BennunHa (IO ONpeAeIeHUIO) COBMAIAET CO CPEeIHel Tpy-
I0eMKOCThi0 ET(¢) mydiero 3 U3BECTHHIX M MPUMEHUMBIX K IIUMPY ai-
roput™oB. [1pu moneITKe MPaKTUYECKOT0 MCITOIL30BAHHS 3TOH (HOPMYIIBI
BBHISIBJISTIOTCSI HEKOTOPEIE TIPODJIEMBL.
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[Tosichum Gonee moapoOHO BBeNEHHOE TOHATHE. ANTOPUTMBI Aetud-
POBaHUSI MPUMEHSIIOTCSI 0OBIYHO K BXOIHBIM JIaHHBIM. B Haillem ciydae 310
mMPOBAHHBINA TEKCT «py» U 1mdp. CnenoBaTenbHO, Pe3yJbTaToM MpUMe-
HEHWSI AITOPUTMA JTOJKeH ObITh OTKPBITHINH TeKeT. Hama e 1ens cocrout
B OTIpe/ielIeHUH TPYI0eMKOCTH — BpeMeHH 7(¢), TpeGyeMOoro Ha peau3aiuio
anroputma. BosmoxxHo, uro T(¢) Oyamer 3aBUCETH OT psifia TOMOJHUTENbHBIX
napaMeTpoB, HampuMep, OT MU@PTEKCTa «y» U OT MOPSIKA OMPOOOBAHMS
KJToveii B anroput™e. KpunroaHanus npoBoauTCs, Kak NpaBUilo, 0e3 Hamu-
YUsI KOHKPETHOTO 1MpoTeKcTa U Oe3 npsiMoil peanuzaiuy anroputma. Cam
aJITOPUTM B pse Cy4aeB CTAHOBUTCS BEPOSITHOCTHBIM aJITOPUTMOM, B €T0
(hparmeHTaX MCMONB3YIOTCA BEPOSTHOCTHBIE MPABUIA TIPUHSATHUS PEIIeHUS
O BBIINIOTHEHWUH TTOCIEAYIOINX IeHCTBUI, HAIIpUMep, OoNpobOBaHUE KIIKOYEH.
Takum 00pa3oM, yMO3pUTENbHOE MOCTPOEHUE TMPOLIECcCa HAXOXKIEHUS OT-
KPBITOTO TeKCTa U pa, CKopee BCero CleyeT Ha3BaTh KPURMOZpapu1eckum
Memodom pelieHus 3anadd. B mpennonoxeHun o BEPOATHOCTHBIX pacripe-
JeNeHUsIX CIIy4alHBIX eHCTBUI aNrOpMTMa M He M3BECTHBIX HAM BXOIHBIX
JaHHBIX aJITOPUTMA, 4 TAKXKE BEPOSTHOCTHLIX XapaKTepPUCTUK BbIOOpa KIIIO-
ya B mudpe npu 3amudpoBaHUMN CIYYaiHOTO CONEPKATETbHOTO OTKPBITOrO
TEKCTa MOJCUYUTLIBAETCS CpeaHee YUCIO onepauuil (IeiicTBUil) alropurma,
KOTOpOE W Ha3bIBAETCS mpydoemKocmulo Memoda kpunmoanaausa. [pu duk-
CallMi B TPEINONIOXKEHUSX BBIMHMCIUTENBHBIX CMOCOOHOCTEH MPOTHUBHMKA
(IpOM3BOANTENBHOCTE BEIMMCIUTEIBHBIX CPEACTB, 00bEM BO3MOXKHOI maMs-
TH ¥ T.JI.) 3TO CpeHEe YUCIO ONepalyii aneKBaTHO MepPeBOOUTCS B CpeIHee
BpeMsi, HeoOxonumoe 11st et poBaHus rudpa.

Haoesxcnocmy dewiughposanus. Bropoii KommuecTBEHHOM Mepoii CTOHKO-
cTH 1mKppa OTHOCUTENBHO METOAA KPHUIITOAHAIN3A ABISIETCS HAJeNCHOCHb
meToa nt(¢p) — BeposATHOCTD AemndpoBanus. Pa3 Meron Hecer B cebe ompe-
JeNeHHYI0 Ccly4yalHOCTh, HamnpuMep, HEeMoJHOe OINMpoOoBaHUE KITIOYeii,
TO W MOJIOXKUTENbHBII pe3yabTaT METOAA BO3MOXKEH C HEKOTOPOU BEpOsIT-
HOCThI0. briecTamum npuMepom sBIsieTcs: MeTon AemupoBaHUS, 3aKITI0-
YaIOIUIiCcS B CIy4YalflHOM OTraJblBAHWM OTKPHITOTO TeKcTa. B psime ciyuaes
npecTaBsieT MHTePeC U CPeIHAS 107151 UH(GOPMALIUK, OTIpe/iesisieMast ¢ To-
MoOIIlbl0 MeToa. B MeTogax KpunroaHann3a ¢ MpeaBapUTETbLHBIM OTpee-
JIEHWEM KJTIOYa MOXKHO MOJIaraTh, YTO CPeqHSIS 10as WHGOpPMalu — 3TO
NpOU3BEICHHUE BEPOSTHOCTH €0 OIpene/ieHns Ha 00beM AelndpoBaHHOM
uH(hOpPMAIHH.

KoHeuHo, MCMONB3YIOT U IpYTUe XapakTepUCTUKH 3(hHeKTUBHOCTH Me-
TOJOB KPUIITOAHATN3a, HATIPUMED, BEPOSTHOCTD AeIN(pOBaHUS 3a BpeMs,
He mpeBocxoasiee 7.

[Ton xonmmuecTBeHHOM Mepoii KpunTorpacdudeckoii cTolKocTH mmdpa
noHuMaeTcst Hauny4dias napa (7(g), n(¢p)) U3 Bcex BO3ZMOXKHBIX METOIOB
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KpunTorpaduyeckoro aHanu3a mudpa. CMbICT BBIOOpa HAWITYYLIEH Mapbl
COCTOMT B TOM, 4YTOOBI BbIOpaTh METOA C MHHMMH3AIUEH TPYTOeMKOCTH
¥ OJHOBPEMEHHO MAKCHUMU3AIlUEN ero HAIeKHOCTH.

Ipednonosicerus o gozmoxcrocmax npomusruka. Kpunrorpad, onieHHuBast
CTOMKOCTb mupa, Kak MpaBUI0, UMUTHPYET aTaKy Ha NIH(P CO CTOPOHBI
KPUNTOAHAJIUTHKA MTPOTUBHHUKA. [I7IS1 3TOTO OH CTPOUT MOJeNb JeiCTBUI
U BO3MOXHOCTEH TPOTUBHUKA, B KOTOPOH MAKCHUMAaJIbHO YYUTHIBAIOTCS
WHTEJUIEKTYAlIbHbIe, BEIYUCIIUTENbHBIE, TEXHUYECKHUE, aTEHTYPHBIE U APY-
rie BO3MOXKHOCTHM TIPOTUBHMKA. [lo HacTosero BpeMeHu KpunTorpadbl
He HAILUTA TTPAKTHYEeCKH TTPUEMIIEMOro AJITOPUTMA AeIIu(pPOBAHUS IS all-
roputma DES. Ho HeGonbioit pazmep kmoua DES He mo3Bonun nporHo-
3MPOBATh €ro NMPAKTUYECKYIO CTOMKOCTh KaK IOCTATOYHYIO HA JUTUTETbHBIH
CPOK, 4TO TIPHUBEJO K PENIEHUIO OTKA3aThCs OT UCMOIb30BAHUSI AITOPUTMA
DES B rocynapcTBeHHBIX YUPEXIEHUSX 7151 3aIIU T TH(OPMAITHH.

Yuem unmensexmyansHbix 603MOdCHOCHell NPOMUGHUKA HEPEIKO TIpo-
ABIISETCA B TOCTAHOBKAX 3a/1a4 KpunToaHamu3a mmdpa. B mmdpax ram-
MHPOBAHUSI HEPEIKO OLIEHWBAIOT TPYIOEMKOCTH U HAEKHOCTH METOMOB
OTIpee/IeHUsT OTKPBITOrO TEKCTa 0 rapaMerpaM 3(p(heKTUBHOCTH METOIOB
OTIpee/IeHHs] KJII0YA 110 U3BECTHOW raMMe HAalOXKeHHs (MU, YTO TO XKe ca-
MOg€, TI0 U3BECTHBIM OTKPBITOMY W IIM(PPOBAHHOMY TEKCTaM). AHATOTMYHO
WHOTJA MOCTYNAIOT U C APYTMMH TOTOYHBIMM ITUdpaMu, HATIPUMED, TIPH
aHanu3e UdpPOB NTOTOUYHOH 3aMEHBI MEPEXOIAT K PEIISHHIO 3a1a4H OTIpe/ie-
JIEHUS1 KJTI0Ya TI0 U3BECTHOH YIIPABJISIONICi MOC/IeN0BaTeIbHOCTH IU(PYI0-
miero Goka. B 3amayax yTeHUsE OTKPBITOTO TEKCTA MO MIM(PPOBAHHOMY TEK-
CTY MHOT/IA «100aBISIOT» U APYTOil M3BeCTHON MH(opMaluu, obneryarorei
HAXOXJIEHWe pelleHus1 3agadn. Takum oOpa3zoM, y4eT HHTE/UIeKTYaTbHbIX
BO3MOXKHOCTEH MPOTHBHUKA TPOBOIUTCS TMYTEM TOCTAHOBKH W PEILIEHUS
«0DJIerYeHHbIX» 3a1a4 KpunroaHanusa. [Ipu 3ToM monaraiot, 4To KpUIITO-
rpacuyeckasi CTOMKOCTh HIM(pa, BEIMUCIEHHAS TI0 TAKUM «00JIerYeHHBIM»
3amavyaM, He TIPEBBIIIAeT CTOHKOCTh HIM(pa, aHATM3UPYEMOTO B PEeaIbHBIX
YCIIOBHSX 3KcrutyaTanmu. Hepenko B KadecTBe TAKMX 3a1ay BBIIESIOT 3a-
a4y, BO3HHUKAIOIIHE HA IMPOMEXYTOUHBIX 3TANax aHAIM3HPYEMOTrO MeTona
kpunroaHanusa. [Ipumepamu Takux 3a1a4 sSIBJSIOTCS pa3HOOOpa3Hble MaTe-
MaTHYecKHue 3aJa4M, K KOTOPbIM CBOJMTCA METOJ KPUITOAHATU3a, HATIPU-
Mep, 3a/la4ya pelIeHUs] CHCTEM HETWHEHHBIX YPaBHEHUI B Pa3HOOOPa3HbIX
anredpanyecKHx CTPYKTYpax, onpee/ieHle HAYaTbHOTO COCTOSTHHS aBTOMa-
Ta MO €0 BBIXOAHON W BXOAHOM MOCIe0BATEIBHOCTAM, ONIPeIeeHHe BXOI -
HOI1 MOC/Ie0OBATEILHOCTH ABTOMATA 110 €r0 HAYaTbHOMY COCTOSIHUIO U BbI-
XOIIHOIi rocienoBaTenbHoCTH U p. HaxoxneHue a¢eKTHBHBIX alTOPUTMOB
peleHusT Kakoi-Tu00 U3 3THX MaTeMAaTUYeCKUX 3a1a4 MOXKET 3HAYUTETbHO
MOHU3UTh KPUMTOTPAHUIECKYIO CTOHKOCTh MHOTHX HITH(POB.
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Yuem cmapenus odewuchpyemoii ungpopmayuu. Yrto myuure? Hemmdbpo-
BaTh 3a MMATh JIeT MATh TeJerpaMM WM 32 OTUH Tof OfHY Tenerpammy. OTBeT
Ha 3TOT BOMpOC HeomHo3HaueH. KoHeuHo, yem Gosnblile aetrudpoBaHHOM
uHdopMaIliKi, TEM JIydllle, HO XOpola JoxKa K obeny! B psane ciyuaes
He TIOJyueHHAs BOBpeMsl MHMOpMAIIus TepseT CBOIO 1eHHOCTh. Tak, cBe-
JIEHUs O MOToJIe, 0 BPEMEHHBIX TOPOTAX W TEPeTpaBax U T.JI. TEPAIOT CBOIO
IIEHHOCTh TI0 MCTEUEHUH OIMpeAeTeHHOTO BPeMEHH. YUeT «CTapeHUs WH-
opMmariu» MOXeT OBITH MPOBEAEH AHATOTHUYHO YTy TTOPYH MPOAYKTOB
MUTAHUS HA OBOIIHBIX U TIPOJOBOJBCTBEHHBIX CKJIAIaX, CTAPEHUS CIIOBa-
peii, T.e. yueTy HEMCITOMb3YeMbIX CJIOB M3 CTapbiX cioBapeit. Takoit yuer
MOKET TIPOBOIUTHCS MO TAK HA3BIBAEMOMY TIPABUIIY <«TIOCTOSIHHOTO TIPO-
uenra», U(f) = U(0) e, 3neck U(0) — HauanbHOE KOJTHYECTBO «ITPOAYKTA»,
U(f) — KOTUYECTBO «TIPOAYKTa» uepes t eAMHUIL BpeMeHH. DTy ke hopmymy
uwHorna 3anuceiBaloT B Buzae U(r) = U(0)(1 — a)’, o — koadunmeHt crape-
Hust 0 < o < 1.

3.5. UmutocTonkocTsb wngpos
B moaenu K. LLleHHOHa

[Mpennonoxum, 4To UMeeTCs CBA3b Mexkmy aboHeHTamu A u B. Abo-
HEHT A MOXET B OTpele/IeHHbIIH MOMEHT BPEMEHH OTIPABUTh aDOHEHTY
B coobuieHue «y» — Kpumnrorpammy, 3ammdporanHyio mudpom (X, K,
Y, /) na xmoue y € K (3mech B paccyXIeHHUSIX Mbl MCIOJIb3YeM MOIENTb
mudpa [llenHoHa, roe mon X MOHUMAaETCS MHOXECTBO OTKPBITHIX (comep-
JKaTeJIbHBIX) TeKCTOB). Jlo MOMeHTa Tiepeaum y € Y KaHaJ CBA3M «IIYCT»,
HO B mmcpaTop aboHeHTa B BBeieH KITOY ¥ B OXKUAAHUM TTOJyYEHUS CO-
o01ueHus oT aboHeHTa A.

Bo3moxHbIe neiicTBHSI MPOTUBHUKA C(DOPMYTHPYEM B BUIE MPEATIONO0-
JKEHWI 0 eT0 BO3MOXKHOCTSX:

— OH 3HaeT IeiCTBYIIIHIT mudp;

— OH WMEET JAOCTYIT K KAHAITY CBSA3H;

— OH MOXET CYHTBHIBaTh U3 KaHaIa Tr0b0e coodIIeHUE;

— OH MOXeT ()OpMHUPOBATh U BCTABJIATH B KAHAJ CBs3U JTIoOoe coobiiie-

HHE;

— OH MOXEeT 3aMeHSTh NlepeaBaeMoe coobIIeHe T00bIM IPYTUM cO-

obuieHHEM;

— BCE YKa3aHHbIE IeHCTBUSA OH MOXET COBEPIIATH «MTHOBEHHO» (pac-

oJIarast COOTBETCTBYIOIIMMU TEXHUYECKHUMH CPEICTBAMM);

— OH HE 3HAeT JeHCTBYIONUIEro KiIto4a mudpa.
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Huke ucnonb3yercst obobuieHHass mozens mudpa. HMMenHo mycTh
(Y, K, X', X, ®) — umdp pacumdpoBanmst, X — MHOXKECTBO COIEPIKATEb-
HBIX OTKPBITBEIX TeKCTOB, X — X' ¥paBHeHue pacmmdpoBanus y € Y npu
kimoue y € K Oyner 3amuceBaThest B BHIE 'y =X, x € X"

Hmumauua npu nyemom kanane. TycTh KaHa CBA3U «ITYCT» M MMPOTHB-
HUK BCTpaMBaeT B KaHaJl CBA3M HEKOTOpoe IudpoBaHHOE CoOBIIeHUE —
371eMeHT y € Y.

IMpu peficTByiouieM kmiode y aboHeHT B pacuudpyeT y. Alpuopu Bo3-
MOZKHBI IBa UICXOMA:

1) o momyuut %'y ¢ X, T0o ecTh aboHEHT B He TPOUTET cCOOBUIEHUE
M COYTET ero 3a JIOKHOE coobIeHHe (HATTOMHUM, UYTO B KauecTBe X BBICTY-
naeT MHOXECTBO BCEX CONEPKATENbHBIX TEKCTOB);

2) ¥~y € X. B atom cinyyae B nomyuut oTKpbITOE J0KHOE COOOIICHME
x = y~y u, AelcTBYS B COOTBETCTBUHU C 3TUM COODOIIIEHHEM, MOXKET HAHECTH
cebe yuiep0o.

3aMeTUM, YTO MPU TAKOM «HABSI3BIBAHUM» JIOKHOM UH(OpPMAIIUK TIpo-
TUBHMK He 3HaeT, Kakoe UMeHHO coobIiieHue x € X (BO BTOPOM ciydae) OH
«HaBsI3a1» aboHeHTy B. Takoe HaBA3BIBAHME JIOXKHON HH(OOPMAIIUNA MOKHO
Ha3BaTh HaBA3bIBAHMEM «Hayram». [IpM ciayuaitHO BeIOMpaeMOM KiToue y
cobbiThe: ¥~ 'y € X UMeeT CBOIO BEpPOSITHOCTh

P,(y)=P("'y € X),

HA3bIBAEMYIO BEPOATHOCTbIO HABSI3BIBAHUSI KpUTITOrpamMmsbl y. CuuTtaeTcs
€CTECTBEHHBIM, YTO MPOTHBHHUK BBIOEPET HABSA3BIBAEMBIil ¥ € Y TakK, 4TOOBI
MaKCUMHU3HPOBATh BeposITHOCTh P, (). 3aluiamiiasics CTOpoHa, B CBOIO
oudepefib, 3Has 0 BO3MOXKHBIX JEHCTBUAX TPOTUBHUKA OyAeT BIOMpaThL Ta-
KOH 1mmdp, B KOTOPOM MAaKCHMAJIbHOE 3HAYeHWE BEPOSITHOCTEH HABSI3bI-
BaHMSI:

P, = mayx P(x"ly eX)

MHUHUMAJBHO.

Benuuuny 1/ P, MOXHO Ha3BaTh Ko3gguyueHmom uMumosauunmsl @ ny-
cmom kanaae. [lpyu HaBSI3BIBAHUM TIPOTMBHUKOM <«HAWTYYIIMX» KPHIITO-
rpamm y": P, (y") = P, BenmuuuHa 1/ P, xapakTepu3yeT cpeliHee YMCIIO TOMbI-
TOK TIPOTUBHUKA O HABSI3bIBAHUS JIOKHOK MH(MOPMAIIUK (TIpeanonaaraeTcst
Clly4alHEIN BbIOOP KITIOYEH MPU KaXKI0M IOMNBITKE).

[TpoTHBHUK MOKET yKecTOYUTb CBOU AekicTBus: mycTh x(0) € X — coob-
HIeHHEe, KOTOPOE HAHOCHT MAaKCHUMAaJIbHBIH yiliepd aboHeHTY B; MPOTHBHUK
MOZKET TIOTIBITAThCS HABS3BIBATH TAKOe cooOlleHHe ¥ € Y, mpu KOTOpOM
BeposTHOCTE P(y~'y = x(0)) makcumanbHa. Takoil criocod HaBs3bIBAHUSA
MOZKHO Ha3BaTh [IEJIEBBIM (ITPHULIETbHBIM).
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Hmumauusa npu nepedagaemom coobuyeruy. AHATOTUYHBIC CUTYAIlUH BO3-
HUKAIOT U TIPU HABA3BIBAHUM ITyTeM MOAMEHBI TIepeIaBaeMOro COOBIIeHMS
ye YHay'e Y,y=y'

Hmumauua npu 3nanuu omkpsimoco mekcma. [IpoTHBHUK MOXeT 06ma-
JIaTh U TOTIOMHUTENBbHOM MHbopMalimeit (He OTpaXXeHHOI BhIlIe B IepevyHe
€ro BO3MOXXHOCTei). Hanpumep, MoeT 3HaTh OTKPBITHIM TEKCT X € X, KO-
TOPBI CKpBIBAETCS 32 KPUIITOTPAMMOM y B KaHasle CBSA3U. B 3Toil cutyarun

-1
AHAJIOTIYHO BBOAMTCS Be/IMMHa MAaX P(y~ 'y e X /xx=y), xapaktepusyio-
ye

mast cTpeMJIeHUe MPOTMBHUKA MaKCMMM3MPOBATh YCIIOBHYIO BEPOATHOCTh
HAaBSI3BIBAHHWS, a 3allIMIIAIOLIAsACI CTOPOHA CTPEMMTCA MHUHMMM3MPOBAThH
3TOT MAKCUMYM.

Ob6mas 3agaua 3alIMINAKONIAICS CTOPOHBI COCTOMT B BBIOOpPE TAKOTO
mudpa, KOTOPBIH MUHHMHU3UPYET YIIEpOd OT MMHUTAIMOHHBIX OeilCTBUIA
MPOTHUBHUKA BO BCEX PeaTbHO BO3MOXKHBIX CUTYALIMSX.

Hmumauusa é wupokom cmoicae. K MMUTAIIMM B ITMPOKOM CMBICIIE OTHO-
CATCSI U HEKOTOpPBIE JAPYTHe NeiCTBUSA MPOTHBHUKA. BO-TIepBBIX, TIPOTUB-
HUK MOXET TiepeagpecoBarb cooblIeHue y, uayiiee ot A K B, npyromy adbo-
nHeHty C. Takas nepeanpecarus (co cpeiBoM coobiieHust aboHeHTY B mnn
0e3 cpbIBa) MOXKET MPUBECTH K HETATMBHBIM TMOCIENCTBUAM A1 3alllMIIa-
omielicsa ctopoHbl. CrnenoBaTenbHo, aboHeHT C, MOMydyuB mMdpoBaHHOE
coobireHue y € ¥, moykeH GBITH YBEpeH B TOM, UTO 3TO COOOIIEHUE TIPeI-
HAa3HAYeHO UMEHHO eMy. Bo-BTOpBIX, MPOTUBHUK MOXKET U3MEHUTH «ITOM1-
MUCh» abOHEeHTa A, Mepegaloniero «y» aboHeHTY B (3aMeHMB KaKUM- TMOO0
Crocob0M B OTKPBITOM TEKCTE aapec OTIPaBUTEST coobieHus A Ha ampec
npyroro abonenTa A'). [TostoMy aboHeHT B, TpUHAB COOOIIEHHE, TOKEH
OBITh YBEPEH, YTO 3TO COOOLIEHHE MepeJaHO eMy UMEHHO aDOHEHTOM A.
B-TpeTbux, npoTHBHUK, TIEPEXBATUB ) € Y, MOXKET 3a/IepkaTh 3TO cO0bIIIEe-
HUE W BCTAaBUTh €T0 B KaHAJI CBA3M B Apyroe Bpems. CrenoBaTelbHO, abo-
HEHT B, momy4as «y», JOKeH ObITh YBEPEH B TOM, UTO COODIIEHHUE OH MOITy-
YIJT BOBPEMSI.

Tectkrnaese 3

1. Beakuii ucmouHukx coobuenuii Moy¥cHo MoO0eauposams cHUCKoM O0ony-
cmumbsix (Mm.e. 6CMPeHarOUUXca 6 KaKux-auoo mexcmax) k-2pamm npu

k=1,2,3,.... Kakue u3z npugedennnix k-2pamm He aeisromcs dony-
CIMUMBIMIL 8 PYCCKOM A3bIKe (HECK0AbKO 8EPHBIX OMBEmoa):
1) «IIIEE»;

2) «KD»;
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3) «AV»;

4) «HObX»;

5) «’KbH».
2. Kpunmozpamma noay4ena é pesyabmame npocmoii 3ameHbi:
«BITATIOBKIZKSAO MIOB EJIBEB3 JKDAIOT AbSIBTBIXKPAA»
Kawou-nodcmanoska:
A|B(B|T|O|E|2K|3UK|JTMHO|I|P|C|T|V|d| XYWL b|bl|b|3 KA
K|3 | X|K|A|LL|Y [T|A|B|b|bI|b|B|A|T|E|KO|2| 4 [I1|P|Y|C |d|L| T (LL|M|H

Boccmanosaennviii ucxoonstii mekxcn:

1) «<KPUITTOJIOTHUSA 5TO HAYKA O 3AILIUTE UH®OPMALN H»;

2) «<KPUIITOI'PA®US 5TO CITOCOB 3ALLIMUTHI MHOOPMA-
[HUH»;

3) «<KKPUIITOTPA@MYECKHUE METO/Ibl 3ALIUTHI MHOOP-
MAIINW».

3. Ymo o3navaem mepmun «MHO20Kpamuoe wudposarnue» npumeHumet-
HO K Oa0uHbIM Wiugpam:

1) moBTOpHOE MPUMEHEHHE aNTOPUTMA MHMPOBaHUS K N POTEK-
CTY C TEMH e KITH0UaMH;

2) urudpoBaHUe OMHOTO M TOTO Xe OIIOKA OTKPHITOTO TEKCTa HE-
CKOJIBKO Pa3 ¢ HECKOJIBKUMHU KITHOUaMM;

3) yBelIMuEHME YUCTIA ITATIOB MIH(POBAHUS OTKPBITOTO TEKCTA.

4. Tammuposanue wawe ecez2o ocyuecmeasemcsa (HeCKoAbKo 6ePHbIX ONi-
6emnoeg):

1) mo Momyto 2, ecli OTKPBITHI TEKCT MPeaCcTaBIsSeTcs B Bujae 0u-
HApHOM MOCIeI0BATEILHOCTH;

2) mo Moaymio 256, eClM OTKPHITHII TEKCT MPEACTABISICTCS B BUIE
MOCIIEN0BATENLHOCTH OAaNlTOB;

3) mo momymio 16, eciiv OTKPBITHINM TEKCT MPEACTABIEH B IU(PPOBOM
BUIIE;

4) mo momynio 10, ecau OTKPBITHII TEKCT TIPEACTABAeH B BHIE TO-
CJ1e0BaTeIBHOCTH 1TMGP, YTO MHOTIA IeTaeTCsT B PYYHBIX CHCTE-
Max mudpoBaHUS.

5. OcHnogoli nocmpoenusn GoAbWUHCIMGA NOMOYHBIX WUDPOE AGATIOMCS:

1) reHepaTOpPBI TICEBIOCTYYAHHBIX YUCE/, B YACTHOCTH, Pa3TUUHBIE
KOMOWHAIIUY PETUCTPOB CIBUTA;

2) cxeMbl CYMMHpPOBaHUs 110 mod16;

3) TabMUIIBI MOOCTAHOBOK.

6. 3amugposannsiii memodom nepecmanosxu omxpoimotii mexcm: «Cep-
muguxamot karouei 11> npu karouwe daunoil 7 u nepecmanoske:
{4132756} umeem 6uo:

1) TCpeundunixkran kittoeull D IT;
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10.

11.

12.

13.

14.

2) wxmuTu OCL enpTdaukr bi;

3) uKumot pCexkuapu3dtIler L.

3amugposams c1060 <«GvIGOPOUHOCHIL>» MEMOOOM NeEPecHIAHOGKU

¢ karouom {3142}:

1) OBOBIYPHOTOLC;

2) BIOBOPUYOOHCHT;

3) BIBOPOOHYOTCE.

Jawucpposame omxpoimotii mexcm — «field> memoodom Buxcenepa,

K104 — «moon» (aahasum — aamunuua):

1) rwcup;

2) rwsyp;

3) rvsyp.

Yacmomubvtii anaiuz moxcem 3¢pghexmuasro npumenamocsa 045 oeutudh-

posanus wugpos:

1) mepecTaHOBKH;

2) mMHoroanaBUTHOIT 3aMEHBI;

3) mpocToii 3aMEHBI.

Kaxue meput npaxmuveckoli cmolikocmu wugpa omuocume.nsHo memooa

KPUNMoanaiu3a 6ol Mojiceme gvideaums (HECKOAbKO 6EPHBIX OMEENOE):

1) BepossiTHOCTB AenMpPOBAHKS 34 BpeMsI, He rpeBocxoasiiee 7

2) cpemHee Bpemsi, HeoOXxoauMoe i AentudpoBaHus mudpa;

3) ckopocth genugpoBaHus mudpa.

Kaxue wughps: moxcno nasvieams umumocmouxumu:

1) wmdpsl, obnamaoniue cBOHCTBOM MPOTUBOCTOSTH Pa3pacTaHUIO
Oo1MOOK NpH paciinpoOBaHUH TEKCTOB;

2) wndpel, obragarouMe CBOMCTBOM MPOTUBOCTOSATH MOMBITKAM
HABSI3BIBAHUS JIOXKHOM HH(OPMAITHN.

Kaxue wughps: moscno nasvieams nomexoycmouuebimi:

1) wmdpsl, obnamaoniue cBOHCTBOM MPOTUBOCTOSTh Pa3pacTaHUIO
0o1MOOK NpH paciinpOBaHUH TEKCTOB;

2) wndpel, obragarouMe CBOMCTBOM MPOTUBOCTOSATH MOMBITKAM
HABSI3BIBAHUS JIOXKHOUH HH(OPMAITHN.

Paspacmanue uucaa owmnbok onavaem, wmo:

1) ommdka B ofHOI OyKBe, AOMylIeHHAd NMPU WKUGPOBAHUM, TIPH-
BOIUT K OOMBIIOMY YMCITYy OITMO0K B paciinpoBaHHOM TEKCTE;

2) ommbka B omHO# OykBe, MOMYyIIEHHAs TPHU paciluppOBaHHH,
MPMBOIHUT K MOCIENYIOIINM OLIHOKAM.

Hlughp ciumaemcsa coeepuieHHbIM:

1) ecnu oH He moamaeTcs AeIH(POBAHUIO;

2) ecnu MoONOXeHHUEe TMPOTUBHUKA, CTPEMSIILETOCH K ero Aeiudpo-
BAaHUIO, HEe 0DJIeryaeTcs B pe3ysbTaTe Nepexsara upoTeKcTa;
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3) ecnu TpebyroTca GOJBIINE 3aTPAThl MIIH Masia BEPOATHOCTD YCIe-
Xa ero aenrudpoBaHusI.
15. Ilughp ciumaemcea npakmuyecku crmoiuKum:
1) ecnu oH He moagaeTcs AelUPOBAHHUIO;
2) ecnu TOJIOXKEHHWE TIPOTHBHHMKA, CTPEMSIIIETOCH K ero neimndpo-
BaHMI0, He oferuaeTcs B pe3yabTare mepexsara mucpoTeKeTa;
3) ecnu TpebyroTca GOJBIINE 3aTPAThl MIIH Masia BEPOATHOCTD YCIe-
Xa ero aenrudpoBaHusI.
16. Cmenens HeoOHOZHAHHOCHIU 60CCIMAHOBACHUA OMKPBIMO20 MEKCMa NPu
demughposanuu:
1) BO3pacTaeT NMpU yMeHbIIEHHU MaTepuaa;
2) cHMKaeTCd MPH YMEHBIIIEHUN MaTepuaa.

Tabnuua oTBeTOB Ha TeCcT K rnaee 3

Howmep Bonpoca 1 2 3 4 5 6 7
[NpaBuneHeiii oteeT | 2,4, 5 2 2 1,2, 4 1 1 1
Homep Bonpoca 9 10 11 12 13 14 15 16
[MpaBUNBHEII OTBET 3 1,2 2 | 1 2 3 |




[TIABA 4

OCHOBbl ACUMMETPUYHOIO
LLUNDPPOBAHUSA

4.1. MopynspHasa apudpmeTuka

MHOXecTBO BCeX 1IeJIbIX YHUCE C OTePALUSIMH CIOKEHUSI U YMHOXKEHUSI
Ha3BIBAIOT KOAUOM LEAbIX Hlicen.

s mo6oro 1enoro a > 0 cipaBeMTMBO PaBEeHCTBO a = k x 1 + F,, T
k — uenoe 4McIO — YacTHOE OT AeNIeHWsl @ Ha HATypaabHOE YHCIO H, I,
OCTATOK OT Je/eHUs] a Ha n. BenuuuHa r, MOXET MPUHUMATH 3HAYESHUS
nuib U3 MHOXectBa Z/n = {0, 1, 2, ..., (n — 1)}. PaBeHcTBO @ = k x n +
+ F, 3aITUCBHIBAIOT B HOBOM BUIE @ = F,, mod # ¥ UNTAIOT TAK: «@ CPABHUMO
¢ r, IO MO0 B». Ha MHOXKecTBe Z/ 1 BBOIAT OTIepalii CIIOXKEHHS IO MO-
VIO 71, YMHOXEHHUS TT0 MOIYIO #. Pe3yabTaToM ClIoKeHUsT 0 MOAYJIIO H
yucen a, b IBNAeTCA OCTATOK [y, OT AeNieHus (a@ + b) Ha n. DTO 3aUCHIBAIOT
B Bume (a + b) = r,;, mod n. AHATOTUIHO BBOAMTCS OTIEPALIMST YMHOKEHMUS
o MomyJio #: (a x b) = r,,, mod n. HarmoMuHaem, 4To onepaiiiu mpoBOISIT-
cs HaJl BOSMOXKHBIMU ocTaTkaMu — Beiuetam {0, 1, 2, ..., (n — 1)} oT nene-
HUSI Ha A 11eJIbIX HEOTPULIATETbHBIX YHCET.

Tpumeput

Inst n = 12 nonuerit Habop BeiveToB: Z/12=1{0,1,2, ..., 11},2+ 5=7 mod 12,
9+4=1mod12,11+11=10mod 12,24+ 0=2mod 12,2x5=10mod 12,9x4=10
mod 12, 11 x 11 = 1 mod 12. 3geck 1 HUKE MHIEKCHI ¥ OCTATKOB OIYCKAIOTCH.

Muoxectso Z/n={0, 1, 2, ..., (n — 1)} ¢ BBEAEHHBIMH OTIEPALIUSIMH CJTO-
KEHMSI H YMHOXEHUS TT0 MOIYITIO 1 HA3bIBAIOT KOAbUOM UeAbiXx HO MOOYAI0 n
(K0abUOM 8bIHEMO8 NO MOOYAIO N, MOYHEEe, KOALLOM NOAOICUMEAbHBIX 8bIYENO8
no Modyaro n).

[MonydyeHue ocratka @ mod # OT AeleHUsS Ha H TIPOU3BOJIBHOTO 1IE/TOTO
YHCTa @ Ha3BIBAIOT TIPUBEACHUEM IO MOIY/IO #. DTa omepaius obragaer
XOPOILUMUM CBOICTBOM, Ha3bIBAEMbIM TOMOMOP(MU3MOM: MBI MOXEM JH00
CHAYaj a MPUBOIMTL YMCIIA TI0 MOIYJIIO A, A 3aT€M BBIITOJHATE OTIEPALNH
CIIOXKEHUsSI M YMHOXKEHHsI, THO0 CHAYala BBHIMONHITE OMEpaIii, a 3aTeM
MNPHBOAWTL MOMYYEHHOE YMCIO MO MOAYMIO #. bonee TOYHO: MpUBeacHUE
10 MOJIYJTIO A SIBJIIETCS 20MOMOPhHBIM 0MoGpadicertiem KOIbLA LIENTBIX YUCETT
B KOJIBLIO LIEJIBIX IO MOAYIIO #. JIerKo mpoBepseTcs, 4To
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(a + b) mod n = [a(mod 1) + b(mod n)] mod n,
(a — b) mod n = [a(mod 1) — b(mod n)] mod n,
(a x b) mod n = [a(mod 1) x b(mod n)] mod n,
[ax (b+ c)Jmodn = {[ax b(modn)] + [a x c(mod n)]} mod n.

Berumcnenue ¢ mod # — CTENeHM YUCTA @ TIO MOAYJIIO K, KaK CIeIyeT
M3 3aMMCH, MOXHO BBIITONHUTh KaK Psill YMHOXEHMH W IMOCIEAHUM Ieii-
CTBMEM BBITIOJIHUTD JleieHHe, Moaydas ocTaToK. MOXKHO BBIYMCITUTEL 3Ty
CTEIEeHb ObICTpeE, MPOU3BOAS BO3BEACHUE B CTENEHb KaK Pl MOCIeA0Ba-
TEJIbHBIX YMHOXEHH T COBMECTHO C ITPHUBEIEHUEM 10 MOJIY/TI0. 3TO 0CODEH-
HO 3aMETHO, ec/ii paboTtats ¢ OonabimMu yucnamu (200 6ut u donee).

Tpumeput
Ecnu HyKHO BBIMUCIUTE ¢° mod 1, TO BBITTONHSIOT TPH MAIBIX YMHOXEHUS U TPH
MaJIbIX [IPUBEACHUS M0 MOAYITIO:

((@* mod n)? mod n)* mod n.
Tem ke criocoDOM BEIMUCIISIFOT
a'® mod n = (({(a* mod n)? mod n)? mod n)2 mod n.

BrruucneHue ¢* mod #, Te X He SABISeTCs CTENEHbIO 2, TUITh HEMHOTO CIIOXKHEE.

JlpoudHas 3aMMCh MHUCTA X TIO3BOJSET MPEACTABUTEL YMCIO X KAK CYMMY CTe-
neHei 2: x = 25,5 — 110015y — nBouuHoe mpeiacragaeHue yucaa 25, Mo3TOMY
25=24+ 234 2" Torna

a®*modn=(a-a*)modn=(a-a*-a"*)modn=
=a- ((@)** (((@)*?)*mod n = ((((a* - @)*)*)* - @) mod n.

4.2. Anroputm EBKNupa png HaxoxaeHus
HambonbLuero obuiero aenurensa

enoe yncno a menut 63 ocTaTKA APYTOE LIEJI0E YUCIIO b, €CITH U TOJTBKO
ecnmu b = k x a 1ng HEKOTOPOTO LIeToro Yucna k (T.e. OCTATOK OTAEIeHHS
paeeH 0). B aToMm cnyuae a Ha3bIBAIOT deaumeanem uucaa b W Muoxcumenem
€ pasnodiceHuy Yucaa b Ha MHOKUTETH.

[Mycts @ — uenoe uucno, bonbiuee 1. Torna a ABASETCS HPOCHbIM HUC-
A0M, €CTTH €T0 eOWHCTBEHHBIMH TOIOXUTEIBHBIMUA ACTUTEIAMU OyayT |
M CaMO @, B TIPOTUBHOM CJIydae @ HasbiBaeTcs cocmaeHbim. Jioboe 1emnoe
n > | MOXeT OBITh MPEeICTABIEHO eAMHCTBEHHBIM 00pa30oM C TOYHOCTBIO
[0 TIOPSIIKA COMHOXKUTENEH KakK Mporu3BeIeHHEe MPOCTHIX.

CywecmeenHblil ¢ MOMKU 3peHUA Kpunmozpaduu gaxm cocmoum 6 mom,
YMO He U36ECHO HUKAK020 S(DhemUeH020 ai2opumma paziodceHus vucen
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Ha MHodcumenu. boaee mouro: cuUTAIOT, YTO Kpunmozpaguyeckas cmoii-
KOoCMb pada wugpos ¢ OMKPbIMbIM KAIOHOM 0epicumcsa UMEeHHO Ha Omcym-
cmauu AhphexmusHo20 areopumma pazioxceHus Yucea Ha MHodcumeau (an-
20pumMa haxkmopuzayuu).

Hauboavuiuii obuuit deaumensv unicen a u b, obosHavaemsbiii kak HOJ
(a, b), uau mpocro (a, b), — 3T0 HauboObBIIEE 1IeT0e, AeNsAIIee OTHOBpPE-
MeHHO uyKucia a u b. B skBuBaneHntHoit cdhopme (a, b) — 3TO TO, enUH-
CTBEHHOE HATYpaJbHOE YHUCJI0, KOTOPOE ACIUT a U b 1 geuTcs Ha Toboe
uenoe, nenamee u a, u b. Ecnu HOM(a, b) = 1, To uenwie a u b — g3aumuo
npocmuie.

Haubonpmmii obumit geautenb MOXET OBITh BBIYMCIEH C MOMOIIBIO
aneopumma Eexauda. Onmmem anroputm EBKMma misg HaxXxoXIeHHS
HO/I(a, b). Beenem oG0o3HaYeHUS: §; — YACTHOE; ¥; — OCTaTOK. Torma anro-
PUTM MOXHO MPeaCTABUTL B BUIE CIEIVIONICH 1IEeMOYKH PABEHCTR!

a=bxgq +n, O<r<bh,
b=rxg+n, O<n<ny,

i =hXq;+h, 0<r<n,

T =ho Xqg+1, 0<n <n.y,
Bt =0 Xy
OcTraHOBKA rapaHTUPYETCS, MOCKONBKY OCTATKH F; OT AeIeHHUIT 00pa3yioT
CTpOTO YOBIBAIONIYIO MOCIEI0BATEIBHOCTh HATYpPaNbHBIX uHcen. M3 aToi
LIETIOYKH HEMEUIEHHO TI0JIyYaeM, UTO F, €CTh 00N meTUTe b Yucen a u b
u, Gosnee Toro, 4TO MOOOH OOIINIT JeTUTENL YnCced @ U b nenuT u r,. Takum
obpazowm, r, = HO/l(a, b) wnu r, = (a, b).
OTMeTHM, YTO TIPU OHEPAuUl YMHOMCEHUS OelicmeumensHbixX vucen He-
TPYIHO BBIYMCIUTh MYJIBTHILIMKATUBHYIO OOPATHYIO BETMYHHY @' 17181 He-
HyJIeBoro uncna . a~' = 1/avnu a x a~' = 1. Hanpumep, MyJIbTHIIHKATHB-

1
Hag oOpaTHAas BeTMYKMHA OT uncia 4 paBHa 1/4, TOCKOIBKY 41 =1.

O6paiiaem ocoboe BHUMAHME, UTO TIPU OTIEPALIUH YMHOMNCEHUS HO MOAY-
ato nexoave Z/n=140, 1,2, ..., (n — 1)} BBIUMcIeHNe 0OPAaTHOI BETUYHUHEI
onsia € Z/n, T.e. BEMUYUHBI X, IUTSI KOTOPO# a@ x x mod n = | sBnsgercs donee
cnoxHoii 3anaveit. Hampumep, pemenue cpaBHeHus 4 x x = 1(mod 7) k-
BUBAJICHTHO HAXOXAEHWIO TAKUX 3HAUeHU x n k,uto 4 x x=7 x k+ 1, rae
X U k — nensie uncia. Q6mas ¢hopMyaMpoBKa 3TOk 3amau — HaXOXKASHHE
TAKOTO 11eJI0r0 YUCIa X, UTO

axxmodn=1, wm a'=xmodn.
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PelutreHue 3Toit 3a1auM MHOTA CYILIECTBYET, a MHOTAA ero HeT. Hampu-
Mep, obpaTHast BeITMYMHA [T Yicaa 5 mo Moaymo 14 paBHa 3, MOCKOIbKY
5x 3=15= 1(mod 14). C apyroii CTOPOHEI, YMCIIO 2 HE UMeeT 00paTHOIT Be-
JIMYMHBL 110 MoAyIo 14. Boobue cpastenue a~' = x(mod n) umeem edurncmeen-
HoOe pelieHue Moeoa u moavko moeda, Ko2da a u i — @3auMHO NPOCHIbIE HucAd.

B 3TOM ciydae TOBOPAT, YTO 3IEMEHT a 0Opamum W eTo 06pamHbsii s1e-

1
merm a~! pPaBEH X. Yacmo saemenm a~' obosnauaiom Hepes —, 4mo 86o0um
a

00bIYHO CIYO0eHmMO08 6 CMYU{eHUe.

Ho nado ecezda nonumams, umo 3mo ueabiii NOAOICUMENbHbII GblHem
HO M0AYAI0 A.

MHoXxecTBO Bcex 00paTUMBIX 3JIEMEHTOB KOJIblla Z/H HA3bIBAETCS MY.1b-
MUNAUKAMUEHOL 2pYnnoil Koabya ebiuemos Z/n. DTy rpynmy obo3HAYAOT
uyepe3 G wnu (Z/n). Oka3biBaeTcda, YTO 3MEeMeHT a U3 Z/n obpaTum, TOraa
M TOJIBKO TOIZA, KOTJa OH B3aUMHO MPoOCT ¢ A, (a, n) = 1. Yepes ¢(n) obo-
3HAYAIOT TAaK Ha3blBaeMylo GyHKIIMIO Dilnepa, 3HaueHue @(n) OT HaTypasib-
HOTO YUCJAa A PABHO YHCIY TMOJOXMTEIbHBIX LIEJTbIX YMCEN MEHBIIHX 1
Y B3aMMHO TPOCTHIX C 1. B CBA3M ¢ yeM 4nciio | G| aIeMEHTOB B MyAbMUNAU-

KamueHoll 2pynne ebiuenos koavua Z/n pasHo ¢(n), ¢(#n)= |G|

Tpumeput

IMycts Moayns n = 10. [Monuwlid Habop BelueToB Mo Moaymwo # = 1040, 1, 2, 3, 4,
5,6,7,8,9}. U3 nuxtoneko 1, 3, 7, 9 He uMetoT o61uero COMHOXHTENS ¢ urciaom 10,
TO ecTh obpaTumsel, ©(10) =4, G=1{1,3,7,9},|G|=4.

Hnst mpou3BeaeHUs MPOCTBIX YHUCEN p, ¢
o(p-q)=(p-1-(g-1) =n, |G|=(p-D-(g-1).

B tabnuiie 4.1 npuBeaeHb! 3HaYeHUSA QYHKITUK Diifepa Mpu pa3TudHBIX
3HACHUSIX H.

Tabnuua 4.1
Monyns n Oyukuus o)

n — TIpOCTOE n—1
n n(n—1)
n' n" ](H — 1)
n=pxq(p, ¢ — npocThic) p—Dig-1

1 I
n= pr (p; — mpocTeIie) H P (pi=Da

i=1 i=1
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Jlro6oit aneMeHT a@ u3 Tpynnsl G mopoxnaeT moarpynny H = <a> =
{a, &%, a, ..., a"}.

OTHOCHUTETBHO YMHOXEHUST TI0O MOAYITIO M HopAadok epynnbl = <a> =
{a, a%, @, ..., @"} (4UCTIO ee 3JIEMEHTOB) COBMANACT C NOPAOKOM 31eMeHma
a — HaUMEHBIIIUM HATYPaTbHBIM YUCIOM M, TIPH KOTOpoM a™ = 1(mod n).
Hna gus Guee nogrpynns H = {h,, h,, ..., h,,} nonoxum, g = {gh,, gh,, ...,
gh,,}. Jlerko Buzets, uto | H| = |gH | n npu g, He npuHannexammm H Ux ne-
peceueHue mycto. Jltobast rpyIina UMeeT pasnokKeHUe 10 AegbiM (TTPABBIM)

cmexcrvm Kaaccam Tio csoeit orpyrme, G = eH| Jg,H| J..| Je H (G =

= HeU HgQU...UHgk ), € — HeWTpalbHBIA 3JIEMEHT (B HAIEM cly4ae

e = 1). Knaccel — monmHoxectBa H, g,H, ..., g,H (monapHo He nepeceka-
1oTCA M B 00beauHeHnn aaoT G). U3 ckasanHoro crenyert, uro k| H| = |G|
(teopema Jlarpanxka). [Monoxum H = <a>, <a> = {a, @, a*, ..., a"}. Toraa
| H| B HalleM ciydae coBMmagaeT ¢ MOPSIIKOM d1eMeHTa a, | H| = m, To m ne-
mut |G| = ¢(n). [lo 3T0it npuuuHe a@™) = a“" A HEKOTOPOTO ¢ U ap'™ =
= g“ = (@")° = (1)*(mod n) nna moboro anemeHTa a U3 G. TakumM obpazom,
CTIpaBeITTUBbI TEOPEMBI:

— manas meopema Pepma: ecau n — npocmoe u HOM(a, n) =1, mo a" ' =

= l(mod n);

— meopema Jiaepa: ecau HOH(a, n) = 1, mo a®" = lmod n.

OcrogHbte cnoco0bl Haxoxcoenus obpamubix éeauyun a' = 1(mod n).

1. Tpoeeputs noouepenHo 3HaYeHuq 1, 2, ..., n — 1, moka He OyneT Haii-
neH a~' = 1(mod n), Takoii, uto @ - a~'(mod n) = 1.

2. Ecau wum3BectHa ¢yHKuUuA Diinepa @(n), TO MOXKHO BBIYHUCIINTH
a'(modn) = a®*~'modn, UCMONB3YSI aITOPUTM OBICTPOTO BO3BENEHHS
B CTEIICHb.

3. Ecau dyHkuma Ditnepa @(n) He M3BECTHA, MOXKHO HCIONb30BATh
pacmmpeHHBIH anroput™ EBkinma.

Tpumepnt

IMpommnocTpupyeM criocodbl HaxoXKIeHUs 00paTHRIX BennunH @' = 1(modn)
HA YUCIOBBIX TPUMEpPAXx.

Toouepednas nposepka 3navenuii 1, 2, ..., n — 1, noka ne 6ydem naiiden

x = a '(mod n), Takoii uTo a x x = | (mod n).
[ycts n =7, a = 5. TpebyeTca Haiith x = a~'(mod n).
axx=1l(modn) wunu 5xx=1(mod?7).

[Monyuaem x = 5 '(mod 7) = 3. Pesynwrarel IpoBepKH cBeaeHEI B Ta0M. 4.2.
Haxoxcdenue a~'(mod n), ecau uzeecmua ghyuxyua Jinepa o(n).
[yctb n =7, a = 5. Haittu x = a~'(mod n) = 5-'(mod 7).
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Tabmuua 4.2

Sxx 5 xx(mod 7)
5
10
15
20
25
30

Pl b | ==

b | o= | wa |

o[ n

Monyns # = 7 — npoctoe uucno. [lostomy dyukuus Diinepa @(n) = o(7) =
=pn — |1 = 6. ObparHas BeruurHa oT 5 o mod 7

a '(mod n) = ap™'(mod n) = 5'mod 7 = 5 mod 7 = (5 mod 7)(5* mod 7)mod 7 =
=(25mod 7)(125mod 7)mod 7= (4 - 6)mod 7 =24 mod 7 = 3.

Hrak, x =5 {mod 7) = 3.

Haxoxcdenue ofpamuoii eeauuunvr a~'(modn) ¢ nomouipio pacutupennozo anzo-
pumma Eexauda.

IMyere HO(a, n) = 1, a > (0, n > 0. PaccMaTpuBaeTcs 3aaaua MOMCKa LEI0YHC-
JIEHHOTO pellleHus (x, ¥) ypaBHeHus a * x — # ¥ = 1. [lng peutenust 3aqa4u UCIONb-
3VIOT CHavata antroput™ Esxkiuma:

a=nxqytn
n=rxgq +tr
n=nxgqtr
n=rxgstr
P2 =Ny X gy T o
P =rex gt 0.

Haxonst nocnenoBatenbHOCTD gy, §y, g2, .-, {i- 3ATEM PEKYPPEHTHO CTPOAT Py,
PP, ..., PuQy, 0,0, .., 0. Ilonaraior

P,=0,P,=1 u P=qP+P, anajz0,
O0-,=1, 0,0 u O=q0 1 +0 > mnaj=0.

Mckomble 3HAYEHMS X, ¥ HAXOOATCA 10 I:]JODM}’J'[E[M

x=(=D""0: y=(-D""P,.

O6parHetii anemeHnt a~' = (—1)'0Q,_,(mod n) nns uKcna a ecTh peleHHe ypas-
HEHUS
a-x=1(modn),

B C/IyMae OTPULIATESIBHOTO 3HAMEHUS @~ [UTs oysueH!s 0OpaTHOTO 2JIeMEHTA Hal0
npudaABUTE A.
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4.3. BbluMCNEeHUs B KOHEYHbIX NONAX

[Mone FecTh MHOXKECTBO, HA KOTOPOM OTIpe/ie/ieHbl OTIePalluM CI0XKe-
HUS U YMHOXEHHUS, YIOBIETBOPSIONIHE TpeOOBAHUAM: AaCCOLIMATUBHOCTH,
KOMMYTATUBHOCTH, TUCTPUOYTHBHOCTH, CYIIECTBOBAHUS aAAMTUBHOTO ()
U MYJBTUTUTMKATHBHOIM |, aIHTHBHBIX 0OPAaTHBIX H MYJIBTUTUTHKATUBHBIX
obpaTHBIX 1151 BCeX aleMeHTOB 3a uckmoueHuem 0. [Mpumepamu mpo-
CTEMIINX KOHEUHBIX TIOJIeil SABISIOTCS KOJMbIA BBIYETOB [0 MIPOCTOMY MO-
oymo Z/p.

Koneunoe nose F(g) ¢ KOHEUHBIM YUCIIOM ¢ 3JIEMEHTOB MTPAET BAXKHYIO
posnb B Kpuntorpapuu. B obiiem ciaydae 4Mciao 3MeMEHTOB KOHEYHOIO
TOJIsI UMEET BUJL

q=p"
riae p — HeKOTOpoe MPOoCToe YUCIO U i = 1.

KoneuHsle monss HaszwiBaloT noasmu laaya w obosHaualor GF(p") unn
GF(p) npu n = 1. MHOTHE KPUIITOCUCTEMBI IITU(DPOB C OTKPBITBIM KITIOUOM
6asupytotes Ha nosix Tanya GF(p), roe p — GoJibliioe IpocToe YUCIIO.

Tpumeput

[Tone Tanya GF (5) umeer anementst 0, 1, 2, 3, 4 u onuceiBaeTcs CAeayOIIMMH
tabnuuaMu cnoxeHus (tabn. 4.3) u ymHoxeHus (Tabmn. 4.4).

Tabmuua 4.3

+ 0 1 2 3 4
0 0 1 2 3 4
1 1 2 3 4 0
2 2 3 4 0 1
3 3 4 0 1 2
4 4 0 1 2 3
Tabnuua 4.4

X 1 2 3 4

1 1 2 3 4

2 2 4 1 3

3 3 1 4 2

4 4 3 2 1

Ecnu p — npoctoe uucno, Touynucno a € {1, ..., p — 1} apngeTrcs B3auMHO
HPOCTBIM C p, U TIO3TOMY ODpATHBIN 37eMeHT a~! cymiectByeT. TeM cambiM
OIHO3HAYHO OTpPeesSIeTCs ONepalus IeIeHMs.
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O6Go3zHaunM uepe3 GF*(p) MHOXKECTBO BCEX HEHYJIEBBIX 3JIEMEHTOB
nonsa GF(p). Hekoroperii anemeHT g U3 GF*(p) Ha3BIBAIOT 00pa3youum Win
nopooicoarowium nemenmom GF#(p), ecnun onsa Becex a uz GF¥(p) HaiineTca
Takoe 1enoe x, yto g = amod p. Becero umeercs ¢(p — 1) obpasyrommx
aneMeHTOB g. Yucno x Ha3wIBAOT duckpemHubiM aozapugmom saemerma
a M0 OCHOBAHHIO g U MOAYMIO p. BelunclieHue MTMCKPETHBIX J10Tapu(MOB
(korma 3amaHbl g, @ ¥ p) IPUMEPHO Takasl Xe TPyIHOopellaeMas 3ajaJa, Kak
W 3a71a4a pa3JokeHUs 1eI0To Yicia Ha MHokuTenu. Kpunrorpaduyueckas
CTOHKOCTB psifia MU(POB C OTKPBITHIM KIIOYOM IEPKUTCA UMEHHO Ha OT-
cyTcTBUM 3(h(heKTUBHOTO aITOPUTMA BbIYHUCIIEHUS TUCKPETHBIX Jorapud-
MOB.

4.4. Cxema acUMMETPUYHOro W poBaHna

Acummempuunvie Kpunmocucmemvi (cucmemvt OMKPbIMO20 WUpposanus,
¢ OMKpPbIMbIM KAtoom — public key systems) — CMBICI TaHHBIX KPUITTOCUCTEM
COCTOMT B TOM, 4TO JUIS 3amrncpoBaHus U pacuindpoBaHUs HCIIONb3YIOT-
cs1 pa3Hbie TipeobpaszoBanmss. OnHO U3 HUX — 3atrdpoBaHUe — SBISETCS
abCOoMOTHO OTKPBITBEIM ISt BeeX. JIpyroe xe — pacmmbposanne — ocra-
€TCH CEKPETHBIM 32 CUET CEKPETHOCTH KiTtoua pacinndpoBanus. Takum 06-
paszom, J1000ii, KTO X04eT 4TO-T1u00 3anudPOBATh, [TONIB3YETCS OTKPBITHIM
npeobpazosannem. Ho pacimbpoBaTh 1 MpoYnTaTh 3TO CMOXKET JIMIIB TOT,
KTO BIaneeT CEKPETHBIM KiTto4oM (puc. 4.1).

[Monyuarens Py

Anroput™ M

Ll —
pacunposaHns

A

Ornpaeutens P

I

I

M Anroputm :
unposaHa :

I

|

I

I

Kpunrorpamma, C

A

K,) — OTKpBITHII K,, — cexpeTrHblit

[enepanns
KIHOYeH

I .
v Hezaupuennniii
: KaHaa
I

G
Ipomuerux

Puc. 4.1. O6001eHHAS cXeMa aCUMMETPHYHOH KPUIITOCHCTEMbI

B HacTosimiMii MOMEHT BO MHOTHX aCHMMETPHYHBIX KPUIITOCHUCTEMAX
BUI TIpe0Opa30BaHMSI OMpPEesieTcs KIIUOM. Y TIONh30BaTeNsl ecTh ABa
KJIF0Ya — CEKPETHBII U OTKPBITHIA. OTKPBITHI K104 MyOIUKyeTcs B 00-
LIEJOCTYIIHOM MeCTe, M KaXblil, KTO 3aX04eT I10C/IaTh COODIIEHHEe ITOMY



4.5. Anroputm Quddm — Xennmana o 117

MOJIb30BaTEN0, — 3alIM(POBBIBAET TEKCT OTKPBITBIM KJloUoM. Pacimd-
pPOBaThb CMOXET TOJIBKO YIOMSIHYTBIN TOJIB30BaTeNb C CEKPETHBIM KITIO-
yom. Takum oGpa3om, oTnamaer npobraema mepenadydl CEKPETHOTO KITOYa,
KaK B CHMMETPHYHBIX cucTemax. OmHAKO, HECMOTpPS HAa BCE CBOM Ipe-
WUMYIIECTBA, 3T KPUNTOCHUCTEMBI TOCTATOYHO TPYIOEMKH W MELTUTENb-
Hbl. CTOHKOCTh ACHMMETPUYHBIX KPUTITOCUCTEM Oa3supyeTcss B OCHOBHOM
Ha AJTOPUTMUYECKOM TPYIHOCTH PEIlIMTh 32 TPHUEMIEMOE BpPeMs KaKylo-
6o 3anaqy. Eciu 3710yMBIINIEHHUKY YAACTCS TOCTPOUTD TAKOH allrOpUTM,
TO TUCKPENUTHPOBaHa OYIET BCS CUCTEMA U BCE COODIIEHUSI, 3alInpoBaH-
HbIE C TOMOILBIO 3TOH CUCTEMBI. B 3TOM COCTOMT r1aBHast OMMACHOCTh ACUM-
METPUYHBIX KDHIITOCUCTEM B OTJIMYHE OT CHMMETPUYHBIX.

4.5. Anroputm Audpopu — Xennmana

B 1976 . Maptun Xeanmau (Martin E. Hellman, pon. 1945) u Yutdhwunn
Huddu (Whitfild Diffie, pon. 1944) npennoxuiu Ha TOT MOMEHT PEBOJTIO-
[TUOHHYIO KOHIITIIIHIO KPUNITOTpadHU ¢ OTKPHITHIM KITIOUOM.

Amroputm JIudpdu — Xemmma-
Ha (Diffie — Hellman) wcnonb3yer
(pyHKIIMIO TUCKPETHOTO BO3BEIEHMUS
B cTereHb. CHauaja reHepHpPYIOTCH
nBa OONBITHX MPOCTHIX YUCTA A U .
BTu 1Ba yMcia He obsI3aTeTbHO Xpa-
HUTB B cekpete. [lanee oqmH U3 napt-
HepoB P| TeHepHupyeT cry4aiiHoe
YHCIIO X ¥ TIOCBUTAET APYTOMY Y4acT-
HUKY Oyayuiux ooMeHoB P, 3HaUeHHe

A= g¢*modn.

[To nonyuenun A naprHep P, reHepupyeT ciaydailHOE YUCIO Y U ToChLTa-
€T y4aCTHUKY 0OMeHa P| BEIYMCIIEHHOE 3HAYeHHE

B=¢" modn.

[TaptHep P;, monyuuB B, Beuncnsier K, = B mod n, a naptHep P> BbI-
uucnsetr K, = A’ mod n. Anroput™ rapaHTupyet, 4to uucna K, u K, paBHbI
U MOTYT OBITh UCTIOJIb30BAaHBI B KAUeCTBE CEKPETHOTO KJTtoua It mudgpo-
BaHUdA. Benb naxke mepexBaTuB uucia A u B, TpyoHO BHIYUCIUTE K, WU
K,. Cxematnuyno pabora anroputma Huddun — Xennmana npencrabieHa
Ha puc. 4.2.
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Ornpaeurens P; [Nonyuarens P,

O O
o ‘ 1. [eHepauus n, g | o
o o

2. CnyuaiiHoe yucsio X, @ N 3. Cayuaiinoe uncio Y,

BeumcseT A = g'(mod 1) 7 BeuKCAsAeT B = ¢’'(mod n)
4. BoiuMcneHue Kiwo4a B 5. Beruncnenue xioua

K. = B"(mod n) h K, = B*(mod n)
IIpumepor
n=5¢g=7,x=3y=2
A=T¥mod 5) = 343(mod 5) =3 B =T7*mod 5) =49(mod 5) = 4
K, = 43(mod 5) = 64(mod 5) = 4 K, = 3*(mod 5) = 4

Puc. 4.2. Anroput™ dudpu — XennmaHa

Anroput™ duddu — Xennmana, obecneunpast KOH(GUISHIINATBHOCTh
nepefay Kioua, He MOXKEeT TapaHTUPOBATh TOTO, YTO OH TIPUCIAaH MMEHHO
TEM TApPTHEPOM, KOTOPBIH mipeanonaraetcsd. Jas peieHus 3Toit npobe-
MBI OBLT TpeanoxKeH npotokon ST.S (station-to-station). DTOT MPOTOKO TS
UACHTU(UKAIIUN OTTIPABUTENS UCIIONB3YeT TEXHHMKY 3MEeKTPOHHOH Tof-
nucu. [Toanuce urudpyercss 061IUM CEKPETHBIM KITI0YOM, TTOCIE TOTO KaK
oH ctopmuposaH. [Toanuck BKIOuaeT B cedst mueHTU(UKATOPH Kak P,
tak u P, (cMm. takke RFC-2786 «Diffie — Hellman USM Key Management
Information Base and Textual Convention. M. St. Johns. March 2000»).

4.6. Anroputm RSA

[epBoe MpakTUYECKOE BOTUIONIEHUE MPUHIIAT OTKPBITOTO MmHdpoBa-
HUS MONy4Yu B cucteme RSA, paspaboranHoii B 1977 . B MaccauyceTckoMm
TexHonmornueckoM Muctutyre (CLIA)
¥ TIOJIYYMBIIIEH CBOE HA3BAHUE OT Mep-
BeIX OyKB (hamumuii aBTopoB: Po-
Hanen Pusect (R. Rivest), Bmu Illa-
mup (A. Shamir), Jleonapn Anneman
(L. Adleman).

B xpuntocucreme RSA OTKpHITHII
Koy K,, ceKpeTHBIil Kmo4 Kk, co-
obuienne M u kpunrtorpamma C Tipu-
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HaIIeXKaT Kombity uenslx uncen Z/N =10, 1, 2, ..., N — 1} mo monymio N,
rne N = P. B xpuntocucreme RSA oTkpwIThIil K1104 K, CEKPETHBIN KITIOY
k., coobumenne M u kpuntorpamma C MPUHAUTEXKAT KOJbILY LIETBIX YHCE
Z/N={0,1,2,..., N— 1} mo momymio N, rne N=Px Q, Pu Q — cny4aiiHbie
oonbire npocmute uncna. OTKPBITHIA K104 K, BEIOUPAIOT CTydaifHEIM 00-
pa3oM TaK, YTOObI BBITIOTHSIUCH YCIOBHS:

1 <K, <o(N),
HOI (K,, (N)) =1,
PN)=(P—-1)Q-1),

rae @(N) — dyHKUMI Dinepa — KOIMYECTBO MOM0XHUTEIBHBIX LIeJBIX YHCel B UH-
Tepsaine ot | mo N B3auMHO npocTeIX ¢ V.

B cuny HOJI(K,,, (N)) = | omHO3HAYHO, UCTIOMb3YS paCIIMPEHHBIH all-
roput™ EBKITHMA, BEIUMCIISICTCH CEKPETHBIN KITIOY K., TAKOI, YTO

ke x K, = 1(mod @(N)).

DTO MOXHO OCYLIECTBUTB, TAK KaK TOJIy4aTe/lb B 3HaeT mapy mpocThix
yucen (P, Q) 1 moxet nerko HalTH @(N). OTKpBITHII K104 K, HCTIOMB3YIOT
[t 1 poBaHHMA TAHHBIX, & CEKPETHBIM K04 Kk, — 15 paciugpoBaHus.
Kpuntorpamma C omipenensiercst uepes napy (OTKpbIThIA KiTio4 K, coobiiie-

Hie M)
C=M* (modN).

B kauecTBe anmropuT™a GBICTPOTO BBIYMCIEHHS 3HAYeHUST C UCTIOMB3Y-
FOT PsII TTOCJIeI0BATEIBHBIX BO3BEICHUH B KBAaIpaT 11e10r0 M 1 YMHOXEeHUi
Ha M ¢ npuBegeHueM o Moaymo N,

O6pawenue pyukunn C = Mm% (mod N), To ecTb onpeneneHue 3HaYe-
Hust M 1o u3BecTHBIM 3HaueHuaM C, K, 1 N, IpakTHYeCKH HEOCYIIECTBUMO
npu N = 2512, Opnako oGpaTHyIO 3a1a4y, T.€. 3a1a4y paciun(poBaHUs KPHIT-
TorpaMmbl C, MOKHO PEILINUTh, UCTTOIB3YS TTapy (CeKpeTHBIH KoY k., KPHII-
torpamma C) 1o cieayiomeii popmysie paciumgposanus: M = C*(mod N).

[Tpoeenem noapobHoe 000CHOBAHKE CIIPABEIIMBOCTH 3TOH (HOPMYIIBL
[Mpotecc pacumdpoBaHust MOXKHO 3aMMMCATh TaK:

M*H = M(mod N).

BenuuuHa ¢@(/N) urpaet BaXHYIO Poiib B TeopeMe Dilnepa, KoTopasi yT-
sepakaaer, uto ecnu HOM(x, N) = 1, To x¢™ = 1 (mod N), UM B HECKOIBKO
Oouee oOweit hopme

x" - @M*1 = x(mod N).
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Ho kak pa3 u3 k, - K, = 1(mod ¢(N)) cnenyer k. * K, =n - @(N) + 1 npu
HekoTopoM a. [Toatomy nna (M, N) = | BeiTeKaeT

MKokc — Mn-(p("\.")ﬂ :(MLP(N})HM = M(mod N)

[pu (M, N) # | caenyet BOCMOIb30BATLCS CAEIYIOMIMM YTBEPKIEHHUEM:
ecau P u Q — boavwue npocmeie yuciaa, Ky x k(mod @(N)) = 1, mo das arebo-
20x, 0sx<N,N=P-0:

(x*)k (mod N)=x.
JOKA3ATEJIbCTBO. ITycts HOM(x, N) = 1. Torna

(Ko Yle = xKoke _ xmo(N 31
[Toatomy no Teopeme Bitnepa

(x*)% (mod N) = (x(x™*™ (mod N)))(mod N) = (xx1)(mod N) = x.

Ecmu HOM(x, N) # 1, To win x = 0(mod N), wmu HOl(x, N) = P, unu

HO/(x, N) = Q. Ecim x = 0(mod N), To x** = 0(mod N).
[Tycte HOM(x, N) = P. Torna x = x, P, toe (x;, N) = 1.

xK”k" :xm(p_|)(Q_[}+[ _ lepm(.ﬂ—u(g—l)xlm(P—l}(Q—lJ Ey(modPXQ).

Ecnmu #P = y(mod (P x Q)), To rP = PQc + y, cnegoBateibHO, y = Py,.
Torma r=y,(mod Q). CaenoBaTensHo,

X ((Px)" )2 =y (mod Q).
[To Teopeme @epma Zlg_l = 1(mod Q). [Toatomy
x =x,P(mod(PQ))=y(mod N)= x Koke (mod N),

4TO ¥ TpeOOBAIOCH I0KA3aTh.

OTKpHITBIIT ¥ ITHGPOBAHHBII TeKCTH 3((EKTUBHO BEIYUCTSIIOTCS, €CITH
u3BecTHHI K, U k. C TTOMOIIBIO ANTOPUTMA OBICTPOTO BO3BEIEHHS B CTEITEHb.
Ecnu uckaTh cekpeTHbI KITI04Y k. TTO U3BECTHOMY OTKPBITOMY Kitouy K,
TO Hano 3HaTh G(N).

Takum obpazom, monyyaTenb B, KOTOPBI CO3IaeT KPUNITOCUCTEMY, 3a-
IIVIIAET IBA MapaMeTpa:

1) cekpeTHBI K04 k;

2) mapy uucen (P, Q), mpou3sBeJeHHE KOTOPHIX AaeT 3HAYEHHE MOIY-
g N.

C npyroii CTOPOHBI, TOAy4aTen b B OTKphIBAeT 3HaUeHUe Moayns N u oT-
KPBITHII K104 K.
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[TpotuBHUKY M3BeCTHBI UL 3HAYeHUd K, 1 N. Eciu GBI oH cMor pas-
JoxuTh yuciao N Ha MHOXuTenu P u 0, TO OH y3HAI OBl «ITOTAHOMH XOa» —
Tpoliky uucen {P, O, K.}, Beruncnun 3HadeHue dyHkuuu Ditnepa @(N) =
=(P—1)(Q — 1) u onpenennn 3HaYUeHUE CEKPETHOTO KJTIoua k.

OpnHako, KaK y>Ke 0TMeualloch, Pa3IoKeHue oueHb Donbiioro N Ha MHO-
JKUTEMU BBIYUCITUTENBHO HEOCYIIECTBUMO (IIPU YCIOBUU, YTO [TUHBI BbI-
opanHbix P u Q coctaBnsioT He MeHee 100 necaruunbix 3HakoB). /s obe-
CreYeHUsT MaKCUMAaIbHOM Ge3omacHocTH BeIOUpaloT P u Q paBHOMH MUTHHBI
W XpaHHAT B CEKPeETe.

Ipouedypur wiughposanus u pacuiugposarua 8 kpunmocucmeme RSA.
[Mpenmomoxum, 4To MOIL30BaTENb A XOUET MepeaaTh Moab30BaTeio B co-
ob1eHne B 3alIMMPOBAHHOM BUIE, UCTIONB3YA KpuntocucteMy RSA. B Ta-
KOM CJIy4ae IMOJIb30BaTeNlb A BBICTYNAET B PO OTIPABUTENS COODILIEHUS,
a ToJb30BaTeNnb B — B ponu nonyyatens. Kak oTmeuanoch Bblliie, KPUIITO-
cuctemy RSA nomkeH cchopmupoBarh nomyyarteib cOOOIIEHUSI, T.€. MTOTb-
3oBaTenb B. PaccMoTpum mocnenoBaTebHOCTh IeHCTBUH Mob30BaTess B
W TIOJIb30BaTeNs A.

1. TMonb3oBarens B BEIOMpAET 1Ba MTPOU3BOJIBHBIX OOJBIINX MPOCTHIX
yuciaa P u Q (B cOBpeMEHHBIX aCUMMETPUYHBIX KPHIITOCUCTEMAX TUHBI
yucen Pu Q Beibupatotcs ot 512 6ur).

2. Tlonw3orarens B BrruuciseT 3HaueHUe Mooyt N = P x Q.

3. MMonwe3oBatens B Beruncaser dyHkuuio Ditnepa o(N) = (P—1)(Q—1)
¥ BBIOMpAET CcaydaiiHbIM 00pa30oM 3HAYEHUE OTKPBITOTro Kimova K, ¢ yueTom
BeITIONHEHUs yeoBHii: | < K, < o(N), HOJI(K,, (N)) = 1.

4. Tlonb3oBatenb B BbIYUCISET 3HAYEHHE CEKPETHOTO KIIOYA k., HC-
MOJIb3ySl paclIMpeHHBI anroput™M EBKIMga npu pelieHWH cpaBHEHUS

ke= K. (mod o(N)).

5. Tlonezoratenes B nepeckinaeT nons3oBarenio A napy uucen (N, K,)
MO He3allUIIEHHOMY KaHay.

Ecnu nmonb3oBaTenb A X04eT nepeaarh Mmoib3oBatenio B coodieHue M,
OH BBITIOTHSIET CAAYIOIINE IITarH.

6. TMone3oBarens A pa3duBaeT UCXOMHBIN OTKPHITHIN TeKCT M Ha BIIOKH,
Ka)KOblif M3 KOTOPBIX MOXKET ObITh IIpeacTaBieH B Buae unucna M, € {0, 1, 2,
ey N— 1}

7. Tlonezorarens A mudpyeT TEKCT, IPeACTABICHHBIN B BUIE TTOCIEI0-
BatenbHocTH ncen M; o popmyae C;= M/ (mod N) n otnpasnster kpun-

torpammy Cy, Cs, Cs, ..., C;, ... monb3ogarenio B.

8. Tone3oparent B pacmm@poBEIBACT MPUHATYIO Kpuntorpammy Cj,

. k,
Gy, Cs, ..., C,, ..., HCTIONB3Ysl CEKPETHBIN K104 k,, 1o dopmyne M, = C;*

(mod N).
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B pesynbrate OymeT mosiyueHa MOCIEIOBATeNbHOCTh yucen M, KOTO-
phIC TIpeaCTABIAIOT c000i1 ucxomHoe coobiieHue M. Utobw anropurm RSA
UMEJT MPaKTUYECKYIO IEHHOCTh, HE0OX0MMMO UMETh BO3MOXKHOCTE 6e3 cy-
IIECTBEHHBIX 3aTPAT FeHEPUPOBATH OOJBIIIME MTPOCTHIE YUCA, YMETh OMlepa-
TUBHO BBIYMCIATH 3HaUeHUs Kimoueit K, u k,.

Tpumepot

1. Ilycts monw3oBatens A Beioupaer P=3, 0= 11.

2. Torna N= Px Q= 33.

3. @©yukuus ivtepa: ¢(N) = (P— 1)(Q — 1) = 2 x 10 = 20, u 3HaxeHUe OTKPbI-
TOTO KJIIo4a MoxkeM BeIOpath K, = 7 ¢ yueToM BeinonHeHus yenosuii: 1 < K, < o(N),
HOJ(K,, o(N)) = 1.

4. 3HaueHHe CEKPETHOro KJ4a K, = 3, BRIMMCIMIM U3 cpaBHeHHS k., x K, =
1(mod ¢(N)), T.K. 7 x 3 = [(mod 20).

5. Tapauucen (N = 33, K, = 7) no He3alIUIEHHOMY KaHATY MEPeIaeTCs MoJib-
3oBarteno B.

6. Tlycts TekeT noab3osarens A s samndgposanus umeet sug. M, =3, M>=2.

7. Toraa, ucxons U3 npoueaypsl KU poBaHUS:

=M ,-R" (mod N), kpunTorpamma OyaeT uMeTh Bua: (9, 29)

Ci=3"mod33=2187mod 33 =9,

C,=2"mod33 =128 mod 33 = 29,

8. INonw3zoBarens B, pacuudpoBsiBas npuHATYIO Kpuntorpammy C, Gy, C;, ...,
C, ..., Ha ceKpeTHOM KJoue k. = 3, no dopmyne M; = C,-k" (mod N):

M, =9"mod 33 =729 mod 33 = 3,

M>=29"mod 33 = 243899 mod 33 =2,

BOCTAHABJIHMBAET OTKPBITHII TeKCT (3, 2).

4.7. Cxema wmndposaHusa Inb lamans

Taxep Db [amans (apab. kb \JzsJ; poa. 1955) — erunetckuii Kpunro-
rpad. B 1985 rony oH onybnukoBan crateio o HazBaHueM « Kpunrocucre-
Ma C OTKPBITHIM KITHOUOM M cXeMa UG poBoii moamm-
CH Ha OCHOBE THCKPETHBIX JIOTapH(bMOB», B KOTOPOii
MPEICTABWII CBOM pa3paboTKH MO CO3TAHUI0 CUCTEM
ACUMMETPUYHOTO HIHbpoBaHUS U HUMPOBOI TOATTH-
CH, OCHOBaHHBIX HA CTIOKHOCTH MPOGAEMBI AMCKPET-
HOTO TorapuhMHUPOBAHMS.

Cxema Dnp [amana moxeT ObITh MCMONB30BaHA
Kak Uit mndpoBaHus, Tak U 11 b POBBIX TTOATTH-
ceii. bezonacHocTs cxembl Db [amansa obycnoBiaeHa
CITOKHOCTBIO BEIYUCIIEHUST TUCKPETHBIX JOrapudMoB
B KOHEYHOM TIOJE.
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Hnst Toro uTo6BI TeHEPUPOBAThL MAPY KIIOUell (OTKPHITHII KITIOY — ce-
KPETHBIM KJII04), CHadyajla BEIOMpPAOT HEKOTOPOe OOJIBIIOE MPOCTOe YKC-
1o P u Goneuoe tenoe yuciao G, npudem GG < P. Yucna P u G MOTYT OBITH
pacrpocTpaHeHbI CPeId TPYTIIThI TOJIb30BaTe e,

3arem BeIOMpaIOT caydaitHoe Hemoe yuciao X, mpuueMm X < P. Yucno X
SBIISIETCS CEKPETHBIM KJIIOUOM U JOJIKHO XPAHUTBCS B CEKPETE.

JHanee BbuucastioT ¥ = GYmod P. Yucno Y sBaseTca OTKPBITHIM KITIO-
YOM.

s Toro ytoObl 3ammdpoBaTh coodbienue M, BEIOMpAOT ciydaiiHOe
uemoe uncino K, 1 < K< P— 1, rakoe, uto uncaa K u (P — 1) saBnstorcs B3a-
WMHO TTPOCTBIMH.

3aTem BBIMUCISIOT YMCIA

a=G¥mod P,
b= Y*Mmod P.

[Tapa uucen (a, b) aBnseTC IWIMDPTEKCTOM. 3aMETHUM, YTO JUTHHA U~
pOTEeKCTa BABOE OOMBIIE ITMHBI MCXOMIHOTO OTKPBITOTO TeKCTa M.
st Toro uToObI paciugpoBaTh MG PTEKCT (a, b), BEIMUCISIIOT

ba™* = M mod P

[Tockonbky
=GmodP u ba* =Y Ma* =G MG™ = MmodP,

TO MCXOJHOE COOTHOLIEHHE CITpaBeITHBO.

TIpumepnt

l. Buibepem P =11, G = 2 (MOMHHMM, YTO B PEALHBLIX KPUIITOCHCTEMAX C OT-
KPBITBIM KJIIOUOM 3TH MMCIa UMEIOT JUTHHY Topsaka 512 OuT), ceKpeTHbIH Kiio4
X = 8 BeiOpanu, ucxons U3 ycnopus X < P.

2. Boruucnsiem

Y=G'mod P=2mod 11=256mod 11 = 3.

Hrtak, oTKpBITHIH K104 Y= 3.

3. Tyctb coodbuienue M = 5.

4. BridepeMm HekoTopoe ciayuaitHoe uucao K = 9 u ydeaumes, uro HOI(K,
P—1)=1 — peitcteurensuo, HOJM(9, 10) = 1.

5. Brruucnsas napy uvcen a u b:

a=Gmod P=2"mod11=512mod 11 =6,
b=VMmodP=73"-5mod 11 =19683 - 5mod11=09,

MoayuYuM mudpoTekeT (a, b) = (6, 9).
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6. BrimonHum paclmdpoBaHue 3T0ro WHQPOTEKCTa, MCIONb3YH CEKPeTHBII
KoY Xt

M=b-a*modP=9-6"*modll,

BeIpakeHue 9 - 6-*mod 11 moxHO mpenctaButh B Buae 6° x M = 9mod 11 ummn
1679616 x M=9mod 11.
Peirast naHHOE cpaBHEHHE, HAXOAWM OTKPBLITHI TekeT: M = 5.

4.8. Cxema wmdppoBaHua
Monura — XennmaHa

Anroputm mudposanus [lonura — XennmaHa ObUT BiepBble ONMMCaH
aMepuKaHCKUMU MaTematukamu Ponanom Cunsepom (Roland Silver),
Crecdanom [Momurom (Stephan Pohlig) u Maprunom Xennmanom (Martin
Hellman) B 1978 1. B cTatbe «An improved algorithm for computing logarithms
over GF(p) and its cryptographic significance».

Mucpp IMomura — Xenamana moxoxk Ha RSA, oH mpencrasiseT co-
60H HECUMMETPUYHBII ATOPHTM, ITOCKOJIBKY HCTIOTb3YIOTCS pa3TUdHbIe
KTo4d i mddpoBanus U pacurmdpoaHus. B To ke BpeMs 3Ty cxemy
HETb3s1 OTHECTH K KJIAacCy KPUMITOCUCTEM C OTKPHITBIM KITIOYOM, TaK Kak
KJTIOUM M poBaHus 1 paciiugpoBaHus JIETKO BEIBOAATCS OMTHH H3 IPY-
roro. Oba kimoua (mudpoBaHUd U paciM(poBaHUI) HYXKHO AepXkKaThb
B CEKpeTe.

AnamormnyHo cxeme RSA kpurnrorpamma C v OTKPBITHII TeKCT P omnpene-
JITIOTCS U3 COOTHOIIIEHUIA:

C=Pemodn,
P=(C"modn,

rae e x d = 1 (mo Momy/r HEKOTOPOTO COCTABHOTO YHCIA).

B otnuume ot aJITOpHUTMa RSA B 3T0i#1 cxeme 4ucao # He OINpeacasacTCs
HEPE3 OBa OONBIIMX MPOCTRIX YHUCTA, YHUCI0 B JO/DKHO OCTaBATHCA YaCThIO
CEKPETHOIO KIHo4a. Ecnu kTo-nuto Y3HACT 3HAYEHHWA € M i1, OH CMOXKET BhbI-
YUCIUThL 3HadYeHHe d. He 3Has 3HaueHUi e Un d, MPpOTHBHUK 6}',]]3'[‘ BEI-
HYAIEH BRIYMCIATE SHAYCHHE

e = log,C(mod n).

M3BecTHO, uTO Takas 3agaya SABASETCS BEIUYUCINTEIBHO CIOXKHOI.
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Tectkrnaese 4

1.

B acummempuunsix Kpunmozpaguueckux ai2opummax Ka04u sauug -

POBAHUA U paculpposanus écezoa:

1) pasHble, XOTS U CBSI3aHHBIE MEXIy CODOIA;

2) pas3Hble, HUKAK He CBSI3aHHBIE MEXIY CODOIi;

3) coBnamamor;

4) wmou 3anrndpoBaHU MPeacTaBIgeT codoil Kimou pacimdposa-
HWUS$I, 3aMTUCAHHBII B 0OPaTHOM TMOPSIIKE.

bezonacrnocms cucmembt RSA ocnosana:

1) Ha TPYMHOCTH 3a7a4¥ Pa3NIOKEeHHUsT HA MPOCThIe MHOXKHTEIH;

2) KOMOWHAIIMW CUMBOJIOB, BEIOPAHHBIX CTYYaiiHBEIM 00pa3oM;

3) vcnonb30BaHUM CEKPETHOTO KITH0YA TSl IU(MPOBAHMUS;

4) MCTNOMB30BAHUU MPOCTOTO AETUTENS B KAYECTBE OTKPBITOTO KITIOUA.

Kpome arzopumma RSA wacmo ucnoav3yembiMu a120pummamu acum-

Mempuunoz2o uughposanus aeasiomcs (HeCK0AbK0 6EPHBIX 0MBEN0E):

1) anroputm Db lamans;

2) anroput™m mudporaHua Meccu-OMypsl;

3) anroput™ Bunesama-Illadpama;

4) anmroputm [puineHKoRa.

CroabK0 Karoell HCHOAb3YemCs 6 KpUnmozpaduueckux npeotpasoeanusx:

1) 1;

2) He MeHee 2;

3) or2no4;

4) He meHee 6.

Hpeumywecmeamu acumMMempuiHbIX Kpunmozpagduueckux aizopum-

M08 a6aat0mcs (HECK0AbK0 GEPHBIX ONGENOR):

1) ckopocTb BBIMOJHEHUS KPHUNITOTpahudecKux npeodbpa3oBaHMii;

2) NerkocTh BHECEHMS] U3MEHEHMI B alITOPUTM I POBAHUS;

3) cexpeTHBI KIIOY M3BECTEH TOJIBKO MOIydYaTelo WH(opMauu
U TIepBOHAYalbHBIIT 00OMEH He TpedyeT mepenauyd CEeKpeTHOro
KJTEOYA;

4) mpuMeHeHHe B CUCTeMaX ayTeHTH(HKAIUU (371eKTPOHHAd Hud-
pOBast MOAMHUCH).

Ymo noseoasiom obecnequeams kpunmozpagpuueckue memoodsl 3da-

Wumeol:

1) menocTHOCTE COODIMIEHMIT;

2) KOH(UISHINATBHOCTb COODIIeHMIH;

3) omnpenensaTs MOATUHHOCTE HMCTOYHUKOB COODIIEHUIA;

4) rapaHTHpPOBaTh HEBO3MOXHOCTb OTKa3a OT COBEPIIEHHBIX Ieii-
CTBHIA.
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7.

10.

11.

12.

13.

14.

Jl1a eenepauuu 0gyx Katoueill ucnoav3yemcs:

1) nBa GOMBIIMX CAYIANHBIX MTPOCTHIX YUCHA P U ¢;

2) MpOCTOE YKCJIO p U [BA CIYYAHBIX YUCIA § U X;

3) BeIOMpaeTCa MpocToe HOTBIIIOE YUCIIO p;

4) BBIOMpAIOTCA OBa MIPOCTHIX YMCIA P U ¢, KOHTPY3HTHEIX 3 mod 4.

. Maa makcumaavnoli bezonacnocmu & aszopumme RSA evibuparomcs:

1) p < g o nnume;
2) p > g o nnuHe;
3) p ¥ g paBHO¥ JIJTHHBI;
4) p >> g o nauHe.

. Kakum obpazom evibupaemca omxpoimutii Karo4 e ¢ ai1zopumme RSA:

1) 1<e<(p—1)(g—1);

2) 1< e < @(n)u e B3auMHO TIpocTOE C P(h);

3) 0 <e < @(n)u eB3auMHO TIpocTOE C O(N);

4) MOXeT OBbITh JIIOOBIM 1IETBIM YHCIIOM.

Kaxum obpazom eviucasemea cexpemunlii Koy d é arzopumme RSA:

1) d=e'log((p—1)(g—1));

2) d=e'mod((p— 1)(g—1));

3) d=mxemodn;

4) d=c¢xemodn.

Kakue 3navenus mozym Golmb YHUMMONCEHbI NOCAE 2eHePAUUN NApPbI

Katoveli 6 RSA:

1) n;

2) o(n);

3) e

4) pugq.

Jas pacuugpposanus coobuenus m 6 RSA nyxcro svruucaums:

1) m=c?xe'modn;

2) m=c*mod n;

3) m=cxe'modn;

4) m=c¢?modn.

Ilo kakoii hopmyae gbrucasemca mooyas n ¢ RSA:

1) n=kxon)+1;

2) n=pxgq;

3y n=@p-Dg-1);

4) n=pxgmodn.

Kakoeo coomuouienue ucxoono2o mexcnma u wugpomexcma é Kpunmo-

arzopumme Bav lamaas:

1) mnuHa mmdpoTekcTa BABOE GOJbINe ITUHBI UCXOTHOTO OTKPBI-
TOTO TEKCTa;

2) IUTMHBI OTKPHITOTO U MK(MPOTEKCTAa OIMHAKOBBIE;

3) mnuHa mMdbpPoOTEKCTA BIBOE MEHBIIE IJTMHBI OTKPBITOTO TEKCTA.
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15. Mooxcho au mughp Hoauza — Xeaimana omuecmu Kk Kaaccy Kpunmoci-
creM ¢ OMKPLIMbIM KAIOHOM:
1) na;
2) HerT.
16. Bezonacnocme kpunmocxemot Iab lamaas odycaosaena:
1) cmoxHOCTBIO (haKTOpU3aIIUK GOTBIINX YUCET;
2) CIIOXHOCTBIO BBIYMCIEHHUS TUCKPETHBIX JIOTapudMOB B KOHEY-
HOM TIOJIE;
3) CHOXHOCTBIO TIOMYYEHUS 3HAYEHWI TPOCTHIX YMCENT OOJBIION
IUTUHBI.

Tabnuua oTBeTOB Ha TecT K rnaee 4

Howmep Bonpoca 1 2 3 4 5 6 7
[NpaBuneHeiii otBer | |1 1,2 2 3,4 2,3 1
Homep Bonpoca 9 10 11 12 13 14 15 16
[MpaBunbHBIM OTBET| 2 2 4 4 2 | 2 2




TIABA 5

WAEHTUDOUKALIUA
N AYTEHTUOUKALUNA. YIPABJIEHUE
KPUNTOrPAGUYECKUMU KNTIOHAMU

5.1. Upentudukaumsa n ayteHtupukaums

C kaxnbiM 00bEKTOM KOMITBIOTEPHOM CHCTEMBI CBSI3aHA HEKOTOpas
uH(bOopMaLHs, OTHO3HAYHO WACHTU(ULIMPYOUAS ero. 9To MOXeT ObITh
YUCII0, CTPOKA CUMBOJIOB, AJITOPUTM, OTIPEIETAIONINI JaHHBIH 06BEeKT. DTY
MH(OPMAIIMIO HA3BIBAIOT UdeHmupukamopom obsexma. Ecnn o6beKT uMeeT
HEKOTOPBII WAEHTU(UKATOP, 3aPeTUCTPUPOBAHHBINA B CETH, OH HAa3bIBAeT-
Csl 3aKOHHbIM (JIeTAIbHBIM ) 00 BEKTOM; OCTATTbHbBIE OOBEKTHI OTHOCSTCS K He-
3aKOHHbIM (HEJIETAIbHBIM ).

[Tpu nombiTKe Hekoero 0OBEKTA MOMYYUTH JOCTYN K MHGMOPMAIMOH-
HBIM pecypcaM, 0OBIYHO BBITIONHSIOTCS CAEIYIOIIHE IITary.

1 wae. Hoenmugukayus odsexma. Ecnu moacucTeMa 3alliMThI TIPUHSIIA
uIeHTUHUKATOP 00bEeKTa, TO JAHHBINA OOBEKT CUMTAETCA 3aKOHHBIM IS
AHHOW CEeTH.

2 wae. Ioomeepocdenue nodaunnocmu obsexma. Ilpopepka moaIMHHO-
cTi 00beKTa (€T0 aymenmughukayus) yCTaHABIUBAECT, SIBISIETCS JTW JaHHBIH
00BEKT UMEHHO TAKMUM, KAKUM OH ceDs OOBABIISIET.

3 wae. llpedocmasnenue noanomoyuii (agmopusauusa) obsexkma. YctaHaB-
nuBaetcs cdepa AeiCTBHS U JOCTYITHBIE OOBEKTY Pecypchl.

[TepeuncnenHble Tpu MPOLEAYPH MHULIMATH3ALMHT ABJISIOTCSH NPOLEY-
paMu 3alUThl U OTHOCATCH K OMHOMY OOBEKTY KOMITBIOTEPHOI CHCTEMBI.
Jlns monmydeHMsT MOCTYIA K PecypcaM KOMITBIOTEPHO CUCTEMBI TTOJIb30Ba-
TeNlb OJDKEH TIPOMTH TPOIIECC TMPEACTABIEHUSI KOMITBIOTEPHOI CUCTEME,
KOTOPBIH BKJTIOYAET JIBE CTATHUM:

— WAEHTU(UKALIMIO, KOTJA MOIb30BaTelb COODIIAET CUCTEME TT0 ee 3a-

mpocy cBoe UM (MaeHTUhUKATOpP);

— ayTeHTU(UKAIHIO, KO[JA MOJIb30BaTe/b MOATBEPKIAET UIEHTU (-

KALIMI0, BBOJISI B CUCTEMY YHUKAIBHYIO, HE U3BECTHYIO IPYTUM TOJTb-
30BaTe/IAM HHGOPMAIIHIO 0 cebe (HarpuMep, Mapob).
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O0bIYHO TIpOLENYPHI HISHTH(MUKAIIUM U ayTeHTU(UKAIIUH TTPOBOASAT-
cs COBMECTHO B KoMILIeKce. [ mpoBeneHus mpouenyp UaeHTH(OUKALIUH
W ayTeHTU(DUKALIMHU TTOJIb30BaTeNsI HeOOXOIUMO:

— HaJTW4YHe COOTBETCTBYIOLIETO CYOBEKTa (MOMYIA) ayTeHTU(UKAIINH;

— HaTW4ue ayTeHTHU(UIUPYIOEro 00beKTa, XPaHSIIEeTO YHUKATbHYIO

UHGMOPMALIMIO TS ayTEeHTU(UKAIIMN MTOTb30BATES.

OCHOBHbIe NPUHLUNbI NOCTPOEHUS NPOTOKONOB
uaeHTudukauum n ayteHTuGuKaunmn

Ipomokoa udenmughukauuu u aymeHmugpuxayuy — 3TO TPOTOKOII,
BKJTIOUAIOIIHI IBYX YYaCTHHKOB: JOKA3bIBAIOIIETO (ITPOBEPSIEMOr0) y4acT-
HUKa A, MPOXOASIIETO ISHTU(PUKALINIO, Y TIPOBEPAIOINIET0o yYacTHUKA B.

Llenbro mpoToKoIa MAEHTUDUKALIMH U aQyTeHTU(OUKAIIUY ABISIETCS TIPO-
BEPKA YYACTHUKOM O0OMeHa B TOTo, UTO TIpOBEPSIeMbIid NeICTBUTENBHO SIB-
JieTcs yHacTHUKOM oOMeHa A. Takue npoToKoIBl MOTYT MCTIOTB30BATh KAk
CHUMMETPHUYHBIE, TAK U aCUMMETPHUYHBIE KPUNTOCUTEMBI. Pazmuuaior nBa
BUZA MeTOAOB uaeHTH(uKauuu. Cnabas uaeHTUMUKAIUA — UIEHTH(DU-
Kalus, UCMoJb3yioas GukcupoBaHHbie nmapoiu. CunbHas uaeHTUhUKA-
UsI — WIEHTU(UKALUA HA OCHOBE TIPOTOKOJIOB «3allPOC-OTBET» WIN W3-
MeHsolIelcs (0e3 MoBTopeHNs ) MH(OPMALIM K.

[Tpu mocTpoeHUH MPOTOKOIOB HAEHTU(UKAIIMN BaXKHO 3HATH BO3MOX-
HbIE€ aTaKW HA HUX.

l. Amaka <«nodmena». TlonbITKa MOAMEHUTH OXHOTO TOJIH30BATENS
JPYTHM.

2. Amaxa «nosmopHoe Hassazvléakue cooduieruil». Vicmonp3oBanue vH-
(hopmaruu paHee NpoBepeHHOTO MPOTOKOJIA UAEHTU(UKALIMY TOTO XKe ca-
MOTO WJIH APYTOrO MOJb30BaTeNs.

3. Kombunuposannas amaka. Wcnonb3oBaHre KOMOWHAIIMM JaHHBIX
13 paHee BhITIOTHEHHBIX TPOTOKOJIOB, B TOM YHCJIE IPOTOKOIOB, paHee Ha-
BSI3aHHBIX IPOTUBHUKOM.

4. Amaka ompaxcernuem. KOMOMHUpOBaHHAsl araka, HCIIOIb3YHOIIAs
MOCBUIKY YacTH WH(OPMAIIAM TOJIBKO YTO MPOBEPEHHOTO MPOTOKOIA A0-
KA3bIBAIOILIEMY.

5. Amaxa <«3adepoicka nepedauu cooduienus». IlepexsaT coobiueHuUs
¥ HaBsI3bIBAHUE €ro B Dosee MO3IHUI NEPUO BpEMEHH.

"AEHTHdJHKaI.IHﬂ Ccuucnonb3oBaHnem CUMMeTPUYHbIX KPUNTOCUCTEM

PaccMOTpUM HECKOTBKO MPOTOKOJIOB CHITbHOM MASHTH(UKAIITUHA B CUM-
MeTpPUYHBIX KpurntocucteMmax. Yepes (¢ | d) Hike Gynet 0603HAYATHCS KOH-
KaTeHalus mapsl CJIOB ¢ U d.
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Jns nanpHeHIIero U3M0XeH!s BBeIeM cleaylone 0003HaYeHUS:

E, — dyHukuus mmdpoBaHus Ha Kioue k;

D — dyukuua pemmdpoBanust Ha Kiove k;

| — 3Hak KoHKaTeHaMK (COEMUHEHHUS) CJIOB, CAMBOJIOB;

id(B) — unentugukaTtop aboHeHTa B;

A— By — Anepenaet B y.

1. Ipumep odnocmoponHeil udenmupuxayliu ¢ UCNOAb30GAHUEM GPEMEH-
HOU MemKU 1 4.

JHokazarenbcTBo nipoBepsieMoro A: A — B: y = Ei(1,||id(B)).

[IpoBepka npuHATOrO coobieHus y' mposepsiommm B: (t]| 1)) = Di(y'),
yooctoBepeHue, uto t =1, € AT, ui=id(B).

Benencreue TpyIHOCTH CMHXPOHH3AWK YacOB Tepeaaoleil ¥ IpUHU-
Marolreit cTopoHsl MHTepBan AT He MoXeT OBITH 0YeHb ManbiM. [ToaTomy
TEXHUYECKH OCHAIICHHBII TTPOTUBHUK MMEET BO3MOXKHOCTh MOCTE Tepe-
XBarTa coobIeHUs y uAeHTH(GUIIUPOBATh cebs mist apyroro ydgactHuka C,
U3MEHUB YacTh id(B) 3Toro Koma. DTO MOXKHO CIENaTh, €ClH, HATPUMED,
i poBaHHE OCYIIECTBISICTCS HATOKEHUEM TaMMBI,

2. Ilpumep odrnocmoponueil udeHMUGUKQUUS ¢ UCNOABIOGAHUEM CAVHALI-
HbIX HUCeN Zp.

3anpoc nmpoBepsioniero B (rmepechlika ciaydaitHoro uucna): B — A: 7.

JlokaszarenbcTBO nposepsieMoro A (oteet): A — B:y = E(zp| id(B)).

[TpoBepka puHATOrO coobueHus y' nposepsiomuM B: (z||1) = Di(y'),
VIOCTOBEpPEHUE, UTO Z = Zz U | = id(B).

3. Ilpumep e3aumuoii udeHmuukauuy ¢ UCHOAb30BAHUEM CAYHATIHBIX
wucen.

3anpoc nmpoBepsioniero B (Mmepechlika ciaydaitHoro uucna): B — A: Z,.

JlokazatenbCcTBO MpoBepseMoro A (oTeer-3ampoc): A — B y =
E(z4]| 28] id(B)).

ITposepka y' mposepsiioum B: B: (21| z2]/) = Di(y"), yaoctoBepeHue,
4TO: 3 = 7y, I = id(B).

JokazarenbcTBo rposepsieMoro B (oteeT): B — A: y = Ei(z, || z5)-

[Mposepka nposepstommm A: (2'1]z2) = Di(y’), ynocrosepenue, 4TO
=, h=2p

WUpentudukauus c ucnonb3oBaHnem
dCUMMEeTPUYHbIX KpUNTOCUCTEM

Terneps onuiieM HECKOJBKO MTPUMEPOB MPOTOKOJIOB CUIBHOM UAEHTH-
(hukauu B aCUMMETPUYHBIX KPHIITOCHCTEMAX.

1. Hpumep udenmudghukauuu pacwitighposanuem 3anpoca, 3aUPPOEAHHO20
Ha omkpsimom kaove K, abonenma A.
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3anpoc ot npoeepsioniero B: B — A: h(zp), id(B), y = EK.u (zz| id(B)).

[TpoBepka 3anpoca npoBepsieMbiM A: /', i', (z||i) = D“m (y"), yoocTtoBe-
penue, uto A() =h',i=1i"

HoxkazarenscTBO nmpoBepsieMoro A (otBet): A — B: Z.

[TpoBepka nposepsiomuM B: 7', yIOCTOBEpEHHE, UYTO ' = Zp.

Ipumeuanue. TpoBepsieMblil A moKa3zan npoBepstoieMy B, 4To OH Bia-
neet kmoyoM pacudposanust K, . [Ipu 3T70M npoBepsieMblil NMeeT BO3-
MOZKHOCTBb YYUTBIBATh 3apock] M (PUKCHPOBATD CTyYal MX IIOBTOPHOTO 110-
CTYTLIEHUSI.

2. Tlpumep udenmugpukauuu 3auwingposaruem 3anpoca ceKpemHsiM K-
wom Kk, .

3anpoc ot npoBepsioniero B: B — A: 7.
JlokazarenbcTBo npoBepsieMoro A: A — B:y =Dk, (z'p).

[Iposepka nposepstiommm B: z= Ek;, (y'), ynocroBepeHue, 4T0 7= Z4.

Hedocmamok: C MOXeT MoJy4nTs oT A 3aimndpoBaHHOe HA Kiode K,
BeITOgHOE Mts C coobilieHUe Z- (HarpuMep, 3aapXUBUPOBAHHOE TOTOBOE
06a3aTenbCTBO A). YeTpaHsIeTCsT UCTIOIb30BAHHEM X31I-(DYHKIIMK: 3aTIpOC
oT mpoBepsitoniero B B — A, cocTosinii B TOM, YTO B HaMepeH CBA3aThCs
¢ A. JlokaszatenbctBo nposepsaemoro A: A — B:y = Dk, (M| h(M))), rae

M — mo6oe coobmenue. [Tposepka nposepsiownm B: (m | h) = Ek;, (y'),
yOOCTOBEpPEHHME, uTo h = hi(m).

5.2. YnpasneHue KpuntorpaduyecKumMm Knioyamm

[Mon karouesoii urghopmayuelii TOHUMAIOT COBOKYITHOCTb BCEX IEIMCTBYIO-
HIMX KTouel B uHdopmanmonHoii cucteme. Ecin He obecnieueHo noctaTou-
HO HaJeXXHOe YIpaBJieHHe KIIIoueBOi nH(opMalueii, To, 3aBIaaes elo, 3710-
YMBILUTEHHUK MOTyYaeT HeOTPAHWYEHHBII JOCTYI KO Beell MH(opMalnu.

Ynpaenenue kaouamu — nHGOPMALIMOHHBIN Tpollecc, BKIIOYAIOMINIA
peanu3anuio CIeAyOIIUX OCHOBHBIX (DYHKUWI: eeHepayus Karoueil; xpare-
Hue Kaloell; pacnpedenerue Kaiouel.

Tenepauus xaroyeii. bezonacHocTh M1000T0 KpUNTOrpaMuecKoro aiaro-
pPUTMa OMpEeNeNseTcss UCTIONb3yeMbIM Kpunrorpadudeckum kiodom. [o-
OpoTHBIE KpUNTOTPahUIeCKHe KIIOUM JODKHBI UMETh IOCTATOYHYIO [UTHHY
W ciaydyailHble 3HA4eHUs OUTOB. [l monmydeHUs! KTIOYell HCIIOIb3YIOTCS
anmnapaTHble U TTPOTPaMMHBIE CPEJCTBA TeHepalluy CIy4ailHbIX 3HAUYEHUH
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kioueit. Kak mpaBumo, MpUMEHSIOT JATYMKU TICEBAOCTYYANHHBIX YMCE
(ITCY). OpHako cTerneHb CAYYAHHOCTH TeHEepaluu 4YHCcesl JTOJIKHA OBITh
JMOCTATOYHO BBICOKOI. MmeansbHBIMU TeHepaTOpaMH SIBIISIOTCS YCTPOMCTRA
Ha OCHOBE «HATYpaJibHBIX» CIYYaifHBIX TIPOIIECCOB, HAMTPUMEDP HA OCHOBE
6eJI0TO pagTHoIIyMa.

B nndopmaunoHHOI cucTeMe cO CpeIHUMHU TPeDOBAHUSIMM 3aLLHLIEH-
HOCTH BITOJTHE TPUEMIIeMBbI MIPOTPAMMHBIE TeHEPATOPHI KITIOUel, KOTOphIe
BeruucsaioT [TCY kak cnoxHyo YHKIIMIO OT TEKYIIErO BpeMeHH U (HMIH)
YHUCa, BBEIEHHOTO TMOJIb30BaTENEM.

Tenepauun ceancogozo Karoua 0aa cummempuuHsix Kpunmocucmem. OovH
13 METOIOB TeHEePaIM 1 CCaHCOBOTO KITFOUA TSI CHMMETPUYHBIX KPHITTOCHCTEM
omcad B ctannapte ANSI X 9.17. On npeanonaraer UCronb30BaHHE KPHIITO-
rpacuueckoro anroputma DES (x0T MOXKHO MPUMEHUTH M APYTHE CHMME-
TPUYHBIE ATOPUTMBI M poBaHus). BeeneM crenytorme 0603HaYeHUST:

E(X) — pesynsrar mmmdgpopanus anropurmoM DES 3HaueHmusa X;

K — ximiou, 3ape3epBHPOBAHHBIN IS TeHEPALIMM CEKPETHBIX KITIOYeii;

V, — cekpeTHoe 64-6UTOBOE HAYATBLHOE YKCIIO;

T — BpeMeHHast OTMETKa.

Cxema TeHepalMy CIy4ailHOTO CEaHCOBOTO Kitoda R; B COOTBETCTBUH
co cranmaprom ANSI X 9.17 nokazana Ha puc. 5.1. CnyuaiiHbrii kmou R;
reHepUPYIOT, BEIYUCIISIS 3HAYCHUE

Ri=E(EL(T) ® V).

Puc. 5.1. Cxema reHepalui c/Iy4ailHOTO CeaHCOBOTO KITI0Ua
R; B cooTBeTCTBHM co cTaHmapToM ANSI X 9.17

Crenyomiee 3HadeHUe V| BEIMUCTSAIOT TaK:
Vier= E(ET) @ R)).

Ecnu HeoOxomum 128-0MTOBBIN ClydaiiHBI KITI0Y, TEHEPUPYIOT TTapy
Kinwoueit R;, R, 1 00beIUHSIIOT MX BMECTE.

Ecnu KiTi04 He MEHSETCA PeTYIsIPpHO, 3TO MOXKET MPUBECTH K ero pac-
KPBITHIO U yTeuke MHhopMauun. PeryispHylo 3aMeHy KJIl04a MOXHO OCY-
IIECTBUTh, MCTIOIb3YS MIPOLIeTyPY MOIU(UKAIIMY KITI0Ya.
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Modughukayus knoua — 3T0 TeHEPUPOBAHKWE HOBOTO KITIOYA U3 TIPEIbI-
OYLIETO 3HAYeHUS KJIH04a ¢ MOMOIIbI0 OJHOCTOPOHHEH (OIHOHAIpaBIeH-
HOI1) (YHKIIMH. YIacTHUKHM MHGOPMAIIMOHHOTO OOMeHa pa3iefsiioT OIuH
¥ TOT K€ KJII0Y U OMHOBPEMEHHO BBO/ISIT €T0 3HAYEHHE B KAUYeCTBE apTyMeEH-
Ta B OTHOCTOPOHHIOIO (hYHKIIMIO, TIOTyYasi OMMH M TOT XKe Pe3yJIbTat. 3ateM
OHM OepyT onpeneneHHblE OUTH U3 3TUX PE3YILTaTOB, YTOOBI CO31aTh HO-
BOE 3HAUYEHME KITIoYA.

[eHepauust kmo4eil Ag aCUMMETPUYHBIX KPUIITOCUCTEM C OTKPBITHI-
MH KJIKOYaMM MHOTO C/IOXHEE, TOTOMY UTO 3TH KJII0YM JOJKHBI 00/1anaTh
OMpeneleHHBIMU MaTeMaTHYeCKUMH CBOHCTBAMM (OHM HOMKHBI OBITh
O4eHb OONBIIMMHU U TIPOCTHIMHU U T.1.).

Xpanenue raroueii. Tlon ghyniyueil xpanenus Kawoueil TOHUMAIOT Opra-
HU3ALMI0 UX 6€30MacHOro XpaHeHusd, ydyeta U ynaneHus. Kiou siBnsieTcs
CaMBbIM MPUBAEKATENBHBIM I 3TOYMBILIIEHHUKA OOBEKTOM, OTKPBIBAIO-
MM eMy MyTh K KoHpuaeHuuansHoi nHdopmauuu. [Tosromy Bompocam
0e30MacHOT0 XpaHeHHUs! KITIOYel cieqyeT ynensarb ocoboe BHMMaHue. Ce-
KpPeTHBIE KJIIOYM HUKOTAA He JOJIKHBI 3a[MMChIBATLCS B SIBHOM BUIE Ha HO-
cuTeNe, KOTOPBIil MOXET OBITh CYUTAH WIH CKOTIMPOBAH.

Hocumeau rarouegoii unghopmauyuu. KmoueBoil HOCUTENh MOXKET OBITh
TEXHUYECKH peaTu30BaH pasiWyHbIM 00pa3oM Ha pa3HbIX HOCUTENSIX UH-
(hopmaruu — MarHWUTHBIX AMCKAX, YCTPOHCTBAX XpPaHEHWS KIIIOYel TUIa
TOUCH MEMORY, nnacTMKOBEIX KapTax U T.1.

Maznumnbie ducku 00 HENABHETO BPEeMEHM TIPE[CTaBIAMU Haubosee
pacrpocTpaHeHHbIH TUI HOCUTEs KioyeBoi uHdopmManmu. [IpumeneHue
MAarHUTHOTO OMCKA B KauecTBE HOCHTENS KII0Ya TMO3BOJSI0 Peannu3oBaTh
HeoOXOIMMOe CBOMCTBO OTHYXKIAeMOCTH HOCHUTENSI KJIl04Ya OT 3allMIIeH-
HOM WH(OPMAIIMOHHON CHUCTEMBI, T.€. OCYLIECTBISATh BPEMEHHOE H3b-
ATHE AMCKAa M3 cOCTaBa TEXHMYECKHUX CPEICTB KOMMBIOTEPHONH CHUCTEMBI.
Jns mpenoTBpanieHUs BO3MOXHOCTH TepexBara KIoueBoi WHMopManuu
B TIPOLIECCE €€ YTEHHS C IMCKA MPUMEeHSIOCh XpaHEeHHE KITI0YeBOI HH(OP-
Mauuu B 3amndpoBaHHOM Buze. B Hacrosinee BpeMsi MAarHUTHBIE TUCKH
MCTIOJNB3YIOTCS TOCTATOYHO PEAKO.

Dnexmponibie naacmukosvle Kapmol ceiiuac CTaHOBATCA Haubosee pac-
MPOCTPAHEHHBIM W YHUBEPCATBHBIM HOCHTENIEM KOH(UIEHIINATbHON WH-
(hopmaiu, KOTOphIH MO3BOJIAET UASHTU(ULIMPOBATD U AyTEHTU(MHULIPO-
BaTh MIOIL30BATENIEH , XpPAHUTh KPUNTOrpadUIecKre KIIOUH, ITAPOIN U KOJIbI.

HMuTennektyanbHBIE KapThl (cMapm-kapmel), obnamaioliime HauboIb-
IIUMU BO3MOXKHOCTSMU, 3(P(HeKTHBHO MPUMEHSIOTCS HE TOJIBKO TSI Xpa-
HEHUS KIII0YeBOi MH(GOPMAIIMK, HO W IIIMPOKO UCTIONB3YIOTCS B 3JIEKTPOH-
HBIX TJIATEXHBIX CHUCTEMAX, B KOMIUIEKCHBIX PELIEHMAX IS MEIUIUHBI,
TpaHCIIOPTa, CBA3M, 00pa30BaHU U T.0I.
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Konuenuus uepapxuu xaroueii. Jliobas wadopmaims o0 ucnonb3yeMbIx
KJTI0UYAX OJIKHA OBITh 3alUILEHA, B YACTHOCTH XPAHUTHCS B 3alIM(POBAH-
HOM BHUJIE.

HeobxoguMocTh B XpaHeHMH W Tepenade KITO4YeH, 3alIu(poBaHHBIX
C MOMOILBIO APYTHX KJIIOUeH, MPUBOAUT K KOHUENLWW Uepapxuu Kaouel.
B cranmapte 1SO 8532 (Banking- Key Management) nonpoOHoO HM3/I0KEH Me-
TOJI TJIABHBIX,/CEAHCOBBIX KiTloueil (master/session keys). CyTb MeTona co-
CTOMT B TOM, YTO BBOOMUTCH Mepapxus kKmwoueil: 2aasubiii karou (I'K), xarou
wughposanus kaoveii (KK), xarou wugposanus dannvix (KI). Uepapxusa
KJIKOYEi MOXKET OBITH:

— nByxypoBHeBo# (KK/K/);

— TpexypoBHeBoii (F'K/KK/KII).

CaMbIM HUKHUM YPOBHEM SIBIISIOTCS padoyue uiu ceancogbie K/, xkoto-
pbl€ UCTTONB3YIOTCA 11 U POBAHUS TAHHBIX, TEPCOHATbHBIX MIEHTH (DU~
KallMOHHBIX HOMepoB (PIN) u ayrenTndukauum coodbmenuit. Korma atn
KJTIOYH HAMIO 3a1u¢)pOBaTh C LEIbIO 3aMIUTHI [IPY NIepeiade UK XPaHeHUH,
UCTIONB3YIOT KITIOYH CIEIYIONIET0 YPOBHSI — KAIOHU WU(POSAHUS KAloHel.
Kotoun mmmdpoBaHus Kio4yeil HUKOTIA He TODKHBI UCTIONb30BAThCS KaK
ceaHcoBble (padoune) KJI, n HaoGopoT.

Takoe paszneneHue GyHKUIMI HeoOXOOUMO Asi oDecriedeHUs MaKCH-
ManbHON Oe3onacHocTH. PaKkTHYeCKH CTAaHAAPT YCTAHABIMBAET, YTO pa3-
JTUYHBIE TUITBI pabOYMX KITIOYeil (Hampumep, mis HugpoBaHUS TaHHBIX,
I1s1 ayTeHTU(UKAIMK W T.JI.) JOJDKHBI BCeraa MM(poBaThCsa ¢ TOMOIIbIO
pa3MUYHBIX BEPCHIT KTI04YeH TMGMPOBAHUS KITIOUEH.

B yactHocTH, KT10YM MG POBAHUS KITIOYEH, UCTIONb3YeMble ISl Tiepe-
CBUTKM KITIOUEH MEXTy ABYMsSI Y3JIaMM CETH, U3BECTHBI TAKXKe KaK Kiiouu
obmena mexcdy yznamu cemu (cross domain keys). ODBIYHO B KAHAJIE UCITOMb-
3YIOTCS IBa KJII04a 151 0OMeHa MEXIy y3JaMM CeTH, TI0 OTHOMY B KaXKI0M
HanpaeneHud. [Toaromy Kaxaplii y3en cetu OyaeT UMeTh Kalou omupasie-
Hus 1Uisi 0OMeHa ¢ y3/1aMH CEeTH W K404 HoAy4eHUs NI KaXKIOoro KaHana,
MOIIEPKUBAEMOTO APYTHUM Y37IOM CETH.

Ha BepxHeM ypoBHe mepapxuu KJII0Uel pacrnojiaraeTcs 21a6Hblil KaioH,
Macmep-Kao4. DTOT KITI0Y TPUMEHSIOT 1 mndporanus KK, koroa tpedy-
eTCsl COXpPAaHUTh UX Ha AucKe. OOBIMHO B KAXKIOM KOMIBIOTEPE UCIIOTb3YET-
¢S TOIBKO OJWUH MACTeP-KIIkOY.

MacTtep-kiiou pacnpocTpaHdeTcsl MeXIy y4acTHMKaMM oOMeHa He-
3IEKTPOHHBIM CITOCOOOM — TPH JINYHOM KOHTAKTe, YTOObI UCKITIOUHTh €T0
nepexBaT M/WIW KOMIIPOMETAIWIO. PackpbiTHe NMPOTMBHUKOM 3HAYeHUS
MacTep-KII04ua MOJIHOCTBIO YHUUTOXAET 3alIUTY KOMITBIOTEpA.

3HaueHHMe MacTep-KiIKUa (PUKCUpyeTcs HA ATUTeIbHOE BpeMd (10 He-
CKONBbKHMX Heflenb Wiau Mmecsues). [loatoMy reHepanuss 1 xpaHeHHe Ma-
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CTEP-KITI0Ueil ABISIOTCS KPUTHYECKUMU BOMPOCAMM KPUTITOrpadnueckon
sanuTel. Ha mpakTuke MacTep-KITi0Y KOMITbIOTEpA CO31aeTcs MCTUHHO
Ccay4JaiiHBIM BbIOOPOM M3 BCEX BO3MOXHBIX 3HadeHWil kmioueil. Mactep-
KJIKOY [MOMELAIOT B 3allWIIEHHBII 110 CYUTBIBAHUIO M 3allMCA U OT MeXa-
HUYECKHX BO3ICHCTBUI 010K KpunTorpaduiyeckoii CHCTeMBl TAKMM 00pa-
30M, 4TOOBI PACKPBITH 3HAYEHHE 3TOTO KiIt04a ObLIO HEBO3MOXKHO. OmHAKO
BCE K€ JOJIKEH CYILIECTBOBATh CIIOCOO MPOBEPKH, ABJSETCH AU 3HAYECHUE
KJII04a MPaBUILHBIM.

[MpoGnema ayreHTHM(hUMKAIIMM MACTEP-KITIOYA MOXKET OBbITh pelleHa
pasmuyHbIMU yTssMu. OOUH M3 crnocoboB ayTeHTH(UKAIMKM TIOKa3aH
Ha puc. 5.2.

Kpunrorpatmueckasn

CHCTEMA Mamarts
. m
£ Ex, (M), M J (
N/

Eg (M)

Pesynsrar

Puc. 5.2. Cxema ayreHTUdHKALIMK MacTep-KiIloua

AIMHHHCTpATOp, MOJTYYMB HOBOE 3HAYeHHWEe MacTep-kioua Kp XocT-
KOMITbIOTEPA, mHdpyeT HekKoTopoe coobmieHue M wmiouom Ky [lapa
(kpunrorpamMmma  Ex (M), coobiienue M) momeinaeTcsd B MaMsATb KOM-
nbiloTepa. Besikuii pas, korma tpebyeTcst ayreHTUhUKAIIMS MacTep-KIIo4ya
XOCT-KOMIIbIOTEpa, Depercs coobuieHne M U3 maMATH U MOJAeTcs B KPUII-
torpaduueckyio cucreMmy. [lonmyuaemasg KpumTorpamMma CpaBHHUBaeTCs
C KpPUNTOrPAMMOIi, XpaHsielcd B maMaTH. Eciu oHM cOBNAmaT, cUUTAa-
€TCs, YTO NAHHBII KITIOY SBJISIETCS TIPABUIIbHBIM.

Paboune kmoun (HanpuMep, CeaHCOBBII) OOBIYHO CO3AKTCS ¢ TOMO-
IIbIO TICEBIOCTYYaiiHOrO TeHepaTopa W MOTYT XPAHUTHCS B HE3aUIWIIEH-
HOM MecTe. DTO BO3MOXKHO, TMOCKOJbKY TaKWe KIIOYH TeHEepHPYIOTCS
B (hopMe COOTBETCTBYIOIIMX KpumTOorpamm, T.e. reHepatop [TCY Beimaer
BMecTO kimoda K ero kpunrorpammy Ey, (Ks), momydaemyio ¢ nomolisio
MacTep-KJloua XOcT-KoMmmbiorepa. PaciimdpoBeiBaHHE Takod KpUITO-
rpaMMBbl BBITIOJTHSIETCS TOJBKO TIEPe/l UCITOIb30BaHHeEM Kitioua K.

Cxema 3amuThl paboyero (ceaHcOBOT0) KJII0YA NTOKa3aHa Ha puc. 5.3.
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[enepatop = Ex(Es)
rncy -

Kpunrorpacdmuecknii 6mok

J' Ex (M)

Pue. 5.3. Cxema 3alllMTBI CEAHCOBOTO KJTHOYA

Yto6bI 3ammmndposats coobieHue M kmodoM K, Ha COOTBETCTBYIOIIHNE
BXOJIbI KpunTorpaduueckoi cucteMsl nogaetcst kpuntorpamma Ly, (Ky)

u coobimenue M. Kpunrorpacduueckast cuctemMa cHauaaa BOCCTAHABTUBAST
kmou K, a 3atem mudpyer coobiieHne M, UCTIONB3YSI OTKPHITYIO (hopmy
ceaHcoBoro kioua K.

Takum obpazom, Be30MacHOCTh CEAHCOBBIX KIIIOYEH 3aBUCHUT OT Oe3-
OmMacHoCTH Kpunrorpaduyeckoit cuctembl. OQueHb BaXKHBIM YCIOBHUEM
Oe3omacHOCTH WHGOPMAIIUK ABIISIETCS TMepUOAHYecKOe 0OHOBIEHHE KITIO-
yepoil uHbopMalu B uHbOpMaMoHHO# cucTteme. [Ipu 3TOM mOMKHBI
nepeHa3Ha4YaThcsl Kak pabodue KJIIOUM, TAK W MacTep-kiwud. B ocobo
OTBETCTBEHHBIX HH(OPMAIIMOHHBIX CUCTEMAaX OOHOBJIEHUE KITIOYeBOM UH-
opmariuu (ceaHCOBBIX KJTIOUEH) XKemaTebHO AeaTh exxenHeBHo. Borpoc
0OHOBJIEHUS KITIOYeBOM MH(POPMAIIUH TECHO CBA3aH C TPETHUM 3JIEMEHTOM
YNpaBIeHUS KJIIOUAMHU — pacripeieJIeHueM KITI0Yeii.

Pacnpedeaenue karoueii. PactipeneneHue Kiioueit — caMblit OTBETCTBEH-
HBIil TIpollecc B YIIpaBlIeHUH KiTouaMu. K HeMy NpemrbsaBisiioTes Clieayio-
e TpeboBaHusL:

— OMepaTUBHOCTb U TOUHOCTh PacTIpede/IeHusI;

— CKPBITHOCTh pacripe/ie/isieMbIX KJII0Uei.

Pacnipenenenue xnoveil MeXIy MOIb30BaTENSIMU KOMITBIOTEPHON CETH
peanu3yeTcs IByMsl criocobamu:

1) ¢ ucnonb3oBaHHWEM OTHOTO WM HECKOJIBKUX LIEHTPOB pacrpeesne-
HUS KITIOYeH;

2) npsiMbIM OOMEHOM CEAHCOBBIMM KJTIOUAMH MEXIY IMOJTb30BATENSIMH
CETH.

HenocraTok mepBoro noaxoma COCTOMT B TOM, YTO HEHTPY pacrpene-
JIEHUs KIIOYel M3BECTHO, KOMY M KaKWe KJIKYM pacrlpenesieHbl, U 3TO
MO3BOJISIET YUTATh BCe COODIIEHUs, TlepeaaBaeMble Mo ceTH. Bo3MokHbIe
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3/I0yNoTpeOIeHUs CYIIeCTBEHHO BIUSIOT Ha 3amuTy. [Ipu BTOpoM moaxo-
[ie TIpoBaeMa COCTOHUT B TOM, YTOOBI Ha[IEXKHO YIOCTOBEPUTD MOLTHHHOCTD
CYOBEKTOB CETH.

B oboux ciyuasx nomkHa ObITh 0DecrneyeHa MOUTHHHOCTb CEaHCa CBS-
34. DTO MOXHO OCYIIECTBUTh, HCIIOIb3Yysl MEXaHU3M 3aTlpOCa-OTBETA MU
MEXaHM3M OTMETKH BPEMEHH.

Mexanuszm 3anpoca-omeema 3akmodaercsa B cienywoomem. [lonb3osa-
Telb A BKITIOYAET B IOCHLTaeMoe coodleHNe (3ampoc) s noab3osatens: B
HETpecKa3yeMblil 37IeMeHT (Hanmpumep, ciaydaiiHoe yucno). [1pu oTBete
MOJIb30BaTeNIb B MO/KEH BBITIONHUTE HEKOTOPYIO OMEPAIHIO0 C 3TUM 3Je-
MEHTOM (Harpumep, 100aBUTh ETUHUILY), YTO HEBO3MOXHO OCYIIECTBUTh
3apaHee, MOCKOJIbKY HEM3BECTHO, KAKOe CITyYaliHOe YHACIIO TIPH/IET B 3aTIpO-
ce. [locne monydyeHus pe3ynbTrata qeiicTBUIl MONb30BaTeNst B (OTBET) MOMb-
30BaTeNb A MOXET ObITh YBEPEH, YTO CEAHC SIBJISIETCA TTOLTUHHBIM.

Mexanuzm ommemku épemeHu TpennonaraeT (UKCAUIO BPEMEHH IS
KaKIOro coodIIeHus. DTO TI03BOJISIET KaXAOMY CYOBEKTY CEeTH orpene-
JIUTh, HACKOJIBKO CTAPO MpHUIIIeAIIee cOO0LIeHHE, U OTBEPTHYTh €ro, eClu
MOSIBUTCSI COMHEHHE B €ro MOMTMHHOCTU. [Ipu Mcnonb3oBaHUM OTMETOK
BpeMEHH HEOOXOIMMO YCTAHOBUTh JOMYCTUMBbIN BpEMEHHOI MHTepBal 3a-
JEPHKKH.

B oboux cmy4asx 11 3aUTEL 3JIEMEHTa KOHTPOJISI UCTIONB3YIOT MIn-
poBaHMeE, YTOOBI OBITH YBEPEHHBIM, YTO OTBET OTIPABJIEH HE 3TOYMBIIILTEH-
HUKOM W HE U3MEHEH IITEMIIeIb OTMETKH BPEMEHH.

3amaua pacripeieneHUs] KJTIOYeil CBOAUTCS K MOCTPOEHUIO MPOTOKOIA
pacrpeieieHUs KIT04Yeil, 006ecrmeynBaroIlero:

— B3aMMHOE MOJTBEPXKIeHME MOJIMHHOCTH YYaCTHUKOB CEaHCa;

— TIOATBEPXIEHHE JOCTOBEPHOCTH CEaHCA MEXaHU3MOM 3arpoca-oT-

BETa WJIH OTMETKH BPEMEHMU;
— WCIIONB30BAHWE MHWHUMAJIBHOTO YMclIa cooOlleHuil npu obMmeHe
KITIOUaAMH;

— BO3MOXHOCTb UCKJIIOUEHHUS 3JTOYNOTPeOIeHHI CO CTOPOHBI 1IeHTpa

pacnpeneneHHs KI04eil (BIUIOTh 10 0TKA3a OT HETo).

B ocHOBy penreHus 3amauM pacmipefesieHusl KJIo4eil Lenecoodpa3zHo
MOJIOKWUTh TIPUHIIUATI OTAENEeHHS MPOLEAYPhl MOATBEPXKIACHUS MMOATUHHO-
CTH MapTHEPOB OT MPOLIeAYPhl COOCTBEHHO pacrpeneneHus kmoveid. [lens
TAKOTO MOJX0/a COCTOMT B CO3[aHWM METOAA, NMPH KOTOPOM TOCJ]Ie yCTa-
HOBJIEHUS TTO[JTMHHOCTH YYACTHUKH caMH (QOPMUPYIOT CEaHCOBBIIH KITIOY
0e3 yyacTus LEHTpa pacnpeeieHUs KJII0Uel ¢ TeM, YTOOBI pacripeieTuTeNlb
KJTIOUYEll He MMeNT BO3MOXHOCTH BBISIBUTh COfIEpKaHUe COOOLIEHHIA.

Pacnpedeaenue xaroueii ¢ yuacmuem yenmpa pacnpedeaenus xaouei. [pu
pacrpeieIeHMH KJIIOYeil MeXIy yYaCTHHKAMHU MTPEICTOSIIET0 MH(OpMAILTI-
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OHHOTO 00MEHA MOJI>KHA OBITh rApAHTHPOBAHA MOUTMHHOCTh CEAHCA CBSA3H.
Jns1 B3auMHOI TPOBEPKY NMOJIMHHOCTH MApPTHEPOB MPpHeMIIEMa Modeb py-
Konodycamus. B 3ToM cilyyae HM OfMH M3 YYACTHUKOB He OyIeT moay4aTh
HUKAKON CEKPeTHOM MH(MOpPMAlWK BO BpeMS MPOLEIYPbl YCTAHOBIEHUS
MOJITHHHOCTH.

B3aumHOe ycTaHOBIeHHE TMOMIMHHOCTH TAPAHTUPYET BbI3OB HYXKHO-
ro cy0beKkTa ¢ BbICOKON CTETEHbIO YBEPEHHOCTH, UYTO CBA3b YCTAHOBIEHA
¢ TpeDyeMbIM aipecaToM W HUKAKWX TOMBITOK MOAMeHHI He Obut0. Peans-
Had TIPOIIeIypa OPraHU3ALMH COeTMHEHUS] MEXKIY YIaCTHUKaMU MH(opMa-
IIMOHHOr0 OOMEHA BKJTIOYAET KAK 3Tall pacrpelefieHus, TaK W 3Tar 101~
TBEPAKIEHUS TTOITMHHOCTH MTAPTHEPOB.

[Tpu BrITIOUEHUH B TIPOTIECC pacTipeieNIeHHUs KITI0Uel [IeHTPa pacipene-
nerus kmoueit (LHPK) ocyuiectensiercs ero B3auMoaeiicTBUE C OQHUM WU
000MMH YyYACTHHKAME CEAHCa C IeJIbI0 pacTipeieeHUs CEKPETHBIX WIH OT-
KPBITBIX KJTHOUEeii, TpeIHA3HAYEHHBIX IS MCITOIB30BAHUS B TTOCTETYIOIINX
ceaHcax CBSI3M.

Crenyrouiyii 3Tan — MoATBepKIeHUE MOIIMHHOCTH YYaCTHUKOB — CO-
JIEPXKUT 0OMEH YIOCTOBEPSIOIIMMHI COOOIIEHUSIMH, YTOOBI MMETh BO3MOXK-
HOCTb BBISIBUTH JTIOOYIO TTOJIMEHY WIH MOBTOP OJHOTO U3 MPEIbIIYIINX BbI-
30BOB.

Ilpomoxkoa aymenmudghuxauuu u pacnpedeaenua Karoueli 049 KAACCUHECKUX
(cummempuunpix) kpunmocucmem. PaccMOTpUM TIPOTOKONBI JJIsI CUMMe-
TPUYHBIX KPUNITOCUCTEM C CEKPETHBIMH KJTIOYAMHU U JUISI ACUMMETPUYHBIX
KPUINITOCUCTEM C OTKPBITHIMU KJTIOYaMU. Bbi3bIBatoniuii (MCXOMHBIH 00b-
eKT) o0o3HauaeTca Yepe3 A, a BbI3BIBAEMBI (0OBEKT HA3HAUCHUS) — Ye-
pe3 B. YuacTHuKH ceaHca A 1 B uMmeloT yHUKanbHBIe MneHTH(GUKATOpEI 1d,
u Idj COOTBETCTBEHHO.

PaccmoTpuM B kauecTBe TpuMepa NMPOTOKOI aymeHmugukayuu u pac-
npedeaenus kaoueil Kerberos (mo-pyccku — LlepGep). [Tpotokon Kerberos
cripoekTHpoBaH mias pabotel B cetax TCP/IP w mpemnonaraer yuactue
B ayTeHTU(UKAIUH U pacTipeleleHUH KIoueil TpeTbeil JOBepeHHOW CTO-
ponbl. Kerberos obecrieunBaeT HaleXKHYIO ayTeHTU(HUKAIIMIO B CETH, pa3-
pemiasi 3aKOHHOMY TIOJTb30BATENIO JOCTYIT K PA3TUYHBIM MAIIMHAM B CETH.
[MTpoTtokon Kerberos ocHOBbIBaeTCS HA CUMMETPUYHBIX IIMGpax (peaauso-
BaH anroput™m DES, X0Ts1 BO3MOXHO MpUMeHEHHE W APYTHX CUMMETPUY-
HBIX KpuntoanroputMmoB). Kerberos BeIpabaThiBaeT OTAENbHBII CEKPETHBIIN
KJTIOY TS KaXKIOTO CYObeKTa CeTH, M 3HaHME TAKOTO CEKPETHOTO KJIIoYa
PaBHOCHIIBHO JI0KA3aTeNbCTBY MOUTMHHOCTH CYOhEeKTa CeTH.

OcHoBHoi1 npoTokon Kerberos siBiisieTcsl BApHAHTOM MPOTOKOIA ayTeH-
Tupukauuu v pacnpeneneHuss kmodeii Humnxema-IlIpenepa. B Bepcuu 5
ocHOBHOTO npotokona Kerberos yqacTByloT aBe B3aMMOIEHCTBYIOIIINE CTO-
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poHel A u B u moeepeHHslit cepBep KS (Kerberos Server). CtopoHs A u B,
Kaaasi M0 OTAENIbHOCTH, Pa3lelsiioT CBOW CEKPETHBI KIY C cepBe-
poMm KS. JoeepeHHsIit ceppep KS BHITIONHAECT posib LIEHTpa pacipeneaecHus
KJIHOYEi.

[TycTs cTOpoHa A XOYET MOIYYUTHh CEAHCOBBIN KITHOY 11 MH(MOpMALIH-
OHHOTO 00MeHa co ctopoHoil B. CtopoHa A uHUIIMUPYET a3y pacrpene-
JIEHUS KJII0Yeit, mockinas mo cetu cepepy KS nnentudurarops Id, u Idy:

(1)A—> KS: Id,, Idg.

Cepsep KS renepupyet coobilieHHe ¢ BpeMeHHOIT oTMeTKO T, cpoKoMm
ngeiicTBuA L, ciyyaitHBIM ceaHCOBBIM KimtouoM K u ugeHTudukatopom Id,.
OH mudpyet 370 coobiIeHHe CEKPETHBIM KITIOYOM, KOTOPBIN pa3ienseT
co ctopoHoii B. 3atem cepsep KS Geper BpeMeHHYI0 OTMETKY T, CPOK meii-
ctBUs L, ceancoBblil kmod K, uneHtuduxkarop Idy croponsl B u mmdpyer
BCE 3TO CEKPETHBIM KITIOYOM, KOTOPBII pa3zaensier co cropoHoil A. Oba sTu
3amIM(poBaHHbIE COODIIEHUS OH OTIPABIAET CTOPOHE A:

(2)KS > A: E(T, L, K, Idp), Eg(T, L, K, Id)).

CtopoHa A paciudpoBBIBaeT MepBoe COODIIeHNEe CBOMM CEKPETHBIM
KJIIOUOM, TIPOBEPSIET OTMETKY BpeMeHU 7, 4TOOBI YOEenuThesl, YTO 3TO CO-
oD1IeHHE He ABISIEeTCS MOBTOPEHUEM TPEIbIAYIeid MpOoLeIyphl pacipene-
JIEHUS KJIIOYEH.

3ateM cTopoHa A reHepupyeT cOOBIIEHHE CO CBOMM HAECHTH(HUKATOPOM
Id ; w otmeTkoii BpemeHHu T, mincpyeT ero ceaHCOBHIM KiTlouoM K 1 OTIpag-
nget cropoHe B. Kpome Toro, A otnipaenset mia B coobuenue ot KS, 3a-
mupoBaHHOE KITIYOM CTOPOHEI B:

BVA-> B Elld,, T, Eg(T, L, K, Id,).

Toneko cTopoHa B MoxeT paciudporats coobiienus (3). CtopoHa B
noy4aeT oTMeTKy BpemeHM T, cpok meiictBust L, ceaHcoBblid kmiou K
u uaeHtugukarop Id,. 3ateMm cropoHa B pacuindpoBBIBAET CEaHCOBBIM
KiouoM K Bropyio yacts coobieHus (3). Cornagenue 3Hauenuii 7w Id,
B JIBYX YaCTSIX COODIIEHUS TIOATBEPKIAIOT MOMJIUHHOCTh A 10 OTHOIIIe-
HUIO K B.

JIns1 B3aMMHOTO TIOATBEPAIEHUS MOITMHHOCTH CTOPOHA B co3/maeT co-
obureHue, cocTosiee U3 OTMeTKH BpeMeHu 7 mumioc 1, mudpyer ero Kio-
yoM K ¥ OTHIpaBisieT CTOPOHE A:

(4)B—> A: Ei(T+1).

Ecnu mocne pacummgposaHusg coobmeHust (4) cropoHa A momydaer
OXUIaeMbIH Pe3yJbTAaT, OHA 3HAET, YTO Ha IPYTOM KOHIIE TUHWHU CBA3U Ha-
XOIUTCH NeMCTBUTENBHO B.

DTOT MPOTOKON YCMENHO padoTaeT MpU YCJIOBHM, YTO YacChl KaXKAOTO
YYacTHHUKA CUHXPOHU3UPOBaHHI ¢ yacaMu cepeepa KS. Cnenyer oTMeTUTBD,
YTO B 9TOM TIPOTOKOIE HeobxoauM obmMeH ¢ KS mia monyueHus ceaHcOBO-
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ro KJ104a KaxIblil pa3, Koraa A KelnaeT yCcTaHOBUTH cBs3b ¢ B. [Iporokon
obecreynBaeT HafesKHOE COeMUHEHHe 0OBeKTOB A U B TpH YCIOBHH, UTO
HU OJIMH U3 KJITIOUeH He CKOMTpoMeTHpoBaH 1 cepBep KS 3ammineH.

Cuctema Kerberos obecmieunBaeT 3alUTy CeTH OT HECAHKIIMOHHUPO-
BaHHOTO OCTYMNa, 6a3MpysICch UCKITIOUUTELHO HA IPOrPAMMHBIX pellieHH-
X, W MpearoaaraeT MHOTOKpaTHoe mdpoBaHue MepenaBaeMoii mo ceTu
yrpasisioiieii nHhopMaIuu.

Cuctema Kerberos uMeeT CTpyKTypy THUMa KJIMEHT-CEPBEP U COCTOMT
U3 KIMeHTCKUX vacteit C, yCTAHOBJIEHHBIX Ha BCe MAMIMHBI ceTH (pabouue
CTAHLIMU TTONb30BaTeNei u cepepsl), U Kerberos-cepsepa KS, pacmonara-
FOIIIETOCS HA KAKOM-TMD0 (He 06513aTeIbHO BhIIEIEHHOM) KOMIIBIOTEPE.

Kerberos-cepBep, B CBOIO o4epelb, MOXHO Pa3qe/iHTh HA JBE YACTH:
cepBep ugeHTUhUKALUU AS (Authentication Server) n cepBep BbITAa4H pas-
pewrenuii TGS (Ticket Granting Server). UHbOpMaIlMOHHBIMHM pecypcaMu,
HeOoOX0MUMBIMU KiHeHTaM C, yTipaBisieT cepBep MHGMOPMAIIMOHHBIX pe-
cypcoB RS (puc. 5.4).

Puc. 5.4. Cxema nporokona Kerberos

Oobnacte peiictBus cuctembl Kerberos pacnpocrpaHsieTcst Ha TOT yya-
CTOK CEeTH, BCE TOJIb30BATEIH KOTOPOTO 3aperHCTPUPOBAHBI TTOA CBOMMH
MMEHAMH U nmapofsMu B 6a3e naHHbIX Kerberos-cepsepa.

Obo3naveHus Ha cxeme:

KS — cepsep cucremur Kerberos;

AS — cepsep unentuduKanny;

TGS — cepBep BbIIa4M paspelieHMIi;

RS — cepBep nH(MOpMALIMOHHBIX PECYPCOB;

C — wimeHT cucremsbl Kerberos;

I: C — AS: — 3anpoc pa3peuuts 0opatutecsa Kk TGS;

2: AS — C: — paspemenue oopatuteea K TGS;

3: C - TGS: — 3anpoc Ha nonyck K RS;

4: TGS — C: — pa3pelreHne Ha DOTycK K RS;

5: C — RS: — 3anpoc Ha monyyeHHe MH(MOPMALIMOHHOTO pecypca oT RS;

6: RS —» C: — nonTBepxaeHue MOATUHHOCTH cepBepa RS u npenocTas-
neHre HHGHOPMAITMOHHOTO pecypcea.
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VKpymHEeHHO Tipotiecc UaAeHTU(UKAIIMU U ayTeHTH(hUKAITMH TTOJIB30-
BaTest B cucteMe Kerberos MoxxHo cniucaTh cieayoominm odpasom. [Monb-
3oBaTenb (kiaueHT) C, XKeas MOJYYUTh JOCTYI K Pecypcy CeTH, Hampas-
nsieT 3anpoc cepsepy ugeHtudukaunu AS. IMocnegrnuit nnenTudULUpyeT
MOJIb30BATE/S ¢ TIOMOIIBIO €T0 UMEHHU W TIApOJis M BhIZAET pa3pelieHue
Ha JOCTYM K cepBepy Bbimauu paspetieHnit TGS, KOTOphIid, B CBOI0O Oue-
penb, To 3anpocy knueHTa C pasperiaer MUCMOAb30BaHUE HEOOXOMUMBIX
pPECYPCOB CETH € TIOMOIIBIO TIEIEBOTO cepBepa MHMOOPMAIIMOHHBIX pecyp-
coB RS.

JlanHas MoIenb B3aUMOMEHCTBHS KJIMEHTA C CepBepaMU MOXeT (hyHK-
IIUOHUPOBATH TOJBKO MPH YCIOBUU obecredeHus: KOHGUISHIIUATEHOCTH
U 1IeTIOCTHOCTH TIepeaaBaeMoii yrpasnsitonieit ungopmamu. bes crporo-
ro obecreueHuss HHGOPMAITMOHHON 6E30MACHOCTH KIMEHT He MOXKET OT-
npaenaTh cepBepam AS, TGS u RS cBou 3anpoch! 1 NoIy4aTh paspelreHHs
Ha JOCTYM K 06CIyKuBaHUIO B ceTH. YToOBI M36eXaTh BO3MOKHOCTH Tiepe-
XBaTa M HECAHKIITMOHMPOBAHHOTO UCTIONb30BaHuA uHbopMmanuu, Kerberos
OpUMeHSIeT TIpU mepenade do6Goit ympasistioiiedt nHbOPMAILIUH B CETH
CIIOKHYIO CHCTEMY MHOTOKPATHOTO MIN(DPOBAHUS C UCTIONb30BAHUEM KOM-
TIeKca CEeKPETHBIX KITIOUeit (CeKpeTHBIN K04 KITHEeHTa, CEKPETHBIN KITIOY
cepBepa, CeKPETHBIE CEaHCOBBIE KITIOUH, KITMeHT-CepBep).

Ilpomokoa dasa acumMmMempuHHbIX KPURMOCUCHEM ¢ UCHOAb308AHIEM Cep-
muguramos omkpsimuix Karoueii. B 3ToM TIPOTOKOJE MCTIONB3YETCST MIAEs
cepTUHUKATOB OTKPHITHIX KITIOUEH,

Cepmughurcamom omkpsimozo kmoua C HasweiBaeTca coobuieHue L[PK,
YAOCTOBEPSIONIEE [ENTOCTHOCTE HEKOTOPOTO OTKPBITOTO KITOYa 0OBEKTA.
Hanpumep, cepTudukar oTKpeITOTO KiTH0ua A5 Moibk3oBaTens A, 0603Ha-
yaeMblil C,, CONEPKUT OTMETKY BpeMeHH T, uneHTudukatop Id, n oTKphI-
T K04 K, 3ammdpoBaHHbIE CEKPETHBIM KITIOUOM YIOCTOBEPSAIOIIETO
LEeHTPA kyjpk, T.€.

CA = Ekuj’x (T ‘(dA., KA)

OTMeTka BpeMeHHU T MCTIONB3YeTCs VIS MOATBEPKIEHHs AKTYaTbHOCTH
cepTudUKATA U TEM CaMBIM TIPEIOTBPALIAET MOBTOPHI MPEKHHUX cepTHhHU-
KATOB, KOTOPBIE COIEPKAT OTKPBIThIE KITIOYM U 1151 KOTOPBIX COOTBETCTBY-
IOILIME CEKPETHBIE KITIOUHU HECOCTOSTEbHBI.

CekpeTHblit K104 kyjpg U3BecTeH Toabko MeHemkepy LIPK. OTkpsiThrit
Ko Kjpy u3BecteH yuactHukam A u B. IIPK noanepxusaer Tabnuiy ot-
KPBITBIX KJII0Yeli BceX 00beKTOB CETH, KOTOPbIe OH 00CTYKHUBAET.

BeizpiBatonnii 06beKT A MHULMKUPYET CTAAMIO YCTAHOBIEHUS KJ104a,
sanpammBas y LIPK cepTudukar cBoero oTKphITOro Kioua U OTKPBITOTO
KJTI0Ya y4acTHUKA B:
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(1) A— UPK: Id,, Idy, 'Boiuiaume cepmugpuxamst karoueii A u B'.

3necy ld; v Idy — yHUKanbHBIE WAEHTHU()HKATOPBI COOTBETCTBEHHO
YYaCTHUKOB A u B.

Menemxep LIPK oTBevaeT coobuieHnem

(2 UPK - 4: E (T, ldy, Ky), Ey,,, (T, ldp, Kp).

YuacTHuUK A, ucnonb3ys oTKpeIThiil KiTiod L[PK Kjpy, paciindpossipa-
et otBeT LIPK, mpoBepsier 06a ceprudmkara. Unentuduxarop Id, yoexkna-
eT A, YTO TUYHOCTh BBI3BIBAEMOTO YYACTHMKA MPAaBUILHO 3a(hUKCHpOBaHA
B LIPK u Ky — meiicTBUTENIHHO OTKPBITHIN KITIOY YUACTHUKA B, MOCKOIBKY
oba 3amudpoBaHbl KITIOYOM Kyjpk.

XO0Ta OTKPBIThIE KJIIOUM TIPEANONATAIOTCS U3BECTHBIMU BCEM, TTOCPEI-
uudectBo LIPK mossonsier moaTeepanTs ux 1ienoctHocTh. bes Takoro mo-
CPEMHUYECTBA 3TOYMBIIUIEHHUK MOXET CHA6AUTh A CBOMM OTKPBITBIM
KJIIOYOM, KOTOpbIii A OymeT cuuTaTh KIIOYOM ydacTHHMKa B. 3atem 3710-
YMBIIIVICHHUK MOXKET TOJAMeHUTh co00il B 1 yCTAaHOBUTH CBSI3b C A, U €T0
HUKTO HE CMOXET BBISIBUTb.

Crenytoluii 1iar MpoToKoJa BKIIOYAET YCTAHOBIEHHE CBSI3H A ¢ B:

(3)A— B:C,, £, (1), Ex, ().

3necs C4 — cepTuduKaT OTKPBITOro Kioya nons3osarens A; £, (1) —

OTMETKa BpeMeHH, 3aindpoBaHHAS CEKPETHBIM KITIOUOM ydacTHUKa A
U ABSIIONIASICS TMOAMUCKHI0 YYaCTHUKA A, TTOCKOJIBKY HUKTO IPYTOit He MO-
JKET CO3/1aTh TAKYIO MOAMUCH; | — ClIydailHOe YUCII0, TeHepupyemoe A U uc-
noJib3yeMoe s obMeHa ¢ B B Xoe poleayphl MOLTHHHOCTH.

Ecnu ceprudukar C, u moanucek A BepHBI, TO YYACTHHK B yBepeH, 4TO
coobmenue mpuuwio ot A. Yacrs coobmenus Ex, (r1) moxer pacimdpo-

BaTh TOJLKO B, MOCKOJILKY HUKTO APYTrOil HE 3HAET CEKPETHOTO Kiioua kg,
COOTBETCTBYIOLIETO OTKPBLITOMY Kiouy K. YuacTHuK B pacmmgpoBbiBaeT
3HAYEHHE YUCIIA I M, YTOOBI MOATBEPIANUTH CBOKO MOUTHHHOCTD, MOCHLTAET
YYaCTHUKY A coOBILEHNE

(4) B> A: Eg ().

VuacTHMK A BOCcCTAaHABIMBAET 3HAYEHHE Fy, PAcIIM(POBBIBAS 3TO CO-
0D11IeHHE C UCTIOIBL30BAHMEM CBOETO CeKpPeTHOro Kito4a k. Eciu ato oxu-
JaeMoe 3HaueHue ry, TO A ToaydaeT MONTBEPXIEHUE, YTO BBI3bIBAEMBII
YYaCTHHUK NIEHCTBUTENBHO B.

[TpoTokon, 0CHOBaHHBII HA CUMMETPUYHOM (KJIaCCHYeCcKOM) 1Hppo-
BaHWH, (DYHKIIUOHUPYET ObICTPEe, YEM MPOTOKOJ, OCHOBAHHBII Ha KPHUII-
TOCUCTEMAX C OTKPBITBIMM KTlouaMu. OIHAKO CITOCODHOCTh CUCTEM C OT-
KPBITBIMH KJIIOYaMH T€eHEPHUPOBATh ITU(POBBIE MTOAMUCH, 00ECTIEYHBAIOIITIE
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pas3nuyHble (QYHKIIAM 3alIUThI, KOMIIEHCHPYET U30BITOYHOCTE TPeOyeMBbIX
BBEIYMCJIEHUIA.

Ilpamoii oomen Karouamu mexncdy noavzosameaamu. [1pu ucrnonb3opa-
HUM 111 THGOPMAIIMOHHOTO 00MeHA KPUNTOCUCTEMBI C CUMMETPHYHBIM
CEeKpPeTHBIM KJII0YOM ABa IOJIb30BATEN, XKeJaliie 00OMEeHAThCA KPUTI-
Torpauyeckn 3aUIMIEHHOH HH(pOpMalKei, TOJKHBI 001anaTh o0IuM
cekpeTHbIM KTto49oM. [Tonp3oBaTenn MOMKHBI OOMEHSATHCS OOIIMM KITIO-
YOM TI0 KaHAJTy CBsI3M Ge3omacHbIM oOpa3om. Ecnu monb3oBaTenu MEHSIOT
KJIFOY TOCTATOYHO YacTo, TO N0CTABKa KJI04Ya MPeBpallaeTcsd B CEPbE3HYIO
npoonemy.

Hnst pemieHUs 3Toi MpobiaeMbl TIPUMEHSIOT IBa Crrocoba:

1) ucnonb3oBaHHE KPUNITOCUCTEMbI C OTKPBITBIM KITIOYOM 15T U pOo-
BaHUS U MePeIavyl CEeKPEeTHOTO KT04a CUMMETPUYHOH KPUNTOCUCTEMBI;

2) MCMoNB30BaHUE CUCTEMbI OTKPBITOTO pacrpeneneHus kmoveit ud-
¢u — XemMmaHa.

Hcnoavzoeanue xpunmocucmems ¢ OMKPLUNBIM KAIOHOM 041 WUposanus
U nepedaiu cexpemtHo20 Kalo4d CUMMEMpPUHHOU KPURMOCUCIEMbl. ATITOPUT-
MBI, JIeXAalile B OCHOBE KPUNTOCUCTEM C OTKPBITBIM KITIOUOM, UMEIOT Clle-
IyIOLIME HETOCTATKH:

— TreHepalus HOBBIX CEKPETHBIX M OTKPHITHIX KJI0Ueii 0CHOBaHA Ha re-
HepalLUu HOBBIX OONBIIKUX MPOCTHIX YMCEN, a MMPOBepKa MPOCTOTEHI
quces 3aHUMAEeT MHOTO MTPOLIECCOPHOTO BPEMEHH;

— Tipolleaypsl MG poBaHUs U paciiMdpPOBaHUs, CBI3aHHbIE C BO3Be-
IeHHEM B CTeTleHb MHOTO3HAYHOTO YMCJIa, JOCTATOUHO TPOMO3IKH.

KomGuHMpoBaHHBIH MeTOn mIM(MPOBAHUS TO3BOJIIET COYETATh TIpe-
MMYIIECTBA BBICOKOI CEKPETHOCTH, MPedoCTaBlseMble aCUMMETPUYHBI-
MU KPUNTOCHUCTEMAMM C OTKPBITBIM KJIIOUOM, C MPEHMMYIIECTBAMHU BBICO-
KOil CKOpOCTH paboThl, MPUCYIIMMHU CUMMETPUYHBIM KPUITOCHCTEMAaM
¢ cekpeTHbIM KiTtouoM. [Ipu TakoM moaxone KpUNTOCHCTEMA € OTKPBITHIM
KJIOUYOM TIDUMEHSIETCS Uil IU(pOBaHUsS, TEepefadyd U MOCIeyIOIIero
pacungpoBaHUs TOTBKO CEKPETHOTO KIOYAa CUMMETPUYHON KPUNTOCH-
CTEMBI, & CHMMETPHUYHAS KPUNITOCHCTEMA TIPUMEHSIETCS IS IIH(MPOBAHUS
W TIepeaayy MCXOIHOTO OTKPBITOTO TeKcTa. B pe3dynbrate KpumnrocucTeMa
C OTKPBITBIM KJIIOHOM HE 3aMeHSIeT CUMMETPUYHYI0O KPUNITOCUCTEMY C Ce-
KPETHBIM KJIIOUOM, a JHUILIb [TOTOJHSET ee, TO3BOMIS MOBBICUTE B LIETOM
3alIMIIEHHOCTD NepenaBaeMoii nHdopmauun. Ecnu mons3oBarens A xouet
nepenarsh 3amugpoBaHHOe KOMOMHUPOBAHHBIM MeTOAOM coobieHue M
MOJIb30BaTENIO B, TO IOPSIIOK ero AeicTBUil OyIeT TaKoB.

1. Co3naTh (HanmpuMmep, CreHepUPOBATh CIyYailHBIM 00pa3oM) cUMMe-
TPUYHBII KITIOY, HA3bIBAEMBII1 B 3TOM METOJIe CEAHCOBBIM KITI0UOM K.

2. 3ammdporate coobuienue M Ha ceaHcoBoM Kiioue K.
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3. 3ammdporaTk ceaHCOBBII K104 K¢ Ha OTKPBITOM Kiroue Ky mone3o-
BaTens B.

4. TlepenaTh MO OTKPHITOMY KaHANy CBS3M B ajiipec Mojb3oBaTens B
saiudpoBaHHoe coobIleHHWe BMecTe C 3amudpoBaHHBIM CEaHCOBBIM
KJTIOUOM.

Jleiicmeusa noavzosamens B npu noayuenuu sawiugposantozo coobujeHus
U 3aUUPPOEAHHO20 CEAHCO8020 KAIOUA D0ANCHBI OblMb 0OPAMHBIMU.

5. PacummcdpoBaThk Ha CBOEM CeKPeTHOM KiTloue kz ceaHCOBBIi K04 K.

6. C moMolipio Mody4eHHOTro ceaHcoBoro kmoda Kg pacimndgposaTh
U TIPOYMTATh co0bIIeHe M.

Hcnoavzoeanue cucmemnsl omKpsimozo pacnpedeaenua Karouei Jugpgpu —
Xeaamana. 115 pemieHus npo0aeMsl JOCTAaBKH KJTI04a IPUMEHSIOT CUCTe-
MBI OTKPBITOTO pacripeae/ieHus Kioueid. DTH CUCTEeMbI TTO3BOJISIIOT TOJTb-
30BaresiM 0OMEHHBAThCs KITFOUaMHU TI0 HE3aIIUIIEHHBIM KaHATaM CBSI3H.
HMHTEepecHO OTMETHTDH, YTO CUCTEMBI OTKPBITOTO paciipeae/ieHus KITovei
0a3upyrOTCsT HAa TeX 3Ke MPUHIINIAX, YTO U CUCTEMBI ITM(POBAHUS C OTKPbI-
TBIMH KTtouamMu. JITst mpuMepa pacCMOTPUM aJITOPUTM OTKPBITOTO pacripe-
nenenus Kmoveit Tudgu — Xennmana.

Anzopumm omipeimozo pacnpedeaerus karouel Juggu — Xeaamana. Ero
6e30macHOCTb 00YCTOBIEHA TPYIHOCTBIO BBIYMCICHHST TUCKPETHBIX JIOTa-
pudMOB B KOHEUHOM TI0JIe, B OTJIUYKE OT JIeTKOCTH TUCKPETHOTO BO3Bee-
HUSI B CTETNIEHb B TOM K€ KOHEUHOM TIOJTE.

[Mpeanonoxum, uro nBa monb3oBaTensd A U B XOTST opraHM30BaTh 3a-
IV TIEHHBIA KOMMYHUKAITMOHHBII KaHaJ.

1. O6e cTopoHBI 3apaHee ycaaBauBawTcs o Moayiae N (N momkeH GbITh
MPOCTHIM YHCIIOM) U TIPUMHTHBHOM 37IeMeHTe g € Zy, (1 <g< N — 1), koTo-
pBIit 00pa3yeT Bce HEHYJIEBbIE JIEMEHTHI MHOXKECTBa Zy, T.€.

{g. 8% ...g" " =1} =Zy—{0}.

D1u ABa uenbix yncna N v g MOTYT He XpaHUTbCA B ceKpete. Kak npaBu-
JIO, 9TH 3HAYEHHUS SABJISIIOTCA OOLIMMHU [UTISI BCEX MOJTb30BaTeNeil CUCTEMBI.

2. 3areM monb3oBaTenu A U B HE3aBUCHUMO JPYT OT Apyra BeIOMpaioT
coOGCTBeHHBIE CEKPEeTHBIC KU k4 U kp (k4 1 ky — cnyuaiiHbie Ooiblime
1eJTble YUCIIa, KOTOPBIEe XPAHATCSA MoIb30BaTensiMu A U B B cekperte).

3. Jlanee monb3oBaTesb A BEIYMCIISIET OTKPBITHIA KITHOY

— ok
y4= & (mod N),
a MoJIb30BaTeb B — OTKPBITHI KITIOY

yp= g (mod N).
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4. 3ateM cTOpOHH A U B 0OMEHUBAIOTCS BEIYUCICHHBIMH 3HAYCHUSAMHU
OTKPBITBIX KITIOUEI V4 1 5 IO HE3AUUIIIEHHOMY KaHAJTY.

5. Jlanee nmone3oBatenu A U B BEIYUCIAIOT OO CEKPETHBIN KITIOY,
MCTIONB3YS CICAYIOLINE CPABHEHUS:

nonb3oarens A: K= (y3)* = ()" (mod N);
rnonab3osatenb B: K'= (Jq)’ts = (gi‘ )h‘ (mod N).

Ipu stom K = K', Tak kak (£"4) = ()" (mod N).

Cxema peanusauumu anroputma duddu — Xemwimana mnokasaHa
Ha puc. 5.5.
[TonszoBarens A : HezawmmnueHHbI : [Mons3oBarens B
1 KaHamn 1
1 I
g N = . : » o N
1 |
CeKpeTHBII : : CeKkpeTHBIit
K104 K 4 1 I KoY kg
1 |
¥ Jr | : ¢ ¥
1 |

Y, =g'(modN)

K'= y(modN)

y4=g“YmodN)

K= ygf(modN)

=K'= g"-"‘ﬂ(modN)l

Puc. 5.5. AnropuT™ oTKpbITOro pactpenenenus xnouei Juddu — Xennmana

Kitou K MOXeT MCIOMB30BaThCs B Ka4eCTBEe 00111er0 CeKPEeTHOTO KITova
(kTioua M poBaHUs KIIOYEH) B CHMMETPHYHOM KPUTITOCUCTEME.

Kpome Toro, obe cropoHsl A 1 B MoryT mudpoBaTh COODIIEHUS, HC-
MoJyib3ysl cienylolee TpeobpasoBanue mugposanus (tTuna RSA): C =
= Ex(M) = M¥(mod N).

J171 BBITIOTHEHUA pactiudpoBaHMs MOTydaTe/Ib CHAYaIa HAXOAUT KITIOY
pacmmdpoBarus K* ¢ moMOIIBIO cpaBHEHUS

Kx K*=1(mod N — 1),
d 3aTeéM BOCCTaHaBIMBACET COO6].L[EHHE

M= D(C) = C¥"(mod N).

Tpumeput
Honyctum, moaynb N = 47, a NpUMUTHBHBIN 371eMeHT g = 23. [Ipeanonoxum,
4TO noab3oBatend 4 MU B BeIOpanu cBoM cekpeTHhle Kimwuu: ky = 12(mod47)

u kg = 33(mod 47).
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Jnda Toro uToObl UMETL O0LIMI CeKPETHBII K04 K, OHM BLIMHUC/ISIOT cHavaza
3HAYCHUS YACTHBIX OTKPBITBIX KITIOUEii:

yi= g =232=27(mod47),
ye= g% =23% =33(mod 47).

[Tocne Toro kak nonb3zopateau A 1 B oOMEHSIIOTCS CBOMMU 3HAYEHUAMU YaHuyp,
OHH BBIMUCIISIOT 001 CCKDCTHbIﬁ K04

K= (yp) = (v =3312=2733=231233 = 25(mod 47).

Kpome TOro OHM HaXodsT CeKPETHLIH K04 pacimdpoBaHus, HCIOIb3YS Clie-
NIyIOLIee CpaBHEHUE:

Kx K*=1(mod N — 1),

orkyna K* = 35(mod 46).
Tenepn, ecnu coobuenue M = 16, To KpunTorpamMma

C= MX=16% = 21(mod 47).
[osyuaresb BOCCTAHABIMBAET COOOIIEHHE TAK:
M= CKF =21% = 16(mod47).

3MOYMBIIIIEHHUK, [TepeXBaTHB 3HaueHus N, g, ¥, U yg, TOXe XoTen Obl onpene-
uTh 3HadeHue kmovua K. OueBMAHBIN MyTh A8 pellleHUS 3TOH 3adadM COCTOMT

k
B BLIMMCJIEHWM TAKOTO 3HaueHus k, mo N, g, y,, uto g ' mod N = y, (nockonbky
. k
B 3TOM CJy4ae, BEIYMCIHB Kk, MOHO HailTH K= (¥5)™ mod N). Onnako Haxoxe-
Hue k, o N, g u y, — 3anaua HaxoXAeHUs] JUCKPETHOTO Jorapudma B KOHEHHOM
oJIe, KOTOpasi CHUTAETCS HEePa3pPelIMMOii.

Bribop 3HaueHuit N M g MOXET MMETh CVILIECTBEHHOE BIHUSIHUE
Ha Oe3omacHOCTh 3TOH cucteMbl. Moayae N gomkeH OBITH OONBIIUM
M MPOCTBIM YHCIOM, TaK ke Kak U (N — 1)/2 monkHO OBITh TIPOCTHIM
yucaoMm. Yucno g xkenarenbHO BRIOGHMpaTh TAKUM, YTOOBI OHO OBLTO TIPH-
MHMTHBHBIM 3JIeMEHTOM MHOXecCTBa Zy. (B mpuH1IMIe, 1OCTaTOUYHO, UTO-
OBl YHMCJIO g TeHepUpOBalo OONBIIYI0O MOATPYINY MYJIbTUIIMKATUBHOMH
rpynrs! mo mod N.)

AJNTOPUTM OTKpPBITOTO pacnpeneneHus kimouei Iuddpun — Xennmana
Mo3BOJISeT 000OUTHCH 0€e3 3alIMIIEHHOT0 KaHana s Nnepeaadyr KI4ei.
Omxako, pabotas ¢ 3TUM AJrOPpUTMOM, He0OXOIMMO HUMETh FapaHTHIO
TOTO, YTO TIOJIB30BATENb A TMOJYYUI OTKPHITHIH KIHOY UMEHHO OT TOJIb-
3o0BaTens B, n HaoOopoT. DTa mpobiaeMa pelraeTcs ¢ MOMOINILIO 3IIEK-
TPOHHOUW MOANMCH, KOTOPO NMOANMUCHIBAIOTCA COOOLIEHUI 00 OTKPBITOM
KJIK04e.
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TecTtkrnaee 5

1. /14 nposedenus npouedyp udenmugbuxarnuu u aymenmupuxauuu noas-
306amens HeobX00uMbl (HECKOAbKO GEPHBIX OMEEM08):
) Hanmuue 31eKTPOHHON NOAMUCH ITOIB30BATEN;
2) HanmMuMe COOTBETCTBYIOLLETO cyOneKkTa (Momyns) ayTeHTH(dHKa-
L,
3) nanuuue ayTeHTU(GUIMPYIOLIETO 00BEKTA, XPAHSAIIETO YHUKATb-
HYI0 MTH(POPMALIWIO 17151 ayTeHTH(UKAIIUH TTOTh30BATENS.
2. Caabas udenmupuxanua — 3mo:
1) upeHTUUKAINS, UCTIONB3YIONIAA OJHOPA30BbIe MTAPOIH;
2) uaeHTU(UKALNS, UCTIONb3YIOLIAs MMUTOBCTABKH;
3) upeHTUhUKAIUA, UCTIONB3YIONIAS (PUKCHPOBAHHBIE TTAPOJIH;
4) upeHTH(UKALKMSI HAa OCHOBE TPOTOKOJIOB «3alpOC-OTBET» WU
u3MeHsoLIelicsa (0e3 moBTopeHus ) MH(popMaLUH.
3. CuabHas udenmuguxayus — 3mo:
1) upeHTUUKAINS, UCITONB3YIONIAA OIHOPA30BbIe TAPOIH;
2) upeHTU(UKALUA, UCTIONb3YIOAS UMUTOBCTABKY;
3) upgeHTMhUKALINSA, UCTIONB3YIOMAS (QUKCUPOBAHHBIE TIAPOIIH;
4) upeHTH(UKALKMSI HAa OCHOBE TPOTOKOJIOB «3alpOC-OTBET» WU
u3MeHsoLelics (0e3 moBTopeHus ) MH(popMaLHH.
4. Ymo cayycum aymenmuuxamopom, mo ecms HCHOAbIYEMCA 0449 NOO-
meepiicoenusa nodaunnocnu cydsexma (HeCKo0AbKO 8EPHBIX OMBEM0E):
1) HeuTo, YTO cyOBEKT 3HAET (MapOJib, TUYHBINH UAEHTH(MUKATMOH-
HBII HOMep, KpUITorpadyecKuii KiTod 1 T.I1.);
2) HeuTo, yeMm cyOBEKT BhaaeeT (JIMUHYIO KAapTOUKY WM HWHOE
YCTPOIHCTBO AaHAJIOTHYHOTO HA3HAYEHUS);
3) He4To, YTO eCTh YACTh CAMOTO CYOBEKTa (T0JI0C, OTIEYaTKH Malb-
LIEB U T.M., TO €CTh CBOM OMOMETPHUYECKHE XapAKTEPUCTHKH);
4) BneKTpoHHAs MOAIHCE CYOBEKTA.
5. Kakue mepusl no3o4s10m HOGbICUMb HAOCHCHOCHb RAPOALHOL 3AUHUMbI
(Hecko0abKo 8ePHBIX OMBEMOB):
1) HamoXeHHe TEXHUYECKUX OrPaHUYEHUH (Mapojb JOKeH ObITh
HE CIIMIIKOM KOPOTKHM, OH JIO0JI3KEH COAEePXKAThb OYKBBI, 1IH(PHI
U T.I.);
2) ympaBieHHe CPOKOM [NeHCTBUSI MapoJieif, UX Mepuoauydeckasi
CMEHa;
3) orpanuueHue qoctyna K ¢aiiry naposnei;
4) Heucnosib30BaHHE NMPOTPAMMHBIX TE€HEPATOPOB MAPOJIENi;
5) orpaHWyYeHHe YHCIa HeyJAaYHBIX MOMBITOK BXOJA B CUCTEMY; 00-
yueHHe MoJb30BaTeNei.



148 o TMABA 5. WOEHTU®GWKALMA U AYTEHTUOUKALIMA

6.

>

9.

Onpedeaume éepHyto NOCAe08AMEALHOCHb U206 NPOZPAMMHO20 2eHe-

pamopa o0Hopazosvix napoaeil (mpu waza):

1) cepBep MpUCHLIAET HA TIOTb30BATEMBCKYIO CUCTEMY YHCIO (# — 1);

2) monb3oBaTeb BepHMHIUPYET CEKPETHBIN KTio4 K

3) cepBep NMpUMEHsIET OJHOHATPABICHHYI0 (QDYHKUHIO f K TMOIy-
YeHHOMY OT TOJB30BaTEsT 3HAYEHHWIO W CPABHHBAET Pe3yJIbTaT
C paHee cOXpaHeHHOW BETMYMHOI: B CIyyae COBMAACHMS TOM-
JUHHOCTh [OJh30BaTeIs] CUUTAETCS YCTAHOBIEHHOMW, CepBep
3allOMMHAET HOBOE 3HAuYeHWe (MPHCIAHHOE TMOIb30BaTeIEM)
U YMeHBIIIaeT Ha eIUHUIY CUeTYUK (1);

4) nonb3oBaTeb MPUMEHAET OMHOHAMPABICHHYIO (OYHKLIHIO f K ce-
KpeTHOMY KJtouy K (n — 1) pa3 u OTIpaBseT pe3yasTaT 1Mo CeTH
Ha cepBep ayTeHTU(hUKAITHH.

Bepno au paccmag.aenst Ha cmpeakax Homepa oeiicmeuil npu nposepke

cepeepom S nodaunnocmu Kauenma C ¢ npomoxose Kerberos:

Kerberos 1. Kauent C Kerberos: ¢, s, ...

A {Knuenr nanpasnser Kerberos ceenenus
0 cede M 0 3anpalBAEMOM CepBepe )
2. Kerberos Kmnenr C: {d1}Kc, {Tc. s}Ks
{Kerberos Bozepaiuaet 6umeTt, 3aundpoBaHHBIIT
1NE KIIIOYOM CepBepd, M J0NOTHUTENBHYIO
nndopmauio, samndpoBAHHYIO KIIOYOM KITHEHTA}
3. Kmuent C Cepsep S: d2, {Tc. s}Ks
{KnueHT HanpassieT Ha cepeep Ounet
M IOTIOMTHUTENBHYI0 HH(OPMALIHIO}

Y

Knuent C | 3 » Cepsep §

1) na;

2) HerT.

OmHuouenue «cyfseKmbl-006eKmbl> MOMNCHO HPeOCMAgUMb 6 gude Ma-

mpuyst docmyna:

1) B cTpOKax KOTOpPOii MepeuyucieHbl CYOBeKTHI, B CTONOLAX — 00b-
€KTBl, 4 B KJIETKAX, PAcCIOJOXEHHBIX Ha TIEpeceYeHUH CTPOK
U CTONOLIOB, 3aMMUCAHBI JOTIOJHHUTEIbHBIE YCIOBUS (HarpumMep,
BpeMsl U MECTO JAeiICTBUA) U pa3pellleHHbIE BUIbI TIOCTYTIA;

2) B CTpOKax M CTONOIIAX KOTOPOl NMepeyrcieHbl UIEHTH(OUKATOPBI
W ayTeHTH(UKATOPHI TTOJIb30BaTENElH;

3) B cTpoKax M cTONOIIaX KOTOPOil NMepeyrcieHbl UIeHTH(UKATOPBI
[10JIb30BaTEEH.

Ilpu npunamuu pewenus o npedocmag.aeruu 0ocmyna o0bIMHO AHAAU3N -

pyemcs caedyrouas ungpopmauus (Heck0.1bko 6ePHbIX OMEEMOE):

1) smeKTpOHHAsA MOAIMACH CYOBEKTA, JUTS KOTOPOH KITHOY IIPOBEPKU 3J1eK-
TPOHHOI OANNCH YKa3aH B KBATM(HUIIMPOBAHHOM CepTH(hUKaTe;
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2) upgeHTM(HUKATOP CYOBEKTa (HampuMep, MIeHTH(MUKATOP MOTb30-
BaTeJsl, CETeBO agpec KOMITbIOTEPA);

3) aTpudyTel cyOBeKTa (HampuMep, MeTKa 0e30TMacHOCTH, TPYMIa
MOJb30BaTENA).

10. ¥Ynpagaenue xarouamu — 3mo:

1) peanmzalms MPOTOKOJIA pacIpelleieHUs KITo4Yell MexkIy Mojib30-
BaTeJISIMU MHGOPMALIMOHHOH CUCTEMBI;

2) vH(OPMAIIMOHHBII MPOIECC, BKIIOYAIOIIMIT PeaTH3auio Cleny-
IOIIMX OCHOBHBIX (DYHKIIWI: TeHepalus KIt04ei; XpaHeH!e KITo-
4eil; pacnpeaeneHue KIve.

11. Hepapxua xaroueii moxcem 6b6imv (HECKOAbKO 8EPHBIX OMEEMOB):

1) mByxypoBHeBo# (kmou mudposBaHus KIo4ei /K04 mudposa-
HM$ JaHHBIX);

2) TpexypoBHeBO# (TJABHBIM KIIOY/KIHOY IIHMGPOBAHUA KITIO-
qeil /Kmo4 mugpoBaHUs JaHHBIX);

3) nBYXypOBHEROI (TJTABHBIM KTIOY/KITI0Y ITU(POBAHUS TaHHBIX).

12. Pacnpedeaenue karoueii meixicoy noab308ameisMu KOMRbIOMEPHOU cemu
peaausyemcs 06yms cnocobamu:

1) HenmocpeACTBEHHBIM OOMEHOM MEXIY TIOJb30BaTEMSIMU CETH
X31I-00pa3aMH KJIIIOUYeH;

2) C MCIMOJIb30BAaHMEM OJTHOTO WJIM HECKOJILKMX LIEHTPOB pactpene-
JIeHUS KITHo4ei;

3) mpsMbIM OOMEHOM CEaHCOBBIMU KITFOYAMH MEXY MOIb30BaTENS-
MU CETH.

13. Kax modxcem Gbimb obecnevena nOOAUHHOCHb CEAHCA CEA3U MeNcoy
noaAb306aMeAAMU KOMNIbIOMeEpHOI cemu (HECK0AbK0 GEPHBIX OMGENIO0R):

1) MOXHO MCTIONB30BATh MEXaHU3M 3aTIpOca-0TBETa;

2) MOXXHO MCTIOb30BAaTh MEXAHU3M 3JIEKTPOHHOM MTOAITHCH;

3) MOXHO MCTIOTB30BATh MEXAaHU3M OTMETKH BPEMEHHU.

14. IHpomoxoa Kerberos npeonoaazaem ywacmue & aymenmugpuxauun

u pacnpedeaenuu Karouei mpentoeil 006epeHHOll CIMOPOHbI:

1) Hert;

2) na.

15. [laa pewenus npobaemul npamo2o oOMeHa KAtoHamu Mexcdy noav3o6a-
meAgMl RpuMensaiom dea cnocoba:

1) vcnonb30BaHWE KPUIMTOCHUCTEMBI C OTKPBITBIM KJIIOUOM [IJIsI
nudpoBaHUS U TIepeJayd CeKpPeTHOro KJIioYa CHMMETPUYHOIM
KPHUTITOCUCTEMBI;

2) ucnonb3oBaHWe I OOMeHa MEKIY TIOMb30BATESIMM X3~
o0pasza Kio4eii;
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3) ucmonb30BaHUE CHCTEMBI OTKPBITOTO pacTpefeneHUs KITouei
Ouddu — Xennmana.
16. Bezonacrnocme aizopumma omipsimozo pacnpedeaenusn xarouei Jug-
tu — Xeaamana obycaosaena:
1) TpynHOCTBIO (hakTOpU3aIIUK GOMBITUX YHCEIT;
2) TPYIHOCTBIO BRIYMCIIEHUS] MUCKPETHBIX JTOTapu(pMOB B KOHEUHOM
moJe;

3) TPYOHOCTEKD OHUCKPETHONO BO3BEIACHHA B CTCIEHL B KOHEYHOM
[ToJIe.

Tabnuua oTBeTOB Ha TeCTKrnaee 5

Howmep Bonpoca 1 2 3 4 5 6 7 8
[NpaBuneHeiii oteeT | 2, 3 3 4 1,2,3 | 1,2,3,5 | 1,4,3 1 1
Homep Bonpoca 9 10 11 12 13 14 15 |16
[pasunpusii oteer | 2,3 | 2 1,2 2,3 1,3 2 ,L3]2




[TIABA 6

SJIEKTPOHHA4A NoANUCHb

6.1. Mpouenypbl NOCTAaHOBKKU
M NPOBEPKU NOANUCH

[Tpu obpaboTke TOKYMEHTOB B 3JeKTPOHHOI (hopMe COBEPILIEHHO He-
MPUTOAHBI TPAAUIIMOHHBIE CTIOCOOBI YCTAHOBIEHUS TIOMJIUHHOCTH MO PY-
KOIMTUCHOM TTOAMUCH W OTTHUCKY TMeYaTh Ha OymaxHoMm nokymente. [TpuH-
IUITHATBHO HOBBIM PEIIEHUEM SIBIISIETCS 2.1eKMPOHHAA NOORUCS.

DneKTpOHHAs TMOAMKCH MUCTIONB3YETCH TS ayTeHTU(hUKAIIUA TEKCTOB,
repeaBaeMbIX MO TEJIEKOMMYHUKAIIMOHHBIM KaHanaM. MOYHKIIMOHATBEHO
OHA AHAJIOTMYHA OOBIYHOM PYKOMUCHON TTOAMUCH U 00JIaJaeT OCHOBHBIMH
€€ TOCTOMHCTBAMM:

— YIOCTOBEPSIET, YTO MOINUCAHHBIA TEKCT MUCXOAUT OT JIMIA, MOCTa-

BUBIIIETO MOITIHCH;
— He JaeT caMOMY 3TOMY JIMIY BO3MOXHOCTb OTKa3aThcsl OT 00s3a-
TEJIbCTB, CBA3aHHBIX C TTOMHCAHHBIM TEKCTOM;

— TapaHTHUPYeT LEeJOCTHOCTb MOAMMCAHHOTO TEKCTA.

DreKTpoHHas NOAMNUCH TPEICTaBIsIeT COO0H OTHOCHTENBHO HEGOBIIIOE
KOJTMYECTBO JOMOJHUTENbHOH HUdpoBOH WHOOpPMALIMK, TepeaaBaeMoi
BMECTE C MOATUCHIBAEMBIM TEKCTOM, W BKJIIOYAET JABE MPOLIETY PbI:

e npouedypy HOCMAHOBKU NOONUCU, B KOTOPOIl MCIIONIb3YETCS CEKPET-

HBIIi KJTIOY OTIIPaBUTENSA COOOIIEHUST;
e npouedypy npoeepku NEONUCU, B KOTOPOH HCIOJB3YETCH OTKPBITHIH
KJTIOY OTITPaBUTEIS.

Ipouedypa nocmanoexu nodnucu. Ipu hopMUpoBaHUM 3MEKTPOHHOIT
MOJMUCH OTIPAaBUTEJb MPEXIE BCETO BRIYMCISIET X31I-QyHKIWI0 m = h(M)
noanuceiBaeMoro Tekcta M. BerumcineHHoe 3HAYeHHS Xa1I-(pyHKuuu A(M)
npeacTasiseT coboil onHMH KOPOTKUil 010K MHGOPMALIUK M, XapaKTepu3y-
IOIIUIT Bech TeKCT M B 1esioM. 3aTeM 3HAYeHHe M MIH(PYeTCcs: CeKPETHBIM
KJIo4oM otnpasuTesis. [Tonyyaemas mpu 3TOM mapa Yyucen MpencTaBiseT
c000i1 3NMEeKTPOHHYIO TOJTNKCH IJIsI TAHHOTO TeKcTa M.

Hpoyedypa nposepru nodnucu. [pu mpoBepke 3/1€KTPOHHON MOAMHUCH
MOoJTy4yaTesib COODIEeHUSI CHOBA BIUUCIAET X3uI-pyHKuWio m = h(M) npu-
HSATOTO IO KaHaTy TekcTa M, mocse 4ero ¢ moMoIlbK OTKPBITOTO KJTIOYa
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OTIMPaBUTEISI TIPOBEPSIET, COOTBETCTBYET JIM MOJTYYeHHAs! MOANUCH BBIUKC-
JIEHHOMY 3HAUEHHIO M1 X3II-(YHKIHUH.

[MpuHIIMNIMATEHBEIM MOMEHTOM B CUCTEME 3JIEKTPOHHOM IMOIITUCH SIBITS-
€TCs HEBO3MOXKHOCTB MO/IENIKH 3JIeKTPOHHOM TMOANMUCH TOJb30BaTest 0e3
3HAHUS €r0 CEKPETHOTO KJTIoYa.

Kaxmast moanuck, Kak mpaBUiIo, COAEPKUT CIeTYIONIYI0 HH(POPMAIIHIO:

— [aTy TIOATHICH;

— CPOK OKOHYaHWS JeHCTBHS KITI0Ya JAaHHOI MOAITHCH;

— uH(OpMALHIO 0 TULE, TOAMKUCABILIEM TEKCT;

— uAeHTU(HUKATOP MOAMUCABIIETO (MMSI OTKPBITOTO KITHOUa);

— CcOOCTBEHHO 3JIEKTPOHHYIO TIOMUCH.

6.2. Xaw-¢yHKunmn

[Tycte M' — MHOXECTBO BCEBO3MOXKHBIX coobiieHMit. MHoxectBo M’
ABSIETCSI, BOOOIIE TOBOPS, DECKOHEYHBIM. X3UI-(DYHKIMEH Ha3bIBaeTCs
oToOpaxkeHWe

HM —-M,
rac M— HEKOTOPOC MHOXKCCTBO.

X31I-(hyHKLMS JOKHA YIOBIETBOPATh HECKOIBKUM TPeDOBAHUSIM, UTO
¥ TIO3BOJISIET €€ MCTIONIb30BaTh B KPUNTOrpa)uu, B YACTHOCTH, JJIS TIOATTH-
CH COODLIEHMIA:

1) nna manHoro m’ € M'nerko Beruucnute H(m') € M;

2) nnsg paHHOTO M € M TpyaHO BEIMUCIUTE m' € M'Takoe, uto H(m') € m;

3) mns ganHoro m'e M'TpynHo BeiuucauTh m" e M', m"# m'taxkoe, 4to
H(m")y= H(m").

Orobpaxkenue H, ymoenerBopsiomniee TpebopanusM 1) u 2), aBasietT-
¢ onHoHampasaeHHbIM. MHorma BmecTo 3) TpeOyioT BeIMonHeHUs Oosee
CHJIBHOTO CBOWCTBA;

3') TpymHO BBIUMCINTE mapy m', m" € M, m' = m", nna Kotopoit
H(m"y=H(m").

[Tapa smemeHTOB MHOXecTBa M’ (rmapa cooOIlgHHIT), 0 KOTOPOH HaeT
peun B 3'), Ha3bIBaeTcs koru3ueil nius orobpaxkenus H. T. k. momHocTe M’
Oonbiie MomHocTu M, To H gomycKaeT KOJUTA3UHU.

OueBHIHO, YTO OMNpele/leHHe OJHOHANPABICHHOH X31I-(DyHKLUHH
M KOJUTM3UM HE 3aBUCHUT OT TOTO, SIBJISIETCH JIH MHOXecTBO M’ KOHEUHBbIM
unu GeckoHeyHbIM. HecnmoxkHo mokassiBaeTcs, uTo cBoiicTBO 3') BieueT
cBoiicTBo 3). OKa3bIBaeTcs, YTO MPU BHITTOIHEHUN HECKOJBKHX €CTECTBEH-
HBIX MIPEATNOJI0XKEeH!I ycioBHe 3') BIEYET BBIMOJIHEHUE YCIOBUS 2).
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Kak mpaewio, B kauectBe M’ GepyT MHOXKeCTBO [* BCex CJTOB KOHEUHOM
JUTMHBI B HeKoTopoM andasute [ = {iy, ..., i,,}, a B Kauectse M MHOXecTBO J*
Bcex coB IuHbI L andasurta. Ha npaktuke, yame Bcero [ = F5, [¥ = FzL —
MHOXECTBO CIIOB KOHEYHON UTMHBI B ABoM4HOM andasute F, = {0, 1}.
Ot dpyukumnu H: I* — I* TpebyioT, 4yToOBI OHa 061aana CBOICTBOM: 3HaYe-
HUst H Ha clioBax, KOTOpbIE AaXe WUMEIT OTJIHYME IPYT OT IPYyra TOJIbKO
B OJTHOM 3HaKe, Jal0T 3HAYMTEJbHO OTIUYAIOLIHEeCs X3II-3HadeHus. Toraa,
MOJIYYUB HA MPUEMHOM KOHIIE cooO0IIeHue u ero xaui (m', H(m')), MoxKHO
BBIYMCJIUTh 3HAYEHHE X311 OT COODIIEHHs, CPABHUTD C MOTYYEHHBIM X311
M0 KaHAIy CBA3M W TOATBEPAWTH WJIH OINPOBEPTHYThb, YTO COOOIIEHHE
HE MCKaXEHO.

Ecnu dyuxkuus H 3aBucur Takske ot kioda k € K, To moMUMO TipoBep-
KM 1EJIOCTHOCTH 100aBIeHHe 3HAYeHHsI X31II K COODIIEHHIO TOATBEPXKIAET
UCTUHHOCTH coobieHus1. Takoit crmocob MoATBEpXKIeHUS MICTHHHOCTH Ha-
3pIBaeTcs Kodom aymenmudgbuxauyuu (Message Autentification Code — MAC).
OnHako Takoe MOATBEPKIeHWE UICTHHHOCTU €le He SIBIAETCH 3JIEKTPOH-
HOl moanuckio. [ToaTBepxkaeHne WCTUHBI HA3BIBAETCS TOMIKUCHIO, €CTH
€e MOTYT NIPOBEPUTH Bce, He 3Haolue Kinouu. Hanmpumep, B cyme MOXHO
MOBEPUTh HCTMHHOCTD, HE PAacKpbiBas KIo4yd. [IpuBeneHHbIN Bhille CIO-
€00 NpoBepPKU MONTHHHOCTH CO0D1IIeHUS HETIPUTOJEH,, TAK KaK BIeYET pac-
KpbITHE KI04a. [{7151 Toro 4to0s! Koa ayTeHTU(UKALIMKA CTaN 3JIEKTPOHHOMN
MOJNUCHI0 cOOOIIEHMSI, HEOOXOIMMO HCIIONIB30BaTh X3UI-(OYHKIIUUA C J0-
MOJIHUTENBHBIMU cBOMicTBaMHM. Hampumep, MCIONB30BaTh CUCTEMY C OT-
KPBITBIM KJTII04oM. HarmoMHuM BKpatiie cyTh 351eKTpoHHO# noanucu. [Tycte
y KoppecrnioHaeHTa B umelorcs nsa anroputMa Ep n Dy, KaXablil U3 KOTO-
phIX npeoGpasyeT cnoBo us IX B cnoso n3 I n Kaxnelid onpeneneH Ha L.
[TepBriii anroputm M3BECTEH BCEM, a BTOPOM — TONBKO Braaaenbiy B. O6-
JnagaHue anroputMoM Dy OTHO3HAYHO (IOPUOWYECKH) OTpeaenseT Koppe-
crionaeHTa B. CuutaeMm, uto Ep U Dp yIOBIETBOPSIIOT COOTHOILIEHUSM 7151
moboro o € I*

EBDB(CL) =a, DgEg(CL} =o.
Torna a/mekTpoHHO# MOANKUCHIO NoKyMeHTa M € A* Ha3bIBaeTCs
C = Dy(h(M)).

[TpoBepka MoanmucHu Mom TOKyMeHTOM M BO3MOXKHA TIOOBIM JIMLIOM,
y KoToporo ecth Ep. Jlng storo nposepstontuii Beruncnget H(M), mpuuem
H() — wu3BecTHa BceM, a M TIpoBepsIIONINii TTOJyJaeT BMecTe ¢ moanuckio C.
Bropoii mar npoBepku — BBIYHCIEHME

ER(C) = EgDp(H(M)) = H(M).
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Ecnu BeIYMCcIeHHOE 3HAYEHHE X311 OT M COBMANo ¢ pe3yasTaToOM TIpH-
MEHEeHHUsI anroputMoB Fy K C, TO MOANMUCH B cuMTaeTcs MOATBEPXKACHHOM
(maxe B cyme).

OG6bIgHO X311 A() CTpoUTCA cienyiomuM obpazoM. Beibupaercs dyHK-
ums h: AL x AL — AL, ynosneTBopsiowas csoiicteam 1—3. Hanpumep, xoraa
nmiHa L xa1 6sina 64 6urta, To 6panu crenytoiyto cxemy (puc. 6.1).

YV ae A o= a...0,

rae ayiMHa 6710Ka o; paBHa L, a 610K o, JomoaHeH 1o 6ioka aiuHb L (ecau
3TO HeoOxonuMo). H(o) BEIMUCISIETCS N0 CIeIyIolIeMy alTOpUTMY.

B] = h(oy, 02)
B2 = h(Pi, a3)
B = h(Bia, o)
ix
DES —— 7= h(x, k) = DES,(x)

Puc. 6.1. CxeMa nocTpoeHUs X311~ (PYKHIIMI

UsBecTHO cnenyiolee.

YTBEPXKIEHHUE. Ilycte M, M — KoHeyHBle MHOXKeCTBa. 3amaHoO
npou3BonabHOe oTobpaxkenue H: M'— M. [1ycte ana moboro m € M umeer-
cs1 2(dheKTHBHBII aTrOpUTM BRIYUCIEHUs m ' Takoro, uto H(m') = m (ecnu
m' CyIIeCTBYET), TIPH 3TOM AJITOPUTM 3aJaeT PaBHOMEPHOE pacipeneieHue
Ha MHOXecTBe Takux m' 1ipu Bcex m € M. Torna umeerca a3pdeKTUBHBII
aNIrOPUTM BBIYMCIEHUS KOUTU3UK 1151 hyHKInu H.

HJOKA3ATEJIBCTBO. O6o3Hauum yepe3 A anroputMm obpaiieHus A,
0 KOTOPOM MIET peub B (hOPMYIUPOBKE JIeMMBL. To ecTh A(m) = m' nns He-
KoToporo m'takoro, 4to H(m') = m. ChopMynupyeM alropuTM BeIYHCIIE-
HUSI KOJUTH3UH.

BxonHble nanHble anropurMa: xam-dyukuusa H: M'— M, anroputm A.
BrIxomHbIe TaHHBIE AMTOPUTMA: KOLTU3MS 1st H.

Illaz 1. Buibpath cnygaitHoe m' € M, Beruvcnuts m = H(m').

Illaz 2. Beraucnoute m"'= H(m).

gz 3. Ecnmu m' = m", TO nepeiiTu K mwary l; B IpOTUBHOM CiIydae mi',
m" — konnusuga mis H. ATropuT™ 3aKaHYMBAaeT paboTy.
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O1ieHUM CcpeTHee YUCTIO TTPOXOKIEHHH anroputMa yepes mrar 1. MMeem
BEPOATHOCTHYIO CXEMY, MCXOIaMH KOTOPOW SIBASIIOTCS Tapel m', m", rae
H(m"y= H(m"). Obo3Hauum uyepe3 C,, MHOXKecTBO m" € M', i KOTOPBIX

H(m") = H(m'). 3ameTim, 4T0 umciIo K1accos m', m"He Gonbiue |M’|. Tor-

Ja BepOsITHOCTL Mcxoaa m', m" paBHa —————. bnaronpusarHeiMu ABS-

Cyl
toTca ucxonsl m', m”, rme m'= m". HafimeM BeposITHOCTh HEOIATOMPUATHOTO
ucxona. OHa paBHa

1
ZM'C||

m’.m” m
mem"

21£|
&

|M’

m' Cpe m"eC,y | |

1
Ortciona BEPOATHOCTDL 6J'Ial"0]'lp]r‘IﬂTHOl"0 HCX0Ia HE MEHbIIIES 5 Cneno-

BaTeJbHO, CPEHEE YUCIO MPOXOXKISHUI anropuT™Ma uepes mar | He mpe-
BOCXOIUT 2, TO €CTh 3TOT anropuT™ 3hPeKTHUBEH.

Xaw-¢yukuus LLlaymoma, BaH Xeilcta, Npuymana

OHa ocHOBaHA Ha BO3BEIEHUH B CTENIEHb B KOHEYHOM TIPOCTOM Toe £,
rane p — 1 = 2q u ¢ — nipocroe yucno. [1yctb @ npuMUTUBHBII 371eMEHT B £,

.
u be F,. PaccMoTpuM oTobOpakeHue

H:%x%—)f’;,

ompee/ieHHOE PABEHCTBOM
H(x,,x,)=a"b"(mod p).

JokazaHo, 9To 3(heKTUBHBIN AJTOPUTM BBIYUCITEHUS KOJTH3UU ISt
(yHkuMKM H cylecTByeT TOTma ¥ TOJBKO TOTIA, KOTIa cymecTByeT addex-
TUBHBIA aITOPUTM BhIYMCIEHUS TaKoro e(mod p — 1), 9to a° = b(mod p).

Bra xau1-hyHKIKS cuuTaeTcs Xopoiiei. TaK Kak M3BECTHO, UTO BHIUMCIIE-
HUE TUCKPETHBIX TorapuhMOB SBISETCS TPYAHOM 3amadeit. OMHAKO OHA UMe-
€T ABa HeaocTatka. Bo-TiepBhIX, HE MO3BOJSIET CXKUMATh COOOIIIEHUST CKOJb
YIOIHO GOMNBILION ITHHEI, BO-BTOPBIX, 3TO OYeHb MeUTeHHAsH (hYHKIIUSI, OHA
HCITONIb3YET BO3BENEHUE B CTENEHb B KOHEYHOM Toste. Eciu nepBeiii 3 Hemo-
CTATKOB MOKET GBbITh CPABHUTEIBLHO JIETKO YCTPAHEH, TO BTOPOil — HET.

Xaw-dyHKunu n 6noyHblie WwWundpbl

PaccmoTpyuM omMH OOIIMIT METOA TOCTPOEHHUS XIUI-(PYHKIIWIA.
[Tycts f — miobas GyHKUMSA, V; — BEKTOPHOE MPOCTPAHCTBO Hal mojieM F)
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f:V, <V, =V,
MPU HEKOTOPBIX HATYPAIBHBIX #, 1. Tpebyercs mocTponTs HyHKIIHIO

H: |JV. -V,
kzn
Coobiienne m'’ € U Vi pasbusaercst Ha 610Kkn
kzn

m=my | my]... | m

re

rae m; € V,. Ecnu nmuna cooOuieHus »1'B OUTax He KpaTHa #, TO TIOCIeIHUI
010K m, MOTIONHAETCS TAKUM 00pazoM, uto m, € V,. Torna H(m') = R,, tae
MoCneNoBaTeNnbHOCTD Ry, R, ..., R, BBIMUCIACTCA TIO CISAYIOIIEMY TIPaBIITY.
bnok R, dukcuposaH, Hanpumep, R, = (0'. [lanee

R=f(m,R_), 1<i<vr.

DYHKIINIO fYaCcTO MONY4a0T MPUMEHEHHEeM CTOMKOTo G109HOTO H-
pa. OcHOBHas KUes UCTIONb30BAaHUA 31eCh LIM(pa 3aKI1I09aeTcs B TOM, YTO
TPYIHO BBIYHCIUTE KITIOU, 3HAST OTKPBITHINH TEKCT M COOTBETCTRYIOIINI eMY
mmdpotekcT. To ecTh TPYAHO BOCCTAHOBUTH kK U3 paBeHcTBa £y (m) = ¢, e
m € M, ¢ € C uzBectHrl. MHaue rosops, dyHkuus E,(m): K — C asnset-
cs1 oHOHATIpaBaeHHOW TIpH hukcuposaHHoM m. [lycTh st nanebHetiero
M= C= K= V,u umeerca 6nounslii mudp E;: M — C, k € K. Torna B xa-
yecTBe fTIpH 1 = ¢ GepyT:

f(m, R)= Ex(m)®m,

S, R)y=E,(m)®m® R,

fim, R)=Ezx(m@R)®m,

S, R)y=Ex(m@R)®m® R,
rme @ — omepauusi TPa3psAAHOTO CYMMHpPOBaHUS 1Mo mod 2 BEKTOpPOB
u3 V.. BoaMoxKHBI TaKKe M Ipyrue BapuaHThl g f(m, R). OoHako Heoc-
MOTPHUTEIBLHOCTD TIpU BeIOOpe hyHKIMK f(m, R) MOXKET IPUBECTH K TOMY,
4TO MTOroBast X3ui-hyHKIMA He OyIeT OMHOHAIPaBIeHHOH. DTO Tak MpH
J(m, R) = Eg(m).

O0umwmit peuent TakoB. B kauecTBe f BIOMpaTh yHKIUIO, TS KOTOPOIA

TPYIHO HAlTH Konnu3uio. To ecTs 11s f TODKHO BBIMOTHATHCS yeaoBue 3').
OueBuaHO, YTO AT PYHKIIMIA

FMR)=Epsp(R) w f(mR)=E(m®R)®m® R

MNpH MOCTOAHHOM ¢ = I’f, ITO YCJIOBHE HE BBIMMOJIHACTCAH.
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OaHoHanpaeneHHble X3 -¢hyHKUUK

OO0BIYHO HA MPAKTUKE X3MI-(DYHKIIMUSI CXKUMAET MOAMUCHIBAEMBIH TOKY-
MEHT M 10 HeCKONbKHX IeCSATKOB WUIM COTeH OUT. Xami-hyHkuusa H(-) mpu-
HUMAeT B KaueCTBe apryMeHTa coo0lieHue (DOKyMeHT) M Mpou3BONBHOMN
IJTMHBI U BO3BpalIaeT Xami-3HadeHue H(M) = z uxcuposantoii daunbi.

Kak Obl7lo OTMeueHO paHee, X3UIMPOBAaHHAs MHMOPMALUS SBISETCA
CKaTbIM IBOWMYHBIM TPEACTABIEHUEM OCHOBHOTO COOOIIEHHS TPOU3BOIb-
HOM mmHBI. HamomuuM, uTo 3HaueHue xaumi-pyHKUuU H(M) clnoxHBIM
00pa3oM 3aBHCHT OT JOKYMeHTa M 1 He M03BoJIgeT BOCCTAHOBHUTEL CaM J10-
KyMeHT M.

X31I-(hyHKIMS TOTKHA YIOBIETBOPATH LIEJIOMY PSIIY YCJIOBMIA:

— x31I-GyHKIMA TOKHA OBITh YYBCTBUTETbHA K BCEBO3MOXKHBIM M3-

MEHEeHUIM B TekcTe M, TaKMM KakK BCTABKH, BEIOPOCHI, MEPEeCTaHOB-
K{ 4 T.IL.;

— xom-byHKIMA A0KHA o0magaTh CBOWCTBOM HeoOpaTMMOCTH,
TO €CTh 3a1a4a noadopa gokyMmeHTa M, KOTOpwIil obmaman Owl Tpe-
OyeMbIM 3Ha4YeHUEM X31I-(QYHKIIUH, TODKHA OBITh BEIYMCIUTETLHO
Hepas3peunma;

— BEPOSITHOCTh TOTO, YTO 3HAYEHUS X3UI-(DYHKIIUNA NBYX PasTUYHBIX
NOKYMEHTOB (BHE 3aBUCMMOCTH OT UX JUTMH) COBIAYT, JOJIKHA ObITh
HUYTOXHO Mana.

BonbmmHCTBO X31I-(PYHKLMI CTPOUTCS HA OCHOBE OJHOHATIPABIIEH-
HOM yHKIIMH f(-), KoTopast 00pa3yeT BBIXOQHOE 3HAYECHUE [UTUHOM # TIpH
3alaHWUU ABYX BXOAHBIX 3HAYeHWH MIUHON # (puc. 6.2). DTUMU BXogaMu
ABISIOTCSA OJIOK MCXOMHOTO TekcTa M; U xaur-3HaveHue R,_; Mpeablayinero
Onoka Tekcra:

Ri=f(M, R_,).
M

OnnoHanpasnenuas | &
H—y hyHKIMA |

Puc. 6.2. [NocTpoeHHe oqHOHATIPABIEHHOMN X31L-(OYHKIHU

Xs1I-3HayeHUe, BBIYMCISIEMOE TPH BBOJE TMOCIENHEero O6/1oKa TekcTa,
CTAHOBHTCS X3II-3HAYeHUEM Bcero coobienuss M. B pesynsrate onHOHa-
npaBleHHast X3UI-(PYHKIUA Bcerga (OpMHUPYET BBIXOH (PUKCHPOBAHHOM
IUTAHBI A (HE3aBUCHMO OT JJTMHBI BXOJHOTO TEKCTA).

OpnHOHAMPABIEHHYIO X3MI-(PYHKIMIO MOXKHO TOCTPOUTb, UCIOIB3YA
CUMMETPHUYHEINH OM0O4YHBIM anroputM. Haubonee oueBMOHBIN Moaxom co-
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CTOUT B TOM, 4TOOBI 1HppoBaTh coobuienue M mocpeacTBoM OI0YHOrO
anropuT™a B crienuanbHbeIX pexkxuMax CBC — cuennenue 60koB mudpa
unn CFB — o0GpatHag cBA3b 10 MMGPTEKCTY C TTOMOIIBI0 (DUKCHPOBaH-
HOTO KJTl0Ya M HEKOTOPOro BekTopa wHuiuanuszauuu. [locnegHuii Grok
mur@prekcTa MOXHO paccCMaTpUBaTh B KaueCTBe X3III-3HaUYeHUs coobie-
Hust M. [Tpu TakoM noaxozne He BCerga BO3MOXKHO MOCTPOUTh Ge30MacHYI0
OMHOHAMPABJIEHHYIO X3UI-(DYHKIHMIO, HO BCErAa MOXHO MOJYYHUTh KOJI
ayreHTuukauuu coobmenus MAC (Message Authentication Code).

bonee 6e3onacHbIil BAPUAHT X31I-(YHKIIUMH MOXKHO TTOTYYHUTh, UCTTOTb-
3ya 610K coobiieHUsT B Ka4eCTBe KJT04a, TPeAbIAyIee X31I-3HaueHne —
B KQUeCTBE BXO/Ia, a TeKyIllee X31I-3HaUeHe — B Ka4ecTBe BeIxoaa. Peanb-
Hble X311-(YHKIIMH TIPOEKTHPYIOTCA ellle Donee ciokHbIMU. [I1nHa Ooka
00BIMHO OTIpeeIseTcs JUIMHOM KJTIo4a, a JJIMHA X31I-3HAYEHUS] COBIAAaeT
¢ IUTMHOM O10Ka.

[Tockonbky GOMBIIMHCTBO GIOYHBIX AITOPUTMOB SBISIIOTCA 64-0UTO-
BbIMH, HEKOTOPBIE CXEMbI X3IIHPOBAHUS MPOEKTUPYIOT TaK, YTOOBI X311I-
3Ha4YEHWE UMEJIO IJIMHY, paBHYIO IBOWHON IIMHE O0Ka.

Ecnu npuHATh, 4TO mosyyaemas X3uI-()yYHKIMSI KOppekTHa, Oe3omnac-
HOCTb CXEMBI X3IIMPOBaHUs DazupyeTcsl Ha GE30MACHOCTH JIEXKAILETO B €€
ocHOBe OnouHoro amroputva. Cxema X3UIMPOBAHUS, ¥ KOTOPOH MIHMHA
X31II-3HA4YeHUs paBHa AaMHE G10Ka, MoKaszaHa Ha puc. 6.3,

A

Kniou lC

B C
[Hucpatop

Puc. 6.3. O6obuieHHas cxeMa hopMHUpoBaHUS X3 -(DYHKIIMH

Ee pa60Ta OIMHCBIBACTCH BBIPAKCHHUAMM !

RU = IR'J
R(‘ = EA(B) @ C.,

rae {p — HekoTopoe cayuaiiHoe HavanbHoe 3HaueHue; A, B u C MoryT npuHUMAaTh
3HaueHust M;, R; |, (M; ® R;_|) wim ObITh KOHCcTaHTaMK; £, — dyHkung mmudposa-
HUS Ha KITove A.

Tpu paznuunsie nepemeHHbIe A, B u C MOTYT NIPUHUMAThL OTHO M3 Ye-
THIPEX BO3MOXKHBIX 3HAYEHUI, TO3TOMY B MPUHIIMIE MOXHO TONYIUTE 64
BapHaHTa 001Iei cxeMBbl 3Toro Tumna. M3 Hux 52 BapuanTa ABIAIOTCSA TUO0
TPUBUANBEHO cnabbiMu, TH00 Hebe3zomacHeIMH. OcTanbHbIe 12 Ge30macHBIX
CXeM X3UIMPOBAHMS TIepeYUCIIeHBl B Ta6a. 6.1,
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Tab6nuua 6.1
Homep cxembl DyHKLMS X3LUIHPOBAHUS
1 R=Ey (M)e M,
2 R=Ey (M®@R_ )®M®R,_,
3 R=Ey (M)®R_, DM,
4 Ri=Ey (Mi®@R_,)®M,
5 Ri= Ey (R.) ® R,
6 =Ly (M/®R_)M®R,_,
7 = Ly (Rio)) M;® Ry,
8 Ri= Ey, (Mi® R ) ® R,
9 = Eyon_, (M) @M,
10 Ri= Eyon,  (Ri))® R,
11 Ri= Eyou  (M)®R,
12 = Eyon,, (Rio)) ® M,

[MepBBie YeThIpe CXeMbl X3IIMPOBAHUSA CUMTAIOTCS OE30TMACHBIMHM TIPH
BCEX aTaKax, OHU NPHUBEIEHbI HA pUc. 6.4.

v v
M Koou R M, Komou \

4 )
! M _,(‘\ >
[HIudpatop [udparop AN

(1) (2)
¥ v
M, Kimou R, M, y Kooy R

Y
> a > '
[udparop T \->+ [IudpaTtop

(3) “4)

Puc. 6.4. CxeMbl Be30MmacHOTro X3LUPOBAHUS HA OCHOBE OJIOYHBIX AlITOPUTMOB

OTevyeCTBEHHbI CTaHAAPT X3 -PYHKUNK

Poccuiickuii KpunrorpachuuecKuii CTAaHOAPT, OMpPEIESIOUIMI anro-

PUTM U TIPOLIENYPY BEIYUCISHUA X311I-(YHKIIMHT, BBeaeH | sHBaps 2013 roga
IF'OCT P 34.11—2012 (nonuoe HazaHue: «<[OCT P 34.11—2012. Uudop-
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MarMoHHas TexHomorusi. Kpunrtorpadwudeckas 3zammurta HHGMOPMAITHH.
@OyHKiMg x3mmupoBanus») BzameH [OCT P 34.11—94.,

CraHmapt paspabotan LleHTpoM 3amuTel MHGOPMAIIMH U CTICIIHATB-
Hoii cBs13u PCB Poccun ¢ yuactuem OAO «MuboTeKC». JlaHHBII cTaH-
IapT ompenenseT nBe (PYHKIIMK X3UIMPOBAHUS C UTHHAMHU H = 256 OuT
un=>5120ur.

Ipeobpazoeanus. T1pu BerancneHmu xaui-koga H(M) coobuienus M mc-
MOJIB3YIOTCS CIIeAyIole Tpeobpa3oBaHu:

XK): Vsia > Vs, Xlkl(@) =k @ a, k, a € Vs,
S: Vsia = Vspa,  S(a)=S(ag ||--.||GU)=Tc(abJ ||...||1mu),

rae a=dagl..llay Vs, a; € Vs, i=0, ..., 63;

P: Vs = Vs, P(a)=Plagl.. llay) = ayey) .- lay)

rae a=agl..llayeVsp, a, e V4, i=0, ..., 63;

L: Vsiy > Vs, L(a)= L& .. llay) = l(ay)Il.. | (ay),
roe a=da, "...”ﬂu EVS[Za a; e V64,i-= 0._. vees 7.

Qyuxyusa cocamus. 3HaYeHUE X3M1-Koaa coobmeHuss M BeUUCIsAETCS
€ MCIIO/Ib30BaHUEM MTepaLlMOHHOM mpouenypsl. Ha kaxmoil ntepaunu Bul-
YUCIEHUS X3TI-KOA UCTIONb3YeTCs (DYHKITUSA CKATHS:

gn: Vsinx Vsia = Vs, N e Vsp,
3HauYeHNe KOTOPOH BRIYMCIAETCS Mo hopMyie
ex(h,m)=E(LPS(h®N), m)®h®m,

rae £(K, m) = X|K13|LPSX|K12]...LPSX| K2|LPSX|K1]|(m).

3HaueHus

KieVsp, i=1,..,13
BBIYMCTISIOTCS CAEAYIOUUM 00pa3oM:
K =K
K=LPS(K_ ®C_y), i=2,..,13.
Ipouedypa eviuucaenus xau-ghyukyuu. ICXoMHBIMM TAHHBIMUY IS TIPO-

LeAyps! BBIMHCIEHUA XauI-Koga H(M) siBnsieTcs momiexaliee X31I1MpoBa-
HUIO cOODILIeHHe — TBOMYHEIN BeKkTOp | M| < 512

Me V*
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Y MHULMATU3aLMOHHBIH BEKTOP X31HUPOBAHMSL:
IV e Vs,

rie M* — MHOXeCTBO BCEX NTBOMYHBIX BEKTOPOB-CTPOK KOHEYHOM pa3MepHOCTH,
BKJTIOYAS TIYCTYIO CTPOKY; V), — MHOXKECTBO BCEX H-MEPHBIX IBOMYHBLIX BEKTOPOB,
riae # — leloe HeOTPHUATENLHOE YHCI0, HyMEpallHus MOABEKTOPOB M KOMIIOHEHT
BEKTOpa OCYIIECTRISIETCS CIIpaBa HANIERO, HAUMHAS C HYJIS.

3HayeHWe MHUIHATU3AMOHHOTO BekTopa [V mnst hyHKIMK X31MpoBa-
HMA ¢ IIMHOM Xx31I-Koaa 512 6ut pasHo 0°'2. 3HaveHMe MHULIMATN3AIMOH-
HOro BekTopa IV mia ¢yHKINH X31IHPOBAHUSA C INTHHOH X3111-Koaa 256 6ur
paszo (00000001)%,

ANTOpUTM BeIYUCTeHUS (DYHKIIMU H COCTOUT U3 CIEAYIONINAX TATOB.

Sman 1. TIpucBOUTH HaYATbHbIE 3HAYEHUST TEKYIITAX BETUYIH:

h: 1V
N:0°" e Vspy;
Z:: 05]2 = lez.

[TepeiiTu K 3Tamy 2.

Sman 2. Tposeputs ycnosue | M| < 512. [1pn MoI0XUTETBHOM HCXOIE
nepeiiTu K 3Tany 3. B IpoTHBHOM cTy4yae BHITTOIHUTE MOCIEA0BATETbHOCTh
BBEIYMCJICHUIA:

h: gn(h, m);
N: Vecsy(Ints,(N) B 512);
2 Vecs p(Intsy»(X) B Intsp(m));
M=M.
BHOBb BepHYTBCS K TIpOBEPKe yemoBust | M| < 512.
Oman 3.

m= Osl 1-IM| ||l||M,

h: =gy (h, m);
N:=Vecs,(Ints;,(N) B IM);
2: Vecspp(Intsp(X) H Intsia(m));

h: = go(h, N);
g(h,N), TS YHKIIMY X3UTHPOBAHMS
b ¢ IMUHOM x311-Kona 512 6ur;
MSB,s:(g,(h,Z))  ans GyHKUMH X3MIHPOBAHUS
€ JUTMHOM X3111-Koaa 256 OuT.

3HaueHWe BeMMYUHBI /i, TIOJYUYEHHOE HA TIOC/IEMHEM IIIare, U SIBJISICTCH
3HauYeHUeM (YHKUMHU X3mmmuposanua H(M).
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[Tpumeuanwue. BHacTosdmeM cTaHnapTe B LIENSIX COXPAHEHUS TEP-
MHWHOJIOTUYECKOI TPEeeMCTBEHHOCTH MO OTHOIIEHWI0 K AeHCTBYIOLINM
OTeYeCTBEHHbBIM HOPMATHBHBIM JOKYMEHTAM W OMYOJIMKOBAHHBIM Hayd-
HO-TEXHUYECKMM H3IaHUAM YCTAHOBJIEHO, YTO TEPMHHBI «3JeKTPOHHAS
MOAMNHUCH», «UH(POBas MOAMHCh> U «3IMEKTPOHHAA LUdpoBast MOAMUCH»
SABIISIIOTCS CUHOHUMAaMMU.

6.3. Anroputm uudpposoin nognucu RSA

[Teproit 1 Hanbosee M3BECTHOI BO BCEM MHUPE KOHKPETHOH CHCTeMOI
37IEKTPOHHOI TToanucu crana cucteMa RSA (mompoGHoe omucanue acuM-
METPUYHOTO anropuTtma mudposanusa RSA (cMm. pasnen 4.6).

CHauana HeoOXOIMMO BEIYUCTUTE TApy KJIKYeit (CeKpeTHBII KITI0Y U 0T~
KPBIThIN KJT104). 7151 3TOr0 OTIpaBUTENh 3EKTPOHHBIX IOKYMEHTOB BbIUKC-
nisteT 1Ba O0oMbIIKMX MpocThiX yKcna Pu 0, 3aTeM HAXOAUT UX IPOU3BEIEHUE

N=PxQ
¥ 3HAYeHMe (DYHKUMHU Ditnepa
oV =(P—-1)Q@—-1).
Jlanee oTIIpaBUTENb BEIYUCISCT YHCIO E U3 YCITOBUMIA:

E<(N), HO(E, o(N)) =1
u yucio D u3 ycioBMii:
D <N, Ex D= 1(mod ¢(N)).

[Mapa uncen (E, N) apnsieTcss OTKPBITEIM KITIOYOM. DTY [Mapy YUCes aBTOP
nepenaeT MapTHEPaM TI0 MepernucKe s IPOBEPKH ero LUGPOBLIX MOAMH-
ceit. Yucno D coxpaHseTcs OTIIpaBUTeNIeM KaK CeKPETHBIH KITHOY TS MO/ -
MHUCHIBAHUS COOOIIEHUH.

O6061meHHas cxeMa (hopMUPOBAHUS U MPOBEPKU TEKTPOHHOM MTOITTH-
cu RSA nmokasaHa Ha puc. 6.5.

JlomycTiM, 9TO OTIIPAaBUTENb XOUET MOANMUCaTh coobieHue M nepen ero
otmpaekoii. CHauana coobmenune M (61ok uHdopMaluu, daiin, Tabnuma)
CKMMAIOT C TIOMOIIBIO X31I-(yHKIMKU H(-) B LIe/10e YUCII0 Mm:

m= H(M).

3aTem BBIYHUCISIOT HM(MPOBYIO TTOATHCH .S MO 3JIEKTPOHHBIM JOKYMEH-
TOM M, UCTIONB3Y4 X31-3HAYSHUE M U CEKPETHBIH Kmou D:

S = mP?(mod N).
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coKaTHs m = h(M)

Omnpaeumens I I Tloayqameas
. 1 . 1 .
(nocmanoska snexmponnou |, KAHAl  (npogepra rnexmponoi
noonucu) : : noodnucu)
| |
Coobuienne I I
M I I
| |
m=h(M) : :
Y 1S =mPmodN |
| - | [ y
Biiok » X o m'= .S‘E(modN)
CKATHA m : :
A I I 3
| |
N,D ! EN
I
Tenepaumst | ! |
Kmodei | I
I I [Moanuce [Toanues
| 1 (. monnunmnan omnbouHas
| |
I I
| |
| M | Bnok
T T
I I
| |

Puc. 6.5. O0001eHHas cxema b popoii noanucu RSA

[Mapa (M, §) nepemaeTcs mapTHePY-MOIyIaTeTIO KaK 3/eKTPOHHBIH 10-
KyMeHT M, nogmucanHblii nugpoBoit noanuceio S, mpuyeM MOAMUCH §
cthopmupoBana obnagaTeseM ceKpeTHOTO Kiaoua D,

[Mocne mpuema napet (M, S) moaydaTenb BEIYHCISET X311I-3HAUYEHHUE CO-
obmmeHus M nBymsi pa3HeiMu criocobamu. [Ipexae Bcero oH BoccTaHaBIH-
BaeT X3II-3HAUYEHUE m', MpUMEeHssa Kpunrorpadudeckoe mpeobpa3oBaHue
MOJIMUCH .S ¢ UCTIONB30BAHMEM OTKPBITOrO Kirtova £

m'= SE(mod N).

Kpowme Toro, oH HaX0OUT pe3yabTaT X3MKUPOBAHUS IPUHSATOTO co0b11Ie-
HUs1 M ¢ moMolibio Takoit e xau-¢yukunn H(:):

m= H(M).
ECJ'IH CO6.:"[]O,E[EIET‘CH PaBE€HCTBO BbIMHCIE€HHBIX 3HEI'-]EH]r‘Iﬁ., T.C.
SE(mod N) = H(M),

TO TIOJTyyaTelb npu3Haet napy (M, ) nomnmuHHoO#. JlokazaHO, YTO TOIBKO
obyagarens cekpeTHOro kino4a D MoxeT chopMupoBath HUMPOBYIO MO~
nuch S Mo 1oKyMeHTy M, a onipeieIuTh ceKpeTHoe YHCio D o OTKPHITOMY
yucny E He Nerue, yem pasnoxXuUTh MOAyab N HA MHOXKHTENH.

Kpome Toro, MOXKHO CTPOTO MaTeMaTUYECKH 10KA3aTh, YTO Pe3yJbTaT
MPOBEPKHU LU(PPOBOH MoAnucH S GYIET MOTOXKUTETbHBIM TOJIbBKO B TOM
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cy4dae, eclv TIPW BBIYMCJIEHWH S ObUI UCTIONB30BaH CEKPETHBIN K04 D,
COOTBETCTBYIOIINH OTKpeITOMYy Kiouy F. [loatomy oTkpwiThlil Kimiou E
WHOTIIA HA3BIBAIOT «MASHTU(HUKATOPOM» IMOATTHCABIIETO.

Hepocrtatku anroputma undposoit nognucu RSA

1. MoXHO MOBTOPHO KUCIONb30BATh MOAMUCAHHBII TOKYMEHT, TaK Kak
KOIMUpoBaHUe (aiiIoB B KOMIIBIOTEPHBIX CUCTEMAX OYEHb MPOCTas 3a1ayva.
UTtoObl peooneTh 3TOT HETOCTATOK, TOKYMEHT JO/IKEH COIepXkaTh, Ha-
NpUMep, METKY BPEMEHH, a ITPOBEPSIOLLNIA TOANMKCH JOJKEH CO31aTh a3y
JMAHHBIX, COJIEPKALIYI0O METKH BPEMEHH TOIY9aeMbIX OT OTIIPABUTENS O0-
KyMeHTOB. Torga npy MOBTOPHOM MPeIbsBIEHUH JOKYMEHTA JIeTKO 0OHa-
PYXUTh MOMBITKY 0OMaHa.

2. OrnpaBuTelb cOOOIIEHUSI MOXKET TMOATHCATh COODIleHHe, a 3aTeM
OTKA3aThCs OT MOJIUCH, 3a5IBUB, YTO €T0 CEKPETHBINH KIT104 ObUT CKOMTIPO-
METHUPOBAH.

3. CroiikocTh mpoTOKOIOB moanmucH RSA ocHoBaHa Ha CIIOXHOCTH
dakropuzaumu Goneiroro HatypansHoro unciaa N. B 1978 romy, B MoMeHT
onybaukosanusa RSA, cuntanocs, yro gocratouro B34t N~ 101, B Ha-
crosmee Bpemsi Beioop N = 10" yxe He obecneunBaeT 3allUTy OT IMOA-
nenku. Takum oOGpasom, nMuiio, noanucasliee J0KymMeHT B 1978 1., Moxer
ceifyac 0TKAa3aThCsl OT CBOEH MOAMUCH TOM ITHM goKyMmeHToM. WMnu 3mo-
YMBIILTIEHHHUK MOXKET MOIAeIbIBATh MOAMUCH O JOKYMEHTaMU, 1aTHPO-
BaB X 1978 1. Takoe cBOICTBO 3MEKTPOHHOI MOJINKUCH MPUBOAUT K TOMY,
4yTO Oyaymiye UICTOPUKHU He OyIyT JOBePATh IEKTPOHHBIM JOKYMEHTAM Ha-
IIIETO BPEMEHMU.

4. Tlpu Beruucnenun Momyas N, kmoueit Eu D nng cucrembl nudpo-
Boil monmucu RSA HeobxoaumMo mpoBepsaTh GOJbIIOE KOJUYECTBO AOIOJ-
HUTEBHBIX YCIIOBHIA, 4TO CeNaTh TPYAHO MpakTHdecku. HeBwlmonHeHne
M000r0 U3 3TUX YCIOBUI Jge/1aeT BO3SMOXKHBIM (hanbcudukanuo nndpoBoi
MOJMUCH CO CTOPOHBI TOTO, KTO OOHApYKUT Takoe HeBbimoaHeHue. [Tpu
MOIMMCAHUY BaXKHBIX JOKYMEHTOB HEJb3s1 TOTYCKATh TAKYI0 BO3MOXHOCTh
JaxkKe TEOPEeTHYECKH.

5. Jlng obecrieyeHHs] KPUNOTOCTOMKOCTH wLupoBoii mommucu RSA
M0 OTHONIEHUIO K MOTBITKAaM (hanbcuUKALIMH HEOOXOIUMO HCITIOIb30BaTh
npu BeruucineHuax N, D u E uensle unciaa JIWHOM He MeHee 512 OuT, uto
TpeOyeT OONMBLINX BBIYUCIUTENBHBIX 3aTpart, npeBbimatomux Ha 20—30%
BBIYMCJIUTENbHbBIE 3aTPAThl APYTUX AJITOPUTMOB UHUGPOBOI MOATIUCH TIPH
COXpaHEHWH TOTO K€ YPOBHS KPUTITOCTOMKOCTH.

6. Uudposaa noanuce RSA ysa3B1Ma K TAK Ha3bIBAEMOT MYJTETUTUTHKA-
TUBHOI aTake. MHaue roBops, anroputM nudposoii nognucu RSA no3so-
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JISIET 3MOYMBIIUIEHHUKY Oe3 3HaHUs ceKpeTHoro Kmoua D ccropMupoBaTh
MOAMNHUCH TOJ TeMH AOKYMEHTaMH, Y KOTOPBIX PE3YJbTAT X3LIHMPOBAHMSA
MOXKHO BBIYMCIHTL KaK MPOMU3BEIEHUE PE3YILTATOB XILIMPOBAHUS YXKE
MOAMNHUCAHHBIX JOKYMEHTOB.

Tpumeput

JlonycTuM, YTO 3MOYMBIIIIEHHUK MOXKET CKOHCTPYHPOBAThL TpH coobieHus M,
M, m M3, y KOTOPBIX X31I-3HAYEHUSA

my=h(My), my=h(My), m;=h(M),

npudeM ms; = mym,(mod N).
JonycTum Takxke, 4TO IS ABYX coobuieHui M; u M, nonayueHbl 3aKOHHBIE
MOAMUCH

S, =mlﬂ(m0d Ny m S =mf(mod N).

Torna SMTOYMBINUTIEHHHK MOKET JIEFTKO BBIYMTMCIHTL MMOOMMHCH 53 I JOKYMEHTA
M;.. JIaXKe HE 3Had CCKPCTHOTIO KIva D:

5; = §18(mod N).
HeiicTBUTENLHO,

8,8, (mod N) = mPm? (mod N) = (mym,)? (mod N) = mP (mod N) = S;.

6.4. Anroputm undpoeoiu nognucu Anb NAmansa

Anroput™ 1udpoBoii moanucu b [amans ocHOBaH Ha CIIOXHOM BbI-
YUCITUTEBHOM 3a/1aue QUCKPETHOTO J10TapuMUPOBAHHUS.

BTOT NpPOTOKO, OMmy6IMKOBAaHHBINH B 1985 I, mocay:XKun npoToTunom
ctanaapTos anektpoHHoit moanmucu CIIA u Poccun.

3admkcupyem KoHeuHoe none F,, rae p — npocrtoe uyncno. [lycrs g —
nepBooOpa3Hblil BeiyeT mo mod p. Beraer x(modp — 1) sBnsiercsa cekpeTt-
HBIM KJTFOUOM OTIPABUTENS A, a BbIUeT ¥ = g'(mod p) SIBNsAETCs €T0 OTKPBI-

ThIM KmiouoM. O6o3HauUMM Hepe3 me%_l coo0mieHue (ToyHee, €ro

X31I-3HA4YEHHUE), KOTOpOE XO4YET MOAINMHCATE MOJAbL30BATE b Amn OTIPaBHTL
ero noab3oBatemio B. [locaegoBaTenbHOCTD JeiiCTBHIIA CIEOYIOLIAA.

1) IMonb3oBarens A BEIOMpAeT ciyyaifHOe ceKpeTHOE k € (%_ l) BBI-

yucnseT a = gf(mod p), 0 < a < p.

2) OrnpaButeib coobiueHus A, TIPUMEHSIST PACHTUPEHHBIN aJITOPUTM
EBknmpa, BBIYMCIAET C TIOMONILIO CEKPETHOTO KIHOYA X I1IEJIOE YMCIIO
b=(m—xa)-k'(modp — 1) u3z ypaBHeHusi m =x x a + k x b (mod (p — 1))
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1 hopMUpYyeT TToANMKUcaHHOe coobuieHue (m, a, b), roe mapa, (a, b) 1 ecTsb
MOAMKCH COOOIIEHUS M.
3) Jlnsg mpoBepKu MOAMUCH, TTOIYYaTelb B BEHIYUCISAET

g¢"(modp) wu y“a’(modp).

Ecnu BeIUMCIEHHBIE 3HAYEHUST COBINAaJalOT, TO NOOMUCH MPUHHUMAETCA,
B MPOTHUBHOM Cay4ac OTBEPracTCH. HETpY,[[HO MNpOBEPHUTE, YTO €C/IH ITOd-
MHCH MpaBHUJIbHAA, TO BRITMTOJITHACTCA CpaABHEHHE

g" = y"a"(mod p).

CrienyeT OTMETUTD, UTO BHITIOMTHEHHWE KAXI0H MOATIUCH 110 MEeToAy Db
Tamans TpebyeT HOBOTO 3HAYEHHUS k, IPUYEM 3TO 3HAYEHUE JOJKHO BBI-
Ouparbca cnyyaidHeIM 0OpazoM. Ecnu Hapyliurens packpoeT Koraa-iando
3HAYeHUe k, OBTOPHO MCIOJIb3YyEMOE OTIPABUTEIEM, TO OH CMOXKET pac-
KPbITh CEKPETHBIH KJTI0Y X OTIIPABUTENA.

Hpumeput
Bribepem: uncna p = 11, g = 2 1 cekpeTHBIIT K104 x = 8.
BeiuMciasieM 3HaUeHUE OTKPBITOTO KII04a:

y=g'modp=2"mod 11 =3.

[peanonoxuM, 4To UCXOAHOE coobiieHre M XapaKTepu3yeTCcs X31I-3HaYeHUEM
m=3.

Jnd Toro 4ToOGbl BEIMUCIUTD LIM(MPOBYIO MOAMKCH 11 coobieHuss M, umerone-
ro XaUI-3HadeHue m = 5, cHavasna BeIbepeM cirydaitHoe 1efnoe Yucio kK = 9.

Yoenumcs, urouncna k u (p — 1) ABns10TCA B3aUMHO IPOCTRIMU. Jle icTBUTETBHO,

HOI(9, 10) = 1.
Jlasiee BLIYMCISEM DJIEMEHTHI @ U b TIOATMICH:
a=g'modp=2mod11=6,
3MEeMEHT b oTIpesieNsieM, HCTIONb3ys paciupeHHblil anroputm EBkinna:
m=xxa+kxb(mod(p—1)).

Npum=5,a=6,x=8,k=9,p=11 nonyuaeM 5 = (6 x 8§ + 9 x b)(mod 10).

Wm 9 x b=—43(mod 10).

Peurenue: b = 3. Lludposas nmoanuck npeacrasuser coboit napy: a = 6, b= 3.

Nanee oTripaBUTENb TIEPEIAET MOAMUCAHHOE COODILIEHHE.

[IpuHsae noanucaHHoe cOOOIIEHHE U OTKPHITLIH KITIOY ¥ = 3, MOIyuaTenhb BbI-
YHCIIAeT X31-3HaueHue m = 5 1i1s1 coodiieHus M, a 3aTeM BEIMMCIAET IBa YUCIA:

1) ya'(modp) = 3°- 63 (mod 11) = 10(mod 11);

2) g”(modp) = 2°(mod 11) = 10(mod 11).

Tak Kak 3TH ABa LEIBIX YUCTA PABHBI, IPUHATOES MOMy4aTeIeM COO0IIEHHE TTPH-
3HACTCS MOLTHHHBIM.
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CremyeT OTMETUTB, YTO cxeMa Db [AMans siBsieTcst XapakTepHBIM TIPH-
MEpPOM TIOJXOa, KOTOPBIi JOMYCKAET MepechbUIKy coobiieHust M B OTKPBI-
Toit (hopMe BMecTe C IPUCOENMHEHHBIM ayTeHTH(UKATOPOM (a, b). B Takux
ciTydasx Tpolieaypa YCTAaHOBJICHHS MOUTMHHOCTH MPHHATOTO COOGIIeHMS
COCTOUT B TIPOBEPKE COOTBETCTBUS ayTeHTH(UKATOpA COOBIIECHHUIO.

6.5. Anroputm unédpposon nognucu DSA

AMepUKaHCKHUI cTaHAapT UG POBOI MOAMTUCH COCTOUT U3 TPEX YACTEIH:
anroput™ xammposanua SHA (Secure Hash Algorithm); anroput™m 1mo-
POKIOeHUS TIapaMeTpoB p, ¢ u anroputm noamucu DSA (Digital Signature
Algorithm). Anroput™m mudposoii noxnucu DSA ucrons3yerca B cTaHIapTe
uudposoit nognucu DSS (Digital Signature Standard).

OTnpaBUTeh U TONYYATEdb MEKTPOHHOTO TOKYMEHTA HCIOIB3YIOT
MPH BEIYUCIIEHWUH OOJBIIKE TIPOCTHIE YUCna: g u p o L out kaxknoe (512< L
<1024); g — npocroii genutenas uncna (p — 1), yuciao g umeet mruHy 160 6uT.
Yucna g, p, g ABIAIOTCS OTKPBITBIMH M MOTYT OBITH OGIITUMU TSI BCEX TTOJTb-

1
3oBaTeneit cetu. Huke HCIMOJIB3YHOTCH ob0o3HaueHUs1 — s 0003HAYEeHUS
a

00paTHOrO 3JIEMEHTA /1 @ OTHOCUTEIbHO YMHOXEHHS 110 3aJaHHOMY MO-
Y0, Kopode: — = a1
a

OtnpaBuTeNb BLIOMpPaET ciydaitHoe menoe yucio x, | < x < g. Yucmuo x
SBIISICTCS CEKPETHBIM KJTIOUOM OTIIPABUTENSA IS (hOPMHUPOBAHUS 3JIEK-
TPOHHOI TTOATTUCH.

3aTeM OTIpaBUTEb BEIYUCIISET 3HAUEHHE

y=g"modp.

Yucno y gaBnseTcs OTKPRITEIM KIIOUOM AJ15 IPOBEPKHU MOAIINCH OTIIpa-
BuTess1. YKCII0 y IepesaeTcst BCeM MOJydaTesIsiM TOKYMEeHTOB.

BTOT aNropuT™ TaKXke TpeIycMaTPUBAeT MCTIOIb30BaHUE OTHOCTOPOH-
Hel ¢yHKUMY XamwnuposaHus A(+). B crangapte DSS onpeneneH tak Hasbl-
BaeMBbIil areopumm bezonacrozo xauiuposarus SHA (Secure Hash Algorithm).

Jy1s Toro 4TOOBI MMOAMUCATE TOKYMEHT M, OTIPAaBUTENb XIUIUPYET €To
B 1I€JI0€ X211I-3HAYEHHUE M:

m=HM), 1<m<gq,
3aTeM reHepupyeT cirydaitHoe 1estoe yucio k, 1 < k < g, v BBIMUCIISIET YUCIIO F:

r=(g* mod p)mod q.
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3arem OTNPaBHTE/Ib BEIMHCIACT C IMTOMOLIBIH CEKPETHOTO KITHOYaA X LIET0E
YHUCIIO §:
m+rx

§= Tmodq.

[Tapa uncen ru s 06pazyeT LUGPOBYIO MOAMKCH (F, §) TTOI TOKYMeHTOM M.
Takum obpazom, moanucaHHOE COOOIIEHHE MPEeACTaBIsgeT co00i Tpoit-
Ky umcen [M, r, s].
[TonyuaTens mognmucanHoro coobuieHust [ M, r, s| mpoBepseT BhINIOIHE -
HHE YCITOBHH
0<r<yg,
0<s<gq
U OTBepraeT MOAMUCH, €CJIH XOTS ObI OTHO U3 3TUX YCJIOBUI He BHITIOIHEHO.
3aTeM MmosyuaTesib BEIYUCTSIET 3HAYCHUE

1
w=-modgq,
s

U X31II-3HAYeHUE
m= H(M),
a 3aTeM 4Kcia
u, = (m x wymod g,
U, = (rx w)modq.
Jlanee momy4artesb C TOMOIIIBIO OTKPBITOTO KJTIOYA Y BRIYUCIISAET 3HAYSHUE

v=_((g"y

H MTPOBEPACT BBITTOJTHEHHWE YCITOBHA

Ly

)ymod p)modgq

V=r.

Ecnu ycnoBue v = r BBITIONHAETCS, TOLIA TOAMUCE (F, §) MO JOKYMEH-
ToM M mpu3HaeTcs moayJyareneM MOITUHHOIM.

HokazaHo, 4YTO TIOCNeHEE PABEHCTBO OYIET BBIMOTHATHCS TOTMA,
¥ TOJIBKO TOTJa, KOTAa MOANUCH (F, §) Mo foKyMeHToM M moiydeHa ¢ no-
MOIIIbI0 MMEHHO C TOTO CeKPETHOro KIIoYa X, U3 KOTOPOro ObLT MmoiaydeH
OTKPBITHIH KiTto4 y. Takum 00pa3oM, MOXKHO HAIEXKHO YIOCTOBEPUTHCSH, YTO
OTMPABUTETH COOOIIEHMS BIaaeeT UMEHHO JTAHHBIM CEKPETHBIM KJTIOUOM X
(He packpbIBas IMPH 3TOM 3HAYEHUS KITI0YA X) U YTO JAHHBIA TOKYMeHT M
MOJMUCAT UMEHHO OTIPABUTEb.

[To cpaBHEHHUIO € anrOpUTMOM 1TH(POBOI Moanucu Db [amans anro-
putM DSA nMeeT cienyronme OCHOBHbIE TPEUMYIIIECTBA.

1. Tpu mo6oM OOMYCTUMOM YPOBHE CTOMKOCTH, T.€. IpU J1000i mape
yucen g u p (ot 512 mo 1024 6ur), uucna ¢, X, , s UMEIOT JutMHY o 160 ouT,
cokpainas JmuHy noamnucu 10 320 6uT.
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2. bonblIMHCTBO omepaluil ¢ YUcIaMu k, F, §, X TIPU BBIYUCIEHUH
MOJNUCH MPOU3BOAUTCS MO MOAYJIIO YKcia ¢ AnmuHoi 160 6uT, uto cokpa-
IIaeT BpeMsl BBIYUCISHUS TTOIITUCH.

3. Ilpu npoBepke noanucu GOTBITUHCTBO OMEPAHIA C YUCTAMH U, U,
Vv, W TaKKe TIPOU3BOIMTCS 11O MOIYJIIO YKcaa g imuHoi 160 6uT, uto cokpa-
maeT 06beM aMsTH U BpeMsl BBIYUCICHUS.

HenocraTtkom anroputma DSA aBnsieTcss To, 4TO NMpU MOANUCHIBAHUH
U MPU POBEPKE MOATHUCH TIPUXOTUTCS BBITIONHSTD CIOXHbBIE OTepaliiu ae-

JICHHMA 11O MOOYIIIO ¢

§= M(m0~clq), w= i(mOdﬂi)‘
Y

YTO He TTO3BOJIET MOMYYaTh MaKCUMaIbHOE OBICTpONEiCTRIE.

CremyeT OTMETHTD, UTO peaibHOe UCTIONHeHue anroputma DSA Moxer
OBITH YCKOPEHO C TIOMOIIIBbIO BBITIOTHEHUS TIPEABAPUTETBHBIX BBIYHCIIE-
HUIt. 3aMeTUM, UTO 3HAUEHUE ¥ HE 3aBUCUT OT coobieHust M u ero xaii-
3HaueHus m. MOXHO 3apaHee CO31aTh CTPOKY CIYYaHBIX 3HAUESHMIT k 1 3a-
TEM 7151 KQXKIO0TO U3 3THUX 3HAYEHMI BEIYMCINTE 3HAYeHUs +. MOXKHO Takxke
3apaHee BBIYUCIIUTL OOpaTHBIE 3HAYEHUS A~ 7Is1 KaXKIoro U3 3Ha4eHUi k.
3aTeM MpH MOCTYIIEHUK cO061IeHNsT M MOKXHO BBIUUCTUTh 3HAYEHUE S TSI
JAHHBIX 3HAYCHHI F 1 k~!. DTH npeaBapHTeIbHBIC BIYUCICHUS 3HAYNTEb-
HO YCKOpAIOT paboty anroputma DSA.

CroiikocTs anroput™a noanucu DSA ompenensieTcsi CJIOXKHOCTBIO pe-
HIEHWST 3aMa4¥ JHUCKPETHOTO JorapudhMHUpOBaHUS B TOATPYIIE (g)c: F,
nopsiaka q.

[Mpu aHanu3e anropuT™ma MoAMUCH Db [AMans MBI BUAETH, YTO 1IEH-
TpaaU30BaHHOE TTOPOXKICHUE TTAPaAMETPOB MOXKET GBITh OMacHo. HTo GBIIO
yureHo npu paspabotke craHngapta CIIA. [ToMMMO CIPOCTHIX YUCET p U ¢
MOJIb30BATEI0 MPeAOCTABIAIOT 3HaueHus S u C mapaMeTpoB aliropuTMa
BeIpaOOTKK 3TUX p U ¢. 3Hasa S, C, MoAb30BaTENh MOXKET TIPOBEPUTD, Ieii-
CTBUTEJILHO JIH YUCJIA P, ¢ OBUTH TTOYYEHBI C TIOMOIIIBI0 3TOTO ATOPUTMA.
[MpuBeneM Teneps caM aJrOPUTM.

Bxoodnwie danuvie ancopumma. Uncno L, tne 512 < L <1024 u L =
0(mod 64). ITycte L — 1 =160n + b, rne 0 < b < 160.

Buvixoduvie dannvie aseopumma. Ilpoctoe uncno p nnmuHel L 6uT, npo-
cToe Yrcio ¢ AmuHbl 160 OUT, TBOMYHASA TOCIEI0BATe/IBHOCTE S 1 uncio C,
0<C<4095=2"7—1.

Illaz 1. Bribpats MpoM3BOABHYIO MOCIEI0OBATENLHOCTL OUT S, mIuHa g
KoTopoii He MeHee 160.
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gz 2. BoraucauThb
U =SHA(S)® SHA((S +1)mod 2*)

Takum o6pazom, U — sektop mmHse! 160. 3neck SHA(S) ecThb pe3yabrat
NMpUMeHeHU anroputMa SHA.

Illaz 3. ObpasoBath ¢, ycTaHOBHUB nepBelil 1 160-ii 0ut UB 1. Takum 006-
pa3oM, § — HEUYETHOE YUCIIO ITHHOI 160 OuT.

Illaz 4. TTpoBepuTh ¢ HA TIPOCTOTY,.

Illaz 5. Ecnu g coctaBHoe, To epeiTy Ha war 1. Ecau ¢ npocToe, To ne-
peiiTH Ha 1mar 6.

Hlaz 6. Tonoxute C=0, N= 2.

Illae 7. BeIUMCINTE

V, = SHA((S + N +k)mod 2¢)

npu Bcex k, 0 <k <n.
Illaz 8. Tycts W nenoe yucio

W =Vy+2" %, +.. +2' 90Dy 42" mod?2”)

IUTHHBI He 6onee L — 1 6UT.
[Tonoxute

X=w+21,

Takum o6pa3zom, X — yKcno, IIMHA KOTOPOTO B TOYHOCTH paBHa L OUT.
Hlaz 9. Tlonoxurb

p=X—-((Xmod2q)-1).

Torna p =1 (mod 2g).

gz 10. Ecnu p < 247! o nepeiiTu K mary 13.

Illaz 11. TIpoBepuTh p HA TIPOCTOTY.

Illaz 12. Ecnu p ipocToe, TO TIepeiiTy K mary 15.

B mpotuBHOM crydae miepeiiTi Ha tmar 13.

Hlae 13. TTonoxute C: =C+ 1uN.-=N+n+ 1.

Illaz 14. Ecnu C = 4096, To nepeiiTu Ha war 1.

B mpoTuBHOM ciyuae mepeiTH K mary 7.

Illaz 15. Coxpanuts uucna p, ¢, C ¥ Tocae10BaTeIbHOCTE .S.

3aKOHYUTH BHITIOJTHEHHUE OTIEPAIIHA.

3aMeTUM, UTO TS TIPOBEPKH TIPOCTOTHI YHCEN p, ¢ PEKOMEHIYETCS HC-
MOJIb30BaTh BEPOSITHOCTHBII TECT, TO ecTh TecT THna MonTe-Kapo ¢ Bepo-
ATHOCTBIO 0IIMOKK He Gonee 270,
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6.6. Ludpoebie noanmucu ¢ fONONHUTENIbHbIMU
¢GyHKUMOHANbHbIMY CBOMUCTBaAMU

PaccmarpuBaemble B 3TOM paszenie HudpoBble moanucu odbnamawoT a10-
MOJTHUTENBHBIMU (DYHKIIMOHATBHBIMHU BO3MOXHOCTSIMHM, TTOMHUMO OOBIU-
HBIX CBOMCTB ayTeHTU(UKALINHU COOOIIEHMS 1 HEBO3MOXHOCTH OTKA3a IOl -
MUCABIIETO MHLA OT 0043aTeNbCTB, CBA3AHHBIX C MOAMNHUCAHHBIM TEKCTOM.
B GonpmmHcTBe ciydyaeB oHM 00beTUHSIIOT 6a30BYI0 cxeMy LMGMPOBOI
MOMMUCH, HAaTpuMep, Ha ocHOBe anroputMa RSA, co crenuaibHbBIM TTPO-
TOKOJIOM, 00eCcneurBalOUIUM JOCTHKEHUE TeX JOTIOJIHUTEIBHBIX CBOICTB,
KOTOPBIMU Da3oBast cxemMa HHU(POBOI MOANKCH He 00/IaaeT.

K cxemam 11 poBoii MOTMUCH ¢ JOTOTHUTENbHBIMU (hYHKIIMOHATBHBI-
MH CBOIICTBAMU OTHOCATCS:

— cxeMmHlI crenoii (blind) monnucu;

— CXeMBI HeocrmopuMoii (undeniable) nognucu.

Cxembt caenoii nodnucu. B otmume ot oOBIYHBIX cxeM HU(POBOI MOaTH-
CHU cxeMbl caenoli nodnucu (MHOTIA HAa3bIBaeMbIe CXeMAMU TTOIMTUCH BCJIETTYIO)
SIBJISTIOTCS TBYCTOPOHHUME TIPOTOKOIAMH MEXKIY OTIIpaBUTeNeM A U CTOPO-
HOI1 B, noanuceiBatonieii TokyMmeHT. OCHOBHASI UIes 3TUX CXEM 3aK/TF0YAETCS
B cnenytoieM. OTnpaBuTenb A MochkUTaeT NOPHHI0 MH(OpMALIUK CTOPOHE B,
KOTOpylo B moamuceiBaet 1 Bo3BpaiiaeT A. Mcnone3ys nonyueHHyO moj-
MUCh, CTOPOHA A MOXET BBIYUCTUTH MOANUCH CTOPOHBI B Ha Oosee BasKHOM
st cebs coodmennu m. [lo 3aBepiieHHM 3TOTO MPOTOKOIA CTOpPOHA B HU-
Yero He 3HAaeT HU O COODIIEHUH M1, HU O MOATIUACH MO 3TUM COODILIeHHUEM.

Llenp cnenoit MoANMKMCH COCTOUT B TOM, YTOOBI BOCTIPENSITCTBOBATH IO -
MUCBIBAIONIEMY JIUIY B 03HAKOMUTBCS € COOOIIEHNEM CTOPOHBI A, KOTOpOE
OH TIOATIUCHIBAET, U C COOTBETCTBYIOLIEH MOATIUCHIO MO 3TUM COOOIIEeHH-
eM. [ToaTomy B manbHeiinieM noanucaHHoe cooOIIeHHEe HEBO3MOXKHO CBSI-
3aTh CO CTOPOHOI A.

[MpuBenem mpumep npumMeHeHus: cienoil moamucu. Cxema clernoi
MOAMKUCH MOXET HAlTU NMpUMEHEHHE B TeX CIIy4asx, KOTraa OTIIpaBUTeNb A
(xoreHT DaHKa) He XO4eT, YTOOBI oA MKHChIBatOIas cTopoHa B (6aHK) nMe-
J1a BO3MOXHOCTE B JalbHEHIIEM CBA3aTh COODLUEHHE M U TOAMUCH Sg(m)
€ orpeAe/ieHHBIM 1IATOM BBITIOJTHEHHOTO paHee MPoTOKoMa.

B yacTHOCTH, 3TO MOXKET ObITh BaXXHO TPHU OPTAaHU3allMM AHOHUMHBIX
Oe3HaMMYHBIX pacyeToB, KOTJa COODIIeHUE /11 MOTJIO Obl TIPEACTABMATE 1e-
HEXKHYI0 CYMMY, KOTOpy10 A xoueT noTpatuth. Korna coobuienue m ¢ moa-
MUCBIO (M) TIpenbaBasercs 6aHKy B ans omnarebl, 6aHK B He CMOXET TIpo-
CNeOUTh, KTO MMEHHO U3 KJIMEHTOB NPeIbABIAET MOAMUCAHHBII TOKYMEHT.
DTO NO3BOJISIET MOTB30BATENI0 A OCTATHCSI AHOHUMHBIM.
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JI11 mocTpoeHUsT IPOTOKOMA CAeTnoit MOAMUCH HEOOXOAUMBI CIeayio-
e KOMITOHEHTBI.

I. MexaHu3M OOBIYHOI UMAPOBOI MOANMMCH IS TOAMUCHIBAIOLICH
cropoHsl B. TTycth 54(X) 0bo3HavaeT moanuch CTOpoHL! B Ha nokymeHnTe X.

2. OyHkuuu f(-) 1 g(-) (M3BeCTHBIE TOJIBLKO OTIIPABUTEIO) TAKHE, YTO

g(SB(f{m)}) = m(m)-:

npH 3ToM f(+) — Mackupylomas (blinding) dbyHkums;
2(-) — nemackupywowas (unblinding) dyHKIUS;
f(m) — 3amackuposanHoe (blinded) coobiieHue m.

[Tpu BBIGOpE §p, f 1 g CYLLIECTBYET PSAI OTPAHUYEHUIA.

Beibepem B KauecTBe aqropuTMa TMOANKUCH Sp IS CTOPOHBI B cxemy
nudposoit noamucu RSA ¢ otkpbiTeiM kntouoMm (N, E) 1 ceKpeTHBIM KITIO-
yoM D, mpuuem N = P x Q — mpon3BeneHUE OBYX OOMBIIUX CAyYailHBIX
npocThix yuce. [1ycts k — HekoTopoe hKcHupoBaHHOE HIEJI0e YUCIO0, B3a-
umHo nipoctoe ¢ N, t.e. HOI(N, k) = 1.

Mackupytomaa dyakuua f Z, — Z, onpemenserca Kak f(m) =
= mkf mod N, a nemackupytowmas ¢hyHkuua g: 7, — Z, onpenenseTcs Kak
g(m) = k-'mmod N. TIpu Takom BeIOOpE f, g u s monyyaem g(sz(f(m))) =
= g(sy(mk?f mod N)) = g(m®k mod N) = m? mod N = s4(m), 4TO COOTBETCTBY-
eT TpeboBaHHUIO 2.

CornacHO TIPOTOKOY CIeTOi TOAMUCH, KOTOPBINA mpemnoxun JI3un
Yom (David Chaum)', otripaButens A cHayana moay4aeT HOAMUCH CTOPO-
HbI B Ha 3aMacKupoBaHHOM coobieHny m'”. MUcronb3ys 3Ty MOANKCH, CTO-
poHa A BEIYUCISET MTOAMKUCH B Ha 3apaHee BHIOPAHHOM COOOIIEHUN M, T
0<m< N — 1. IIpu atoM cTopoHe B HUUEro HEU3BECTHO HU O 3HAYCHUH M1,
HU O TIOJAMUCH, CBSI3aHHOM C M.

[Mycts cTopoHa B umeer mis noanuck mo cxeme RSA oTKpbITHIN Koy
(N, E) u cexkpernsiii kintou D. [Tycts kK — ciydaitHoe cekpeTHOE 1Leloe YKC-
110, BEIOpaHHOE CTOPOHOH A U ynoBmeTBopsiomiee yemopuam 0 <k < N — |
u HOJI(N, k).

[Mpotokon cnenoit moamuck J1. YoMa BKIOUAST CASOYIOUIHE HIATH.

1. OtnpasuTenb A BHMMCIAET 3aMacCKMpPOBaHHOe coobieHue m’ = mk"
mod N u rnoceutaer ero cropoxe B.

2. TloanuceiBaomas cropoHa B BeraucaseT noanuck s = (m")? mod N
W OTIIPABISIET ITY MOATTUCH CTOPOHE A.

! J]3BI1I[ Yom — CO31aTenb MHOTHX KpHHTOl"paCIJH'-]ﬁCKHX MPOTOKOMOB, BEJTHOYAH CICIBIC CXE-
MBI OAMHCH, W 31eKTpoHHEIX neHer B 1990 rony Jssua Yom nomyuun creneHs JOKTOPa HAVK
no uHhopMaTHKe M MeHekMeHTY Kanudopuuiickoro ynusepcuteta bepknn. Bnocnencteun
OH MpENnoIaBan B Hb}D-ﬂDDKCKOﬁ IKOME THMTOMHPOBAHHOTO CNENHANTHCTA YHHBEPCHTETA

MeHeDKMeHTA ¥ B YHuBepcuTete Kanudopuun. Yom saensercs npodeccopoM KaToIHMYECKOTO
yuuBepcutera Leuven.



6.6. LUndpoBsie noanucy ¢ AONOMHMTENEHBIMY QYHKUMOHANLHLIMK CBOMCTBAMK o 173

3. CropoHa A BLIMMCISAET Moanuch s = k~'s'mod N, koTopas siBnsieTca
noanuckio B Ha coodIeHMe M.
HerpynHo BUneTsh, 4yto

(m")? = (mkE)? = mPk(mod N),
MO3TOMY
ks = mPkk" = mP(mod N).

. YoM pa3paboTtan HECKOIBKO aNTOPUTMOB CJIETIOH MOAITHCH IS CO3-
MaHWs CUCTEMbl AHOHUMHBIX DE3HAIMYHBIX 3JIeKTPOHHBIX pacueToB eCash.

Cxembt Heocnopumoii noonucu. Heocriopymas noanuce, Kak U 00bIYHas
¢ poBasi MOAMKUCH, 3aBUCHT OT MOANUCAHHOTO JOKYMEHTA U CEKPETHOTO
kmo4ya. OnHaKo B OTVIMYKE OT 0OBIYHBIX HU(MPOBBIX MOAMUCEH HEOCTOPH-
Mas MOAIHCh HE MOXKeT ObITh BepuduiinpoBaHa Oe3 yyacTus Tulia, mocTa-
BUBIIEro 3Ty MOANHUCh. Bo3MoXHO, Oollee MOAXOAANIMM HAa3BAHHEM IS
3TUX MOAMNUCEH ObLIO OBI: «TTOAMKUCH, HE JOMYCKAIOIIMe TTOAI0Tax.

PaccMoTpuM 1Ba BO3MOZKHBIX CLIEHApWUsI TIPUMEHEHUS] HEOCITOPHUMOMH
TTOATTUCH.

Cuenapuii 1. CtopoHa A (KITMEHT) X0YeT MOJIYYHTh JOCTYM B 3alIUIIEH-
HYIO 30HY, KOHTPOJIHUPYEMYIO CTOPOHOIH B (6aHKOM). BTOH 3alIMIIEHHOMN
30HOI MOXET OBbITh, HAllpUMeEp, NENO3WTApHil (XpaHWIWLIE HEHHOCTEH
knueHToB). CTopoHa B TpeOyeT OT A MOCTAaBUTH HA 3asIBKE O JIOIYCKE B 3a-
LU IIEHHYIO 30HY MOAMKCH, BpeMsl M AaTy A0 MpeJoCcTaBIeHHs eMy JOCTYyIa.
Ecnu A npyUMeHHUT HEOCHOPUMYIO MOAMUCH, TOTAA CTOPOHA B He CMOXeT
BIIOCJIEACTBUHM [10KA3aTbh KOMY-IH0O, YTO A monyuyun Aomyck, 06e3 Hemo-
CPEeNCTBEHHOTrO y4acTus A B rporecce BepuUKalluy MOIMHCH.

Cuyenapuii 2. [pennonoxum, 4To N3BecTHas Kopropatiusa A pazpabotana
MaKeT MporpaMMHoOro odecriedeHusi. YtToObl rapaHTUPOBATh MOMTHHHOCTD
MaKeTa U OTCYTCTBME B HEM BHPYCOB, CTOPOHA A MOAMUCHIBAET 3TOT MAKET
HEOCTIOPMMO# TOAMHChI0 U mpomaeT ero ctopoHe B. Ctopona B pemraer
caenaTh KOMTUM 3TOTO MaKeTa MPOorpaMMHOro obecriedeHus U TepenpoaaTh
ero Tpetheil cropoHe C. [lpu ucmons30BaHUM CTOPOHOIT A HEOCTIOPUMOIA
noanucu ctopoHa C He cMOXKeT y6emUThCSI B MOMTUHHOCTH 3TOTO MaKeTa
MpOrpaMMHOT0 OOecleueH!s] U OTCYTCTBUM B HEM BHMPYCOB Oe3 y4yacTus
CTOpPOHBI A.

KoHeuHo, 3TOT cueHapwili He TIpEMATCTBYeT CTOpOHe B TMOCTaBUTH
Ha TaKeTe CBOK MOJINKUCh, HO TOTJA TSl CTOPOHBI B OymyT yTpaueHbI Bce
MapKeTHHTOBBIE IPEUMYIIECTBA, CBA3aHHBIE C UCIOJIb30BAHUEM TOPTOBOMH
mapku kopriopaiuu A. Kpome toro, Oyner nerde packpbiTh MOLIEHHUYE-
CKY10 IeSITeIbHOCTb CTOPOHHI B.
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TecTt Krnase 6

1. Daexmponnas nodnuce ¢ coomeemcmeuu ¢ Dedepaibhbim 3aK0HOM
om 6 anpeas 2011 200a Ne 63-D3 «06 r1exmponnoil noonucu» — 3mo:
1) wHbopMalIMsa B 3JIEKTPOHHON (hopMe, KOTOpas MPHUCOeIUHEHA

K Apyroi HHQOpMAaluK B 37eKTPOHHOI hopmMe (TOATHChIBAEMOit
WH(OpPMALIMK) WM UHBIM 00pa30M CBSI3aHa ¢ TaKoil UH(popMa-
LMeil U KOTopast UCTIONb3YeTCsl ATl OTNpe/le/IeHUs JTHLa, TTOATIH-
CHIBAIOIIETO HH(MOPMALIHIO;

2) pEeKBU3UT 3MEKTPOHHOTO JOKYMEHTA, NMpeJHa3HAYeHHbIH 115 3a-
LUIATHI JAHHOTO 3JEKTPOHHOIO NOKYMEHTA OT MOJMNENKH, TOJy-
YeHHBIH B pe3yjbTaTe Kpurnrorpaduieckoro npeobpa3oBaHUs
WH(OPMALIMU C UCITOIB30BAHUEM 3aKPBITOrO KIIOUYA 3IEKTPOH-
HO# 1M(MPOBOI MOANMUCH U MO3BOMSIONINI WIEHTU(HIINPOBATh
BJIafieNiblia cepTUHrKaTa.

2. Dedepaavhvbiii 3axon om 6 anpeas 2011 zoda Ne 63-D3 «06 raexmpor -
HOUl noonucu» pezyaupyent OMHOWEHUS 8 001ACHU UCNOAb30GAHUS )€K~
MpoHHbBIX Roonucell (HeCK0AbKO 8EPHBIX OMBEM0E):

1) mpu oKazaHWU TOCYAAPCTBEHHBIX U MyHUIIMTIATbHBIX YCIIYT;

2) coBeplIEHUH rPaKIAHCKO-TIPABOBBIX CIIEIOK;

3) vCnoMHeHWH rocyJapcTBEHHBIX U MYHUITUTTATbHBIX (DYHKITWIA;

4) coBeplIeHWH WHBIX IOPUIUYECKH 3HAYMMBIX IeHCTBHIA.

3. Karou saexmponHoii noonucu — 3mo:

1) yHUKanbHAA MOCIEN0BATENbHOCTh CUMBOJIOB, OJIHO3HAYHO CBSI-
3aHHAs ¢ KII0YOM 3JIEKTPOHHOI MOAMUCH W TIpeHa3HAuYeHHas
IJ1S1 IPOBEPKH MOMTMHHOCTH 3JMEKTPOHHOM MOANUCH (nanee —
MPOBEPKA MEKTPOHHOU MOAMUCH);

2) yHUKalTbHasA MOCIEJ0BATETbHOCTE CHMBOJIOB, TIpeIHa3HAYEHHAS
1151 CO3IAHUS 3NIEKTPOHHOM MOAMUCH.

4. Karou nposepku 34eKmpoHHol ROONUCU — IMO:

1) yHUKanbHAA MOCIEN0BATENbHOCTh CUMBOJIOB, OJTHO3HAYHO CBS-
3aHHAs ¢ KII0YOM 3JIEKTPOHHOM MOAMUCH W TIpeIHa3HauYeHHas
IJ1S1 IPOBEPKH MOMIMHHOCTH 3JMEKTPOHHOM MOANUCH (nanee —
MPOBEPKA MEKTPOHHOM MOAMUCH);

2) yHUKanbHAsA MOCAEJOBATETbHOCTE CHMBOJIOB, TIpeIHa3HAYEHHAS
1151 CO3MIAHUS 3NIEKTPOHHOM MOAMUCH.

5. Yoocmoeeparowuii yenmp — 3mo:

1) 1opuguyeckoe U0 WM WHAMBHAYAJILHBIA NpeINpUHUMATEb,
OCYILECTBRISIIONINE (PYHKIIMH 10 CO3AAHUIO U Bblaue cepTU(hUKATOB
KJTI0Yeii MPOBEPKH 3NIEKTPOHHBIX TOANMCEH, a TAKXKe UHBIE (DYyHK-
LMK, TIpeTycMOTpeHHbIe HacTosMM DeiepabHBIM 3aKOHOM;
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2) ocylecTBAAOmMi 06MeH MH(OpMAaLIMEH B 3JICKTPOHHOI hopMme
rOCYIapCTBEHHBIH OpraH, OpraH MECTHOTO CaMOYTIPABICHUST MU
OpraHu3alM;

3) U0, KOTOPOMY B YCTAHOBJIGHHOM 3aKOHOM MOPSIKE BBIIAH
cepTuMKAaT KJTIoua TPOBEPKH 3MEKTPOHHOMN TTOATTHCH.

Cepmugbuxam kaloua npoeepxu 34eKmpoHHoll Roonucu — 3Mmo:

1) yHUKaIbHas MOCAEI0BAaTeIbHOCTh CHMBOIOB, OMHO3HAYHO CBSI-
3aHHAs ¢ KII0YOM 3JIEKTPOHHOM MOANMUCH W TIpeIHa3HAuYeHHas
IUTST TIPOBEPKH MOMTMHHOCTH 3JIEKTPOHHOM MOAMUCH (1aiee —
MIpOBepKA 3MEKTPOHHOH TTOATTUCH);

2) 3MeKTPOHHBIN TOKYMEHT WJIW TOKYMEHT Ha OYMaXXHOM HOCHUTE-
Jie, BhIDAHHBIE YIOCTOBEPSIONIMM LIEHTPOM JTHGO MOBEpeHHBIM
JTUIIOM YIOCTOBEPSAIONIETO IEHTPa M TIOATBEPXKIAI0IINe TIPHHAT-
JIEXKHOCTh KITIOYA TIPOBEPKH MEKTPOHHON MOAMUCH BIamesbily
ceprudrKaTa Kirroua TpoBEPKH MEKTPOHHON MOAMTHCH.

Budamu 3aexmponnbix noonuceii ¢ coomeemcmeuu ¢ DedeparvHoiv 3a-

konom Ne 63-D3 aeaaromca (HeCKO.AbKO GEPHBIX OMEEM0E):

1) mpocTas 3JeKTpOHHAS MOAINCE;

2) mpocTasi HeKBaTU(UIIMPOBAHHAS 371€KTPOHHAS MMOAMHCH;

3) ycuneHHast HeKBATU(DHUIIMPOBAHHAS JIEKTPOHHAS TTOATMHCH;

4) ycuneHHas KBaTU(ULIIMPOBAHHAS 3JeKTPOHHAS MOATTHCH.

Ilpocmoii 21exmponnoli noonuceio 8 coomeemcmeun ¢ DedepaibHvim

3axonom Ne 63-D3 asasemcs:

1) amexkTpoHHAas MOAMUCH, [UT KOTOPO# KITI0Y MPOBEPKHU 3IEKTPOH-
HO TIOATTMCH YKa3aH B KBATU(hUIIMPOBAHHOM cepTHhHKATE;

2) 3AeKTPOHHAA MOAMMCH, KOTOPas TOCPEACTBOM HCIOJb30BaHHA
KOJIOB, MapoJjieil UJTM MHBIX CPEACTB MOATBepKaaeT hakT hopMu-
pPOBaHMS TEKTPOHHON MOAMUCH OTIPEIeIEHHBIM TUIIOM;

3) BneKTpOHHAas MOAMMCH, KOTOpas MOJIyueHa B pe3yJbTaTe KPUIITO-
rpacduueckoro npeodpazoBaHus HHOOPMAITUK C UCTTOTh30BAHM -
eM KJTI04ua 37IeKTPOHHO MOAMHCH.

Hexeaaugpuuupoeannoii 3.1eKmponnoli HOORUCHIO 6 COOMBEHICMEUN

¢ Dedepaavhbim 3axonom Ne 63-D3 aeraemca 21eKmpoHHAS NOONUCS,

Komopas (HeCK0AbKo 8EPHBIX OHIGENI06);

1) monmyueHa B pe3yabraTe KpUNTOTpaduueckoro mpeobpa3zoBaHH
WH(MOPMAIIUK C UCTIONBL30BAHUEM KITIOUA AMEKTPOHHOM MOMMUCH;

2) MO3BOMSIET OMPENENHTh JIUIIO, TIOAMUCABIIEE JIEKTPOHHBINA 10-
KYMEHT;

3) mo3BossieT 06GHAPYKUTE (DAKT BHECEHMST M3MEHEHUI B 3/IEKTPOH-
HBII TOKYMEHT T0CJIe MOMEHTA €r0 TTOMHUCAHHS;

4) coszmaercs c UCMOTB30BAHUEM CPENCTB JIEKTPOHHOI MOIMUCH.
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10. Keaaughuuuposannoii 31exmponHnoii noonucsio ¢ coomeemcmeun ¢ De-
depaavHbiM 3axoHom No 63-D3 asagemcs:

1) snexTpoHHas TOAMMCH, KOTOPas TOCPEACTBOM HCIOJb30BAHHA
KOJIOB, TapoJieil UJTH MHBIX CPEACTB MOATBepKaaeT hakT popMu-
pPOBaHMS TEKTPOHHON MOAMUCH OTIPEIeIEHHBIM JTUIIOM;

2) 3MeKkTpOoHHAas MOAMNKUCH, KOTOPAasi COOTBETCTBYET BCEM MPHU3HAKAM
HEeKBaTM(UIIMPOBAHHON 3/IEKTPOHHON MOAMKUCH, a TAKXKe KoY
MPOBEPKH 3JeKTPOHHON MONNMKMCH YKa3aH B KBATH(UIIMPOBAH-
HOM cepTuduKaTe;

3) smeKTpoOHHAas MOAMMCH, KOTOpas MOJyueHa B pe3yJbTaTe KPUIITO-
rpacduueckoro npeodpazoBaHus HHHOPMAITUN C UCTTOTh30BAHM -
eM KJTI0ua 37IeKTPOHHO MOAMHCH.

11. B uem omautue pykonucHoli Roonucu om 3.1eKmporHoll (HecKko.1bKo eep-

HbIX OMBEMO08):

1) 3AeKTPOHHYIO TOAMKUCH MOXKHO MOMIENATh, & PYKOITUCHYIO MO~
MHUCh HENb34;

2) ¢ TIOMOIIbIO 3MEKTPOHHON MOAMUCH MOXKHO OMpeNeTnTh Peatb-
HOE BpeMs MOAMUCAHUS TOKYMEHTA B OTJIMYHE OT PYKOTTMCHOI
TTOMIMUCH;

3) B pYKONMCHO#M TIOAMKMCH CONEpPKaTCs METKA BPEMEHH, a B BJIEK-
TPOHHOH TIOATHCH HE COMePKUTCH;

4) pyKOTHMCHYIO MOAMUCH MOXKHO YIOCTOBEPUTH B OTIIMYHE OT 37IeK-
TPOHHO TTOATIHCH;

5) momomHUTENbHOE CBOWCTBO 3JEKTPOHHOM MOAMUCH — KOHTPOJb
LIETOCTHOCTH TTOATIMCAHHOTO JOKYMEHTA.

12. Ilpu omnpaexe no 3aexmpontoli noume noonucannozo 311 doxymen-
ma Gydem omnpag.ie:

1) cam daiin u moanuck caiina;

2) TOnBKO (haiin;

3) TONMBKO MOAMHUCH.

13. Ilpu nodnucanuu ¢haiira raexmponnoii yughpoeoii noonucovro:

1) cosmaetcs HoBast Bepcus haiiina, B KOTOPYIO H00ABISIETCS MOI-
MHCh;

2) Bce BepcuH (paitma Tpeobpa3ylTcs ¢ MOMOIIBI0 KPHUITO-AIro-
putmoB B1IIT;

3) x daiiny mobasnsercs MOLNKCE, IPU 3TOM caM (aiin He MeHs-
eTCHl.

14. Paspemaemcs au pedaxmuposanue aiiaa, noonucaunozo II[IT:

1) HeT;

2) na;

3) paspeliaeTcs TOJBKO TOIB30BATENIO C TTOJTHBIMU TTPABAMHU.
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15.

16.

17.

18.

19.

20.

21.

22.

Moxcem au doxymeHm 00HOBPEMEHHO ObIMb 3QUIUDPOBAHHBIM U NOONI -

canuovim DT

1) na;

2) HerT.

Ilpu noonucanuu ooxymenma II[IT ucnoavzyemcs:

1) OTKpHITHIIT KITIOY;

2) CEeKpeTHHI KIT0Y;

3) ceprudukar Kinoua.

Tpu wugpposanuu haiiaa ¢ ucnoaszosanuem acumMmempusHoil Kpunmo-

cucmeMbl UCROAb3YemcA:

1) OTKpHITHIIT KITIOY;

2) CEeKpeTHHI KIT0Y;

3) OTKPBITHIH U CEKPETHBIN KITIOYH COBMECTHO.

Kakoii karou noas3oeamens Heob6Xo0uMo UCHO.b306AMb APU pacuiudg-

poeke haiiaa, 3auiudposantoze ¢ HCNOAL30GAHUEM ACUMMEMPUYHON

KpUnmocucmembi:

1) cCexkpeTHBIIt;

2) OTKpHITHIIA.

Xow-chyuxuuu om dokymenmos paznoit daunvt 6yoym umems:

1) omMHAKOBYIO JIHHY, OMPEAe/IEHHYIO CTAHIAAPTOM (DYHKIIUH X3-
IIIUPOBAHUS;

2) pasHYIO IUIMHY;

3) nnuHY, KOTOpas OMpenensieTcs] ATOPUTMOM MOCTAHOBKM 3JIEK-
TPOHHOI TIOAMHCH.

Xow-ghyuxuus ucnoavzyemes (Hecko04bKo 6EPHLIX 0MGEN08):

1) nnmsacozoaHus cxxatoro obpasa coobieHust, mpuMeHsemoro B S1ITT;

2) ObICTpOIi Mepenavyy JaHHBIX;

3) ugeHTMUKALIMYA OTIIPABUTES;

4) mocTpoeHH KoAa ayTeHTHMhUKAIINKI COODIIEHUIA.

Kakyro poav ebinoansem saexmponnas yugposas noonucs:

1) ponb mONOTHUTENBEHON MHGOPMAIIAH O TTepeIaBaeMbIX JaHHBIX;

2) 3TO JaHHBIE O BpeMeHU Mepenayu WHQOpMalHu;

3) posb 0OBIYHOI MOANKMCH B JIEKTPOHHBIX TOKYMEHTAX;

4) ponb 0bpaTHOTrO aapeca OTIIPABUTENS.

Ilpu hopmuposanuu uughpoeoli noonucu no KAaccu4eckom cxeme om-

npasumes (nociedosameabHOCHb U3 06yX delicmali):

1) mpUMeHSeT K UCXOTHOMY TEKCTY X3 -(DYHKIIUIO;

2) TIpUMEHsIeT K UCXOHOMY TEKCTY MICHTU(HUKATOP OTTIPABUTEN;

3) BBIMOJIHSIET MAKCUMATBLHOE CXKATHE;

4) Beruucnget DI mo xam-o6pa3y ¢ HCMOIE30BAHUEM CEKPETHOTO
KITIOYa CO3MAHUS MTOIMUCH.
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23. Ilpu sepuchuxauuu noonucu noayvames omoeiaem uugposyro noonucy
OMm 0CHO8HO020 MEKCHA U GbInoanAem npogepky (nociedoeametbHOCHb
u3 08yx odeiicmeuii):

1) momomHUTENLHONH MH(pOPMALINH;

2) mpuUMeHSIET K TEKCTY MOJTYYEHHOTO COOOIIEHHUST X31I-(DYHKIIMIO;

3) mpoBepseT COOTBETCTBHE X3II-00pa3a coOOLICHUS TTOIYIeHHOM
uK(hpPOBOI MOAMUCH C UCITOIB30BAHHEM OTKPBITOTO KJTKYa Mpo-
BEPKH MOJIHICH;

4) npoBepaeT UCXOTHBII KO,

24. Ilepewvui @3 «06 saexmponnoil yughposoii noonucu» ¢ Poccuiickoii @e-
depauuu Ovia npuHAmM:
1) 82000 1;

2) 82002 r;
3) 82006 .

Tabnuua oTBeTOB Ha TecT K rnaee 6

Howmep Bonpoca 1 2 3 4 5 6 7 8
[NpaBunbHLBIi OTBET 1 1,2,3,4| 2 | 2 1,3, 4

Homep Bonpoca 9 10 11 12 13 14 15 16
[MpaBunwHerit oteet | 1,2, 3, 4 2 2,5 | 3 1 | 2
Homep Bonpoca 17 18 19 20 | 21 22 23 24
[NpaBuIbHLBII OTBET 1 1 | 1,4 | 3 1,4 2,3 2
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NMPUJ1OXEHMUE 1

KoHnTponbHbie 3apaHus K rnase 1

BapuanTt 1

1. Haiizure npon3BeaeHue NOACTAHOBOK:
Gl -G2=?

Gl 23456, o (123 4556)
3154 6 2 2461 53

5 1 23456

meem-1e 251 3 4)

2. Haiimute oGpaTHYIO MOACTAHOBKY K TaHHOII:
G:[l 2 3 4 5} G-1 =9

2531 4
0 1 2 3 45
meem. | oo )

3. OnpegenuTte NMOPSAIOK MOACTAHOBKH:
G :[l 2 3 4 S}
4 1 2 5 3

Omeem. 5.

4. Beruucnuts cymMmmy 4 1 5 mo momyimio n. MuoxecrtBo {1, 2, 3,4, 5,6, 7}.

Omeem. 2.

5. Brerumcnutsk nmpou3sBeneHue 6 u 7 no Mmomyito . MHoxkecTso {1, 2, 3,
4,5,6, 7}

Omeem. 6.

6. Muoxectso {0, 1, 2, 3, 4, 5, 6}. fAengercsa nu ameMeHT «5» oGpaTH-
MBIM TT0 ctoxkenuto? Ecam ma, To Kakoit aeMeHT o6paTHBbIit?

Omesem. SBngercs. OOpaTHBII — «2».

7. Muoxectso {0, 1, 2, 3, 4, 5, 6}. fAenaerca mu anmemeHT «0» oGpaTH-

MBbIM 110 yMHOXeHu0? Eciu na, To Kakoil 37ieMeHT 06paTHbIii?
Omeaem. Heobpatum.

BapuaHTt 2

1. Haiizure npon3BeaeHue NOACTAHOBOK:
Gl -G2=?



182 o MPUNOXEHWE 1

01212345;62212345.
4 2135 351 2 4

0 1 23435

meem. | 5 s 2 1 4)

2. Haiinure o6paTHYIO IOICTAHOBKYK TAHHOI:
[l 2 3 4 SJ
G= ; G =?

25 4 3 1
5 1 23 45
meem-1s 1 4 3 2)

3. Onpenenure NMOPSAIOK MOACTAHOBKH:
G :[l 2 3 45 6}
1 3 456 2

Omeem. 5.

4. Beruncnuts cymmy 1 1 5 mo momymio n. MuoxectBo {1, 2, 3,4, 5,6, 7}.

Omeem. 6.

5. Berumcnuthk nmpou3sBeneHue 2 u 7 no Momyiio #. MHoxkecTso {1, 2, 3,
4,5,6,7}.

Omeem. ().

6. Muoxectso {0, 1, 2, 3, 4, 5, 6}. fAengercsa nu ameMeHT «2» oGpaTH-
MBIM 110 coxeHuio? Ecnu na, To Kakoii aneMeHT 06paTHBII?

Omeem. SIBnsercs. OBpaTHBII — «5».

7. Muoxectso {0, 1, 2, 3, 4}. fAABasterca a1 3neMeHT «3» 0OpaTUMBIM

o yMHoxeHuto? Ecin na, To Kakoii aneMeHT 00paTHBIi?
Omeem. SlBnsercs. OBpaTHBI — «2».

BapuaHt 3

1. Haﬁﬂ,HT‘E MpOM3BEICHHE MOOCTAHOBOK!

Gl-G2=" _

01:12345;62:12345.
4 1 2 5 3 541 2 3

0 1 2 3 45

meem. s 5 4 3 1)

2. Haiimute oGpaTHYIO MTOACTAHOBKY K TaHHOI:

0_123456_6_[_0
1345 6 2) o
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5 123456
e\l 6 23 4 5/

3. Onpegenute MOpPsAAOK MOACTAHOBKH:

123456
G= .
[531264J

Omeem. 6.

4. Beruucnute cymmy 1 1 2 mo momymio n. Muoxectsro {0, 1, 2, 3, 4, 5, 6}.

Omeem. 3.

5. Brerumcnute nmpousseneHue 0 u 5 no Mmomyito . MHuoxkectso {0, 1, 2,
3,4,5,06}.

Omeem. ().

6. Muoxectso {1, 2, 3, 4, 5, 6, 7}. flenaerca nu anmeMeHT «4» oGpaTH-
MBIM TT0 ctoxkenuto? Ecam ma, To Kakoit aeMeHT o6paTHBbIit?

Omeem. fBngercs. OOpaTHbIA — «3».

7. Muoxectso {0, 1, 2, 3, 4}. fAABasterca a1 3aeMeHT «4» 0OpaTUMBIM
o yMHoxXeHuto? Eciu na, To Kakoii aneMeHT 00paTHBII?

Omeem. SIBnsercsi. OOpaTHBII — «4».

BapuaHTt 4
1. Haﬁﬂ,HT‘E MpOM3BEICHHE MOOCTAHOBOK!
Gl-G2="
1 2 3 435 1 23 45
Gl= ; G2= .
5 4 3 21 351 2 4
0 1 2 3 45
neem. 4215 3/

2. Haiimute oGpaTHYIO MTOACTAHOBKY K TaHHOI:

0_123456'6_[_0
6 251 3 4/ o

'1234S6J

Om“’”"[4 256 3 1)
3. Onpenenure NMOPSAIOK MOACTAHOBKH:

G- 1 23 45 .
2 531 4
Omeem. 4.

4. Beruucnute cymmy 1 1 4 mo momymio n. Muoxectso {0, 1, 2, 3, 4, 5, 6}.
Omeem. 5.
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5. Berumcnutsk nmpou3sseneHue 4 u 5 no Mmomyito #. Muoxkectso {0, 1, 2,
3,4,5,06}.

Omeem. 6.

6. Muoxectso {0, 1, 2, 3, 4}. fAABnsteTca a1 37MeMeHT «2» 0OpaTUMBIM
no cnoxkeHuo? Ecnu ga, To Kakoit 3eMeHT o0paTHBINH?

Omeem. Arnserca. OOpaTHBII — «3».

7. Muoxectso {0, 1, 2, 3,4, 5,6, 7, 8}. SIpngerca nu aneMeHT «8» 00-
paTuMbIM TI0 ymMHOXKeHU10? Eciu ma, To Kakoit aneMeHT o6paTHBIit?

Omeem. Arnserca. OOpaTHBIIT — «8».

BapuaHT 5

l. Haﬁ)IHTﬂ MPOM3BEOCHHE MOICTaHOBOK!

Gl G2 ="

01:123456;62:123456.
4 2 31 6 5 534126

0 12 3 45 6

MMy 3 45 6 2f

2. Haiimute oGpaTHYIO MTOACTAHOBKY K TaHHOI:

Gl 234567
2176 35 4

5 1 234567
meem- 197 3 4 6 5 1)

3. OnpenenuTe NMOPSAIOK MOACTAHOBKHU:
G :[l 2 3 4 SJ.
51 3 2 4

Omeem. 4.

4. Boruucnuts cymmy | 1 4 mo Mmoaymio n. Muoxectso {0, 1, 2, 3, 4}.

Omeem. ().

5. Brerumcnute nmpou3sseneHue 3 u 4 no Mmomyiio . Muoxectso {0, 1, 2,
3, 4}

Omeem. 2.

6. Muoxectso {0, 1, 2, 3,4, 5,6, 7, 8}. SIpngerca nu aneMeHT «7» 00-
patuMbIM 1o cioxenuto? Ecnu na, To Kakoii aneMeHT o6paTHEIi?

Omeem. Arnserca. OOpaTHBIA — «2».

7. Muoxectso {0, 1, 2, 3, 4, 5, 6}. fAAengercsa nu ameMeHT «2» oGpaTH-

MBIM 10 YMHOXeHuto? Ecnu ma, To Kakoii anemMeHT oGpaTHbIH?
Omeem. Arnserca. OOpaTHBINA — «4».
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BapuaHt 6
1. Haﬁﬂ,HT‘E MpOM3BEICHHE MOOCTAHOBOK!
Gl-G2=?
01:12345;62:12345.
53 41 2 21 45 3
2

0 1 3 45
meem. | oo 5 )

2. Haiimute oGpaTHYIO MTOACTAHOBKY K TaHHOI:

G_'l 2345_61_,’
54321/ o

5 12345
meem-13 2 5 1 4f

3. Onpenenure NMOPSAIOK MOACTAHOBKH:

Gl 234567
2176 35 4)

Omeem. 10.

4. Bpraucnute cymmy | u 3 o Mmozymio n. Muoxectso {0, 1, 2, 3, 4}.

Omeem. 3.

5. Berumcnuts nmpou3sseneHue 3 u 8 no Mmomyito #. MHoxkectso {0, 1, 2,
3,4,5,6,7,8}.

Omeem. 6.

6. Muoxectso {1, 2, 3, 4, 5, 6, 7}. fAlenaerca nu smeMeHT «1» oGpaTh-
MBIM TT0 ctoxkenuto? Ecam ma, To Kakoit ajeMeHT o6paTHbIit?

Omeem. Arnserca. OOpaTHBIIT — «O».

7. Muoxectso {1, 2, 3, 4, 5, 6, 7}. fAlenaerca nu ameMeHT «7» oGpaTH-
MBIM IT0 yMHOXeHuI0? Eciu ga, To Kakoil anemMeHT oOpaTHBLA?

Omeem. Heobpatum.
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KoHTponbHbie 3apaHus K rnaee 2

3apava 1

3ammudpoBaTh TEKCT ¢ TTOMOIIBIO MIH(]pa MPOCTOit 3aMeHBI TIPU UMEI0-
memcs kmoue. [Iporycku He mmdpytorcs.
Teker: «KPUITTOTPA®U S 5TO CITOCOB 3AHIUTHI MHO®OPMA-

LHHAH».

Kou:
A|B|B|IT|O|EIX|3|U|K[IMH[O|II|P|C|T|V|®|X|LU|Y LB bIb|{>2HA
K3 XIKIU|I|Y|T|A|B|b(bl|b|B||T[E[O2|4|I1|P|V|C|O|T M H|O

Pemenne:

C noMo1IbIo KITI0Ya 3a(poBbIBaeM TEKCT. B COOTBETCTBUM € KITIOYOM
nepeas 6ykea Tekcta «K» niepeiinet B «B», «P» mepeiiner B «'» 1 Tak nanee.
B urore mosyaum 3aimu(poBaHHbIIi TEKCT:

«BTAJIOBKIKAAO MIOB E[IBEB3 JIZKOAIOT AbABI bIZKPAA».

3apaua 2

PacumdposaTh TEKCT ¢ MOMOLIBIO IM(pa IPOCTOil 3aMEHBI, IPU UME-
HOIIEMCH KITHOYEe I.LIHC])pOBaHHH.

Teker: «BTAJIIOBKIKAAO MIOB EABEB3 JIZKOAIOT AbSABIbIK-
PAA».

K.]IH)‘[-I‘IO)ICT&HGBK&:
A/B|B|T|O|EXK|3U|K|TMH|O|IT|P|C
K3 X|KUU|Y|{JT|A|B|b|bl|b|B|d|T|E|O[D

| D [bl| b |3 1O A
[PV |C|O|IT|HM

-
<
x| e
P
=
sl

jast
o

Pemenue:

3anuireM Ka04 00paTHOM MOACTAHOBKH Ha OCHOBE K/II04a-MOACTa-
HOBKHM:
A|/B|B|IT|O|EPXK|3UK|TIMH|O|IT|P|C|T|¥|dX|L|YULY|b|bl|b|{2H|A
HO|K|P|IT|C|A|B|A(T|3|2|1O0|b|X|LWbLIYLUB|E|?K|B|b|[JIMH|V|T|D

C nomol1eio 3TOro Kioua paciiudpossiBaeM TeKcT. B coorBetcTBHU
¢ KJTI04YOM 0OpaTHOI MoICTAHOBKM NepBasi Oyksa 3ain¢poBaHHOTO TEKCTA
«B» mepeiinet B «K», «['» nmepeiiner B «P» u Tak nanee. B utore nmomyunm
pacmu¢)pOBAHHBIN TEKCT:

«KPUITTOI'PA®US B3TO CITOCOB 3AUIMTHl UHOOPMALIMU».
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3apaya 3

3ammdpoBaTh TEKCT ¢ MOMOIIbIO MIH(ppPa NMEPECTAHOBKU TIPH MMEIO-

IIEeMCsl KITIOYeE.
Teker: «<KPUIITOTPAOUYECKAS 3ALTHUTA».

Kou:
| 2 3 4 5
5 3 4 1 6
Pewenne:

PasmenuM TeKCT B COOTBETCTBUU € MIMHOM KI04a M 3alUILIEM B CTOJ-
OHK:

K P 4 I1 T 0
r P A ) 4 4
E C K A A

3 A 11 4| T A

3aTem momeHsieM CTOJOIIBI MECTAMM B COOTBETCTBUM ¢ KitouoM. [lep-
BbIil CTONOEI] CTAHET MSITHIM, BTOPOI — TPEThUM M TaK Aasee. B utore momy-
YUM TAKy10 TaOnuILy:

I1 0] P 141 K T
oD Y P A I 4|
A C K E A
H A A LT 3 T

3aTem BBINUILIEM CTPOKHM TIO TOPSAKY W TOAYYUM 3ammQpoBaHHbI

TEKCT:
«[TIOPUKTOYPATUA CKEAMAALILIT».

3apava 4

Pacimucdposats TekcT, 3aindpoBaHHBIH HTHGPOM MEPecTaHOBKH, UMes

KJTI0Y.
Teker: «[TOPUKTOUYPATUA CKEAUAAILST».

Kmou:
1 2 3 4 5 6
5 3 4 1 6

Pemenne:

CocTapuM K104 00paTHO# MOICTAHOBKH:
1 2 3 4 5 6
4 6 2 3 1




188 o MPUNOXEHWE 2

PaszobbeM TEKCT B COOTBETCTBUH C JIHMHONM K/IIOYA W 3allMIIEM B CTOJ-
OHK:

I1 0] P 141 K T
o Y P A r 4|
A C K E A
H A A 11 3 T

[TepectaBuM cTONOLBI B COOTBETCTBUM C 3TUM KiodoM. [lepBriii cTomn-
0ell cTaHeT YeTBEpPThIM, BTOPOH — IIecThIM M Tak ganee. [locne mepecra-
HOBKH TTOJIYYUM TaOJIHILY:

K P 141 I1 T 0]
r P A o H 4
E C K A A

3 A 11 4 T A

3aTem BBITIMIIEM CTPOKH TO TMOPSAOKY W MOMYYMM pacumgpoBaHHbIii
TEKCT:

«KPUTITOTPAOUYECKASA 3ALLIUTA».

3apaya 5

3amucdpoBaTh TEKCT € MOMOIIBIO MiMdpa Cay4yaltHOrO raMMHPOBAHMS,
cumTasi, uTo O6YKBHI andasuTa MpoHyMepoBaHbl 0T () 10 32 COOTBETCTBEHHO
W 3Has OTIpeIeIeHHYIO TaMMY (KJTIoY ):
A|B|B|T|A|E|E|X|3|U|N|K|O|[M|H|O|I
0 1 20314 5|6 7|89 10|11 ({12{13|14|15]16

| T|Y|@ | X |O|4Y|W|U|Bb|bl|b|D|H]| A
17 | 1811920212223 |24 25|26 |27 |28|29]30| 31|32

Teker: «<KPUTITOTPADUS».
l'amma (Kmow):

]l v ] v ]l o luw[w]w]is] ]
Pemrenne:

K| P|lUu|lnon|T|o|TrT|P|A|l®|luU]|4
T 9 6] w5 170 [21] 9 |3
K| | 1|17 1t [ 14]19]9 |14|19]17]|15]11

2|18 |26 [ 17 0 | 1 | 12310 [19| 5 |24]10
d X|c|Ww|P|A|B || |T|E|Y4]|H
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[MepBas cTpoKa — OTKPBITHI TEKCT.

BTopast cTpoka — HOMepa COOTBETCTBYIOIINX OYKB B andaBuTe.

TpeTsst cTpoKa — ramma.

Yersepras cTpoka — HOoMepa OYKB 3a1indpoBaHHOTO TEKCTA.

[Tatas cTpoka — 3amudpoBaHHBIN TEKCT B COOTBETCTBUM C TabinIei
MOICTAHOBKH.

CknansiBaeM HOMep OYKBBI M COOTBETCTBYIOIIMH KOMITOHEHT Kilioua,
ecmu cymMma Oosbie wian pasHa 33, To BeiumTaeM 33. Hanpumep, nepsas
oykea (11 + 11 =22), a naras 6yksa (19 + 14 = 33; 33 — 33 =0). 3arem 3a-
nuceiBaeM B 3ammdposannbiii TekeT: «XCIIPABJTIOTEUN».

3apava 6

PacuimdpoBath KpUNTOrpaMmy, MOJIYYEeHHYIO C TIOMOIILIO METOMA CITy-
4alfHOTO TAMMMPOBAHUS, CYUTAs, YTO OYKBbI andaBHUTa MPOHYMEPOBaHbI
ot 0 10 32 coOTBETCTBEHHO, W 3HAS OTpPeAeIeHHYIO TaMMYy (KJTIOU):

A|B|B|T|O|E|E|X|3 | UW|U|K|TO|M|H|O| IO
0|1 ]2 |34 |5]|6|7 8|9 |[10]11[12]13|14|15]16

P|IC|T|Y | O | X |O|Y WI|W|Db|bl|b|>|I|A
17 |18 |19 |20 |21 |22 |23 |24 |25 |26 |27 |28|29|30| 31|32

Teker: «XCIIPABJIIOTEY».
l'amma (Kmow):

v Ju v ]l luwlwlur]is] ]
Pemenue:
yXCLL[PABJ]IOTE‘[FI

22 18 | 26 17 0 1 12 31 19 5 24 10
11 1 17 1 14 19 9 14 19 17 15 11
11 17 9 16 19 15 3 17 0 21 9 32
K P H I1 T O I P A D N A

[Meprasg cTpoka — 3ammgpoBaHHBIN TEKCT.

Bropas ctpoka — HoMepa OyKB 3aindpoBaHHOTO TEKCTA.

TpeTsst cTpoKa — ramma.

YerBepTas cTpoka — HOMepa OYKB OTKPBITOTO TeKCTa B andaBuTe.

[IaTas cTpoKa — OTKPBITBLI TEKCT B COOTBETCTBUH ¢ HOMEpPaMHU.

BeiuutaeM 13 HoMepa GyKBBI ahaBUTa COOTBETCTBYIONIAI KOMIOHEHT
KJIF04a, ec/TM pa3HoCTh MeHbIre (), To npubasnsem 33. Hanpumep, neppas
6yksa (22 — 11 = 11), a natas 6yksa (0 — 14 = —14; —14 + 33 = 19). 3aTtem
3aMmUChIBaeM B paciigpoBaHHbINA TEKCT B COOTBETCTBHH C HOMEPOM B anca-
Bute: « KPHUTITOTPADUS».




